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ABTOpCKME NpaBa, TOBAPHbIE 3HAKM, OrPAHUYEHUS

[aHHbIV LOKYMEHT, BKOYas Noabop M pacnonoxeHne UANOCTPaLIMiA U
MaTepuanos B HEM, ABNSETC 06bLEKTOM aBTOPCKMX NPaB U OXPaHseTCs B
COOTBETCTBMM C 3aKOHoAaTenbcTBoM Poccuiickoit ®enepaumnn. Obnanatenem
UCKNIOYMTENbHBIX aBTOPCKMX U UMYLLECTBEHHbIX NpaB senseTtcs AO «AnapanH
P.0.».

Mcnonb3oBaHue 3TMX MaTepuanos NobbiM cnocoboM 6e3 NMCbMEHHOro
paspelueHuns npaBoobnasaTens 3anpeLeHo U MOXeT NoBeYb OTBETCTBEHHOCTb,
npenycMOTPeHHy'o 3akoHoaaTenbcteoM PO. Mpu nepeneyatke u
MCNONb30BaHWM AAHHBIX MaTepUanoB NM6o Noboi nx yactu ccbinkn Ha AO
«AnapauH P.[.» obs3aTenbHbl.

BnasenblieM 3aperucTpupoBaHHbiX TOBAapHbIX 3HaKoB "AnapaunH”, Aladdin,
JaCarta, IMS, JAS, Secret Disk, SecurLogon, "Kpunto B[l", norotunos u
npaBoob6nafaTenemM UCKIIOUUTENbHbBIX NPaB HA UX AWU3alH U UCNONb30BaHMe,
NaTeHTOB Ha COOTBETCTBYOLWME NpoayKTbl sBnsieTcs AO «AnaaauH P.O.».
Ha3BaHWs npounx TeXHONOMMIA, NPOAYKTOB, KOMNAHWI, YNOMUHAOWMECS B
[aHHOM JOKYMEHTE, MOTyT SBNSATHCS TOBAPHBIMU 3HAKaMM CBOMX 3aKOHHbIX
BNAAENbLEB.

Orpauuqeuue OTBETCTBEHHOCTU

MHudopmaums, npuBea&HHas B JaHHOM JOKYMEHTe, NpefHa3HaveHa
MCKIIOUUTENBHO A1 03HAKOMIEHUS U He aBnseTcs ucuepnbiatoweit. Coctas
NpOAYKTOB, KOMMOHEHT, X QYHKLMM, XapaKTepUCTUKM, BEPCUM, JOCTYNHOCTb 1
np. MoryT 6biTb u3MeHeHbl AO «AnapaunH P.[1.» 6e3 npeaapuTenbHOro
YBEOOMNEHUSA.

AO «AnapauH P.[l.» He rapaHTUpyeT HU OTCYTCTBUS OWMBOK B LAHHOM
[LOKYMEeHTe, H1 TOro, YTO OMMcaHHoe nporpaMmHoe obecneyenue (M0) He
copepxuT aedekToB, 6yaeT paboTaTb B NPOM3BOLHO BbIOPAHHBIX YCIOBUSX U
npu 3TOM Y0BNETBOPATb BCEM TPEOOBAHMAM, KOTOPbIE MOTYT BbiTb K HEMY
npeabsBieHbl.

AO «AnapanH P.[1.» He rapaHTupyeT paboTocnocobHOCTb HeneranbHo
nony4yeHHOro nporpaMMHoro obecneuyenns. HeneranbHoe ncnonb3oBaHue
nporpaMMHoOro obecneyeHus u AOKYMEHTaUWUM Ha Hero npecneayerca no
3aKOHYy.
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Bce ykasaHHble JaHHble 0 XapaKTepuCTUKax NpoAyKTOB OCHOBAHbI Ha
MEeXAYHapOAHbIX MU POCCUIACKMX CTaHAAPTaxX U pe3ynbTaTax TeCTUPOBaHUS,
NONyYeHHbIX B HE3aBUCMMbIX TECTOBBIX MM CEPTUPUKALIMOHHBIX TabopaTopusx,
160 Ha MPUHATBIX B KOMNaHWKU MeToaukax. B aaHHoM pokymeHTe AO «AnananH
P.[.» He NpefoCTaBNSET HUKAKUX HU SIBHBIX, HX NOAPa3yMeBaeMbIX rapaHTUi.
AO «Anagaun P.0.» HE HECET OTBETCTBEHHOCTM (KAK B CUTY JOTOBOPA,
TPAXIOAHCKOTO NMPABOHAPYLIEHNSA, BK/TKOYASA XATATHOCTb, TAK 1 B
JIIOBOM MHOWM ®OPME) MEPEL BAMM U/ IKOBOM TPETHEM CTOPOHOWM 3A
JIHOBbIE MOTEPU WU YBBITKM (BK/TKOYAA KOCBEHHbIE, ®DAKTUYECKME
MM NOBOYHbIE YBbITKM), BK/TIOYAS BE3 OTPAHUYEHWIA NKOBbIE MOTEPK
MNN YBbITKM NPUBbIJIbBHOCTU BU3HECA, MOTEPKO AOXOAHOCTU U
PENYTAUMM, YTPAYEHHYIO MM UCKAXEHHYIO MH®OPMALMIO 1IN
JOKYMEHTALMIO BCIEACTBME MCMNOJIb30BAHMA MPOTPAMMHOIO
OBECMEYEHUA U/UNTN NOBOTO KOMIMOHEHTA OMUCAHHOIO NPOAYKTA,
OAXE EC/IN AO «Anapaun P.O.» BbIIO MMCbMEHHO YBEAOMJIEHO O
BO3MOXHOCTW MOAOBHbIX YBbITKOB.

locypapcTBeHHOE perynMpoBaHue U 3KCMOPTHbIM KOHTPOJIb
OnucbiBaeMbli B JAHHOM AOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET SABAATLCA
UM copepxatb B cebe cpecTBO KpUNTOrpaguyeckoi 3auTbl MHGOpMaLMm
(CK3W), aBnstoweecs npeaMeToM 3KCMOPTHOTO KOHTPONS.

Bbl cornawaetech ¢ TeM, YTO NPOAYKT He ByAeT NOCTaBNATLCSA, NepefaBaTbCs UK
3KCNOPTMPOBATLCA B KaKylo-nnbo CTpaHy, a Takxe MCNoNb30BaTbCs KakUM—
n1bo NpoTUBOpeYaLLMM 3aKoHY 06pa3oM.

Bbl rapaHTMpyeTe, YTo 6yaeTe cob0AaTb HakNaabiBaeMble Ha 3KCMOPT U
PeaKCnopT NpoAyKTa OrpaHUYeHus.

CBepeHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTE, akTyasbHbl Ha AaTy ero
ny6amkaumm.

© AO «AnapauH P.[.», 1995—2025. Bce npaBsa 3alMLyeHbl
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JInueH3snoHHoe cornawenue

MoxanyicTa, BHUMaTebHO NpoYMTaiiTe AaHHOE NULLEH3MOHHOE CornalleHne
npexge, 4emM MCnosb30BaTb COAEPXKMMOE [AaHHOTO KOMMNeKTa u/unu npexae,
4yeM 3arpyxaTb WAKM YyCTaHaBAMBaTb NporpaMMHoe obecneyexne.

Bce ykasaHus no ncnonb3oBaHW0 NporpaMMHoro obecneveHus,
npepfocTaBisiemMble 3aKpbiTbiM aKLMOHEPHbIM oblwecTBoM "AnapamnH P. [." (nnm
Nto6bIM ero JoYepHUM NPeanpuaTMeM — KaXKaoe M3 HUX YNMOMUHAeMoe Kak
"KOMMaHMa"), NOAYMUHSIOTCA U BYAYT NOAUYUHATLCS YCNOBUAM, OTOBOPEHHBIM B
[aHHOM COrnaleHun. 3arpyxas 4aHHoe nporpaMMHoe obecnevyeHune (kak
onpeneneHo fanee no TeKCTy) U/Mnu ycTaHaBNMBas AaHHOE NporpaMMHoe
obecneyeHne Ha Baw komnbloTep M/mMnu MCNonb3ys AaHHOE NporpaMMHoe
obecneyeHne UHbIM cnocoboMm, Bbl npuHMMaeTe AaHHOE COornalieHue u
COrnawaeTech C ero yCi0BUAMU.

Ecnu Bbl He cornacHbl ¢ AaHHbBIM COMMALLIEHUEM, HE 3arpyaiTe u/unu He
yCTaHaBNMBaiiTe AaHHOE NPOrpaMMHoe obecneyeHne U HesaMeqIUTeNbHO (He
nosgHee 7 (ceMu) fiHel C AaTbl 03HAKOM/IEHUS C HACTOALLMUM TEKCTOM) BEpHUTE
370T NpoaykT B AO «AnapauH P.l.», ynanute naHHoe nporpamMMHoe
obecreyeHne 1 BCe ero YacTu CO CBOEro KOMMbIOTEPA U HE UCMONb3YiiTe ero
HWMKOMM 0Bpazom.

HacToswee nuueH3noHHoe cornawenue (nanee "CornaweHue") agnsercs
[I0rOBOPOM, 3aK/IKOUYEHHbIM Mexay Bamu (pu3nueckum nnm opuanyeckum
NULOM) — KOHeYHbIM nonb3oBatenem (nanee "Monb3osatens”) — u AO «AnapauH
P.[.» (nanee "KoMnaH1a") OTHOCUTENbHO NEpeaayn HEMCKIOUYMTENbHOIO NpaBa
Ha MCMONb30BaHME HACTOSILLEro NPOrpaMMHOro obecneyeHus, SBASIOLLErocs
MHTENNEeKTyaNbHOM CO6CTBEHHOCTbIO KoMnaHuu.

MpaBa 1 co6CTBEHHOCTD

OAHHOE COMALLEHME HE ABNAETCA COTNTALLEHMEM O MPOOAXE.
MporpamMmHoe obecnedenne, BKOUas BCe NepepaboTku, MCNpaBieHus,
MoaubrKaLmMm, AONONHEHUS, OBHOBNEHNS U/MIW YCOBEPLLEHCTBOBAHMS K HEMY
(manee no BceMy TekcTy 1 ntobOI ero yacTu onpeapensemoe Kak lporpaMmmHoe
obecneyeHne unm MNO), 1 CBA3aHHAs C HUM JOKYMEHTauMs npefHasHavaetcs HE
LN NMPOOAXU u aBneTca u 0CTaéTcs UCKHUUTENbHOM COBCTBEHHOCTbIO
KomnaHruu.

Bce npaBa Ha MHTeNneKTyanbHy COBCTBEHHOCTDb (BKOYas, 6e3 orpaHUyeHui,
aBTOPCKME NpaBa, KOMMepYeckyto TaliHy, TOBapHble 3Haku, U T.4.),
NOATBEPXKAEHHBIE UNU BKIOYEHHbIE B
NpUNoXeHHble/B3aUMOCBA3aHHbIE/UMelOLLMe OTHOLEHUE K AaHHOMY
PYKOBOZLCTBY, AQHHble, cofiepxalumecs B HEM, a Takxe Bce npasa Ha M0
SABNAKOTCA M ByAyT 9BNSTHCA COBCTBEHHOCTBIO UCKNHOUMTENBHO KOMNaHuu.
[aHHoe cornaweHve He nepenaét Bam npaea Ha MporpamMmHoe obecneyenue, a
NULWb NpesfoCTaBNsAET OrpaHUYeHHOe NPaBo Ha UCMONb30BaHMWe, KOTOpoe
NOANEXMUT OTMEHE COrnacHo ycnosuam aanHoro Cornawexus. HUUTO B JaHHOM
CornaweHuu He noaTeepxaaeT otkasz KoMnaHuu OT NpaB Ha UHTENNEKTYaNbHYHO
CO6CTBEHHOCTb NO KakoMy 6bl TO HM 6bINIO 3aKOHOAATENLCTBY.

Jiuuensua

KoMnaHus HacToswmM npenoctasnseT Bam, a Bbl nonyyaete uuamsuayanHoe,
HEeUCKKYUTENbHOE M 0T3bIBaEMOE OrPaHMYEHHOE NPaBO Ha MCMONb30BaHWE
naHHoro M0 Tonbko B GopMe UCMONHAEMOTO KoAa, Kak ONUCaHO B NpuiaraemMon
K MO TexHn4eckon/3KcnnyaTauMoHHOM JOKYMEHTALMK, U TONBKO B COOTBETCTBUU
C YCNOBUSIMU I@HHOTO

Cornawenums:

Bbl MOxXeTe ycTaHoBKTb 10 1 MCMOAB30BaTL €ro Ha KOMIMbloTepax,
pacnonoXeHHbIX B Npefenax Baiero npeanpuatus, kak onucaHo B
COOTBETCTBYHOLLEN TEXHUYECKOM/3KCNNYaTaLMOHHON AoKkyMeHTauum MO v B
HaCTOSLLEM COMNALIEHUM.
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Bbl MoxeTe no6aBUTb/NpucoeanHuTb MporpaMMHoe obecrneyeHne K
nporpaMMam ansi MoBUNbHbIX YCTPOICTB C AUHCTBEHHOM LieNblo, ONMUCAHHOMI B
naHHoM Cornawenuu. MprHUMas yCNoBMS HACTOALLEro CornaweHus, Bol
cornaiwaerech:

- He MCMonb30BaTh, He MOAUDULMPOBATL U HE BblAABATb CYONMULLEH3UM HA
naHHoe [porpamMmHoe obecneyenne n noboe apyroe MO Komnanuu, 3a
UCK/TIOYEHMEM IBHBIX pa3pelueHnit B AaHHOM CornalleHuu;

- He MoAMdUUMPOBATb, He AEMOHTMPOBATb, HE EKOMMNUAMPOBATb, He
PEKOHCTPYMpPOBaThb, HE BUAOM3MEHSATb U HE PacwMpsaTh AaHHOe [porpaMmHoe
obecneyeHne 1 He MbITaTbCs PACKPbITh (MOAYYUTL) UCXOAHbBIE KOAbI AAHHOTO
MporpaMmHoro obecneyexus;

- He nomeLatb AaHHoe porpaMmHoe obecneyeHne Ha cepsep C
BO3MOXHOCTbIO AOCTYNA K HEMY TPETbUX JIUL, Yepe3 OTKPbITYIO CETb;

- He MCNonb30BaTh Kakue Bbl To HX BbINIO pe3epBHbIe UM apXMBHbIE KOMWUK
nAaHHoro NporpaMmHoro obecneyerus (Man No3BoNSTb KOMy —nnbo ewé
MCNonb3oBaTb TakMe KOnmum) € NtobOI MHOW Lienblo, KpOMe 3aMeHbl ero
OPUrMHANBbHOIO 3K3EMNSAPa B CIy4ae €ro paspyLieHns UamM Hanuums nedexTos.

Tpe60BaHMA K UCNONb30BAHUIO

MporpamMHoe obecneyeHne AOMKHO MCMONb30BaTbCS M 0BCNYXMBATLCS CTPOro
B COOTBETCTBMM C OMUCAHMAMU M MHCTPYKUMaMM KomnaHuuu, npuseaEéHHbIMU B
[aHHOM 1 Apyrnx foKyMeHTax KoMnaHuu, B TOM YMCe Ha nopTane OHNaiH
[IOKyMeHTauumn ans paspabotumnkos KomnaHmm
(http://developer.aladdin-rd.ru/).

WUcnonbsosanue MO
Monb3oBaTens Bnpase:

- Bocnpou3eoaunTb 10 nyTéM 3anncu ero B NamMaTb 3NEKTPOHHO —
BbIYMC/IUTENbHBIX MallKH [Monb30BaTeNs, OrpaHMYEHHOE NPaBOM UHCTANNALMM,
KONMpOBaHMA 1 3anycka nporpamm ang 3BM;

- BcTpanBaThb [10 ntobbiM cnocobom B NpoaykThl 1 pelwenus Monb3osatens;

- pacnpoctpaHaTb MO No6biM CNOCO6OM UCKIIOUYUTENBHO B COCTaBe NPOAYKTOB
1 peweHnuit Monb3osarens.

Mpu ucnonb3oBaHuu 1 pacnpoctpaHeHnu MO Monb3oBaTens 06s3aH
PYKOBOACTBOBATHLCA AEMCTBYIOLWMM 3aKOHOAATENbCTBOM Poccuiickon
Depepaunm 1 MEXAYHAPOAHLIM 3aKOHOATENbCTBOM, YYUTHIBAS OrPaHUYEHUS U
[0NONHNUTENbHble Tpe6oBaHMS, KOTOPble MOTYT BO3HMKATb B CBA3M C 3KCMOPTOM
wudpoBanbHbIX (Kpuntorpaduyecknx) CpeacTs ¢ Tepputopumn Poccuickon
®depepalnu 1 UMNOPTOM TaKMX CPeACTB B ApYrue CTpaHbl. B yacTHocTH,
OrpaHNYeHns U ONOIHUTESIbHbIE Tpe6osaHm| MOryT BO3HMKATb Npu
pacnpocTtpaHenum M0 yepes MarasuHbl MPUIOXKEHUIA, COAEPXaLUMe pa3nyHble
NPUNOXEHUS 415 MOBUNBHBIX YCTPOICTB.

YcnoBus UCNonb30BaHMS, U3N1I0XKEHHbIE B HACTOALLLEM COMNALLEHUM, AENCTBYIOT B
OTHOLIeHUM Bcero coaepxunmoro M0, B YaCTHOCTU B OTHOLIEHUM:

- Au3aitHa (rpaduku, pacnonoXeHus 3neMeHToB 0QOpMIEHUs U T.M.);
— BCEX MHbIX 3NEMEHTOB, B TOM 4yucne u3obpaxeHuin, oHOrpaMm, TeKCTOB.

Monyyaemsbie Monb3oBaTeNneM HEUCKIKUUTENbHbIE MMYLLECTBEHHbIE MPaBa He
BK/IOYAIOT NPaBa Ha nepefavy TPETbUM NMLAM KakUX —NnBo NpaB Ha
BCTpPauBaHue, BOCMPOU3BEAEHUE, PAaCNpOCTPAHEHUE U UCMONb30BaHKE
nporpamm ans 3BM He B cocTaBe npoayKToB U pelueHuit Monb3oBatens.
KomnaHus coxpaHseT 3a coboit Bce uckatounTenbHble npasa Ha MO 1 Bxoaswme
B HErO KOMMOHEHTbI, BK/OYAs NpaBa Ha NPeLOCTaBNEHUE HEUCKIIOUYUTENbHbBIX U
UCK/TIOYMTENbHBIX MPaB TPETbUM ILAM.

lMonb3oBaTenb BNpaBe OCYLLECTBAATb MCMonb3oBaHue M0 B npeaenax,
npeAycMOTPeHHbIX HacToAwMM CornaleHnem, UCKIUUTENBHO Ha TEpPUTOPUM
Poccuiickoit Denepaunu.
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06cnyXuBaHue 1 NoaAepXKKa

KoMnaHus He HecéT 06s3aTenbCcTB N0 NPeaoCcTaBNEHUI0 NOAAEPXKKH,
obcnyxuBaHus, MoandUKaLMM UnKn Bbixody HoBbIX pennsos MO.

Orpauuqeuuaﬂ rapaHTusa

KomnaHus rapaHTupyer, 4To nporpaMMHoe obecneyeHne ¢ MOMeHTa
npuobpetenus ero Bamu B Teyenne 12 (oBeHapuaTh) mecsues byaert
(YHKLMOHMPOBATL B MOJHOM COOTBETCTBUM C €ro
TeXHWUYEeCKOI/3KCNNyaTaLMOHHOM JOKYMeHTalmel, npu ycnosuu, yto MO 6ynet
MCMONMb30BaTbCSA Ha KOMMbIOTEPHOM annapaTHOM obecneyeHnn u ¢
onepaLmMoHHOM CUCTEMOW, NS KOTOPO# OHO BblNo paspaboTtaHo.

OTKas oT rapaHTUn

KoMnaHus He rapaHTUpyeT, YTo NporpaMMHoe obecrneyeHune byner
COO0TBETCTBOBATb BalwmM xenaHusam u TpeboBaHMaM, unm uto ero pabota byaer
6ecnepe6oitHoit unu 6esowmboyHoi. B 06bEME, NpeaycMOTPEHHOM
3aKOHOAATeNbCTBOM P®, KOMNaHWS OTKPbITO OTKA3bIBAETCS OT BCEX FrapaHTUi, He
OrOBOPEHHbIX 34eCb, OT BCEX MHbIX NMOAPa3yMeBaeMbIX rapaHTuid. Hu oauH us
[MNepoB, ANCTPUGLIOTOPOB, NPOAABLIOB, areHTOB UMW COTPYAHMKOB KOMNAaHWUU
He YNONHOMOYEH NPOU3BOAUTE MOAUDUKALMM, PACLIMPEHUS MU AOMONHEHUS K
[laHHOI rapaHTUK.

Ecnu Bbl nponseenu kakne-nmbo moandukaumu MO munm noboii u3 ero vactei
BO BpeMSsi rapaHTUitHoro nepuoga, M0 noasepraock NoBpexaeHuio,
HEOCTOPOXHOMY WUNK HempaBUIbHOMY obpalueHuto, ecnu Bbl Hapywunmn noboe
13 ycnoBui Hactosiwero CornaleHus, To rapaHT1s, ynoMsaHyTas Bbille B
pasgene 5, 6yaeT HeMedneHHO NpeKpaLueHa.

[apaHTua HepeicTBUTENbHA, ecnn O ucnonb3yeTcs B COYETaHUU C UHBIM
annapaTHbIM U/WAX NPOrpaMMHbIM 0becneyeHneM, OTIUYHBIM OT OMMUCAHHBIX B
TEXHWUYECKOM/3KCNNYaTaLMOHHOM JOKYMEHTALIMK, AU UCNONb3YEeTCS Ha
KOMMbtoTepe C N06bIM YCTaHOBNEHHbIM HENULLEH3UOHHBIM NMPOrPaMMHbIM
obecneyeHnem.

OrpaHuquue BO3MeLleHnsa

B cnyyae HapyleHUs rapaHTUK, OroBOPeHHON Bbile, KoMnaHus MoXeT no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb MO, ecnn 3To He NPOTUBOPEYUMT BbILLEYNOMSHYTOMY OFPaHUYEHI0
rapaHTuu;

— BO3MECTUTb CTOMMOCTb, BbinnayeHHyto Bamu 3a 0.

[apaHTUiiHble TpeboBaHMS [OMKHbI ObiTb BbICTABNEHbI B MUCbMEHHOM BUAE B
TeyeHue rapaHTUIMHOro Nepuoaa, HoO He nosaHee 7 (CemMu) AHel ¢ MOMeHTa
obHapyxeHus pedekTa, u coaepxaTb B cebe noaTBepxaeHUS,
ynosnetsopstowme Komnanuto. Bcé MO (Bce ak3emnnsipbl, MMetrowwuecs y Bac)
[OMKHO 6bITb BO3BpaLLeHOo KoMnaHuu 1 0TnpaBaeHO BO3BPaLLAKOLLEN CTOPOHOM
C ONMNAYEHHOM CTOMMOCTbIO NEPEBO3KM U, NPU HEOHBXOAMMOCTU, CTPAXOBKMU.
Sk3emnnsapbl MO LOMKHbI BbITb OTAPABAEHbI C KONUEN NNATEXHbIX LOKYMEHTOB
U HaKNnagHbIX.

WUcknioueHne KoCBEHHbIX YObITKOB

CTOpOHbI NpMU3HatoT, 4To MporpaMMHoe obecneyeHne He MOXeT BbiTb
NONHOCTbIO NIULLEHO OWKBOK. KOMNaHUs He HECET OTBETCTBEHHOCTM (KaK B CUNy
[l0roBOPa, rPaxAaHCKOro NMPaBOHAPYLIEHUS, BKIOYAS XaNaTHOCTb, Tak U B
nio6oii uHoit hopme) nepen Bamu unu nioboii TpeTbeit cTopoHoi 3a ntobble
NoTepu UK yBbITKK (BK/THOYAs KOCBEHHbIE, GaKTUYeCKUe, NOBOYUHbIE UK
noTeHuManbHble ybbITKK), BKOYas, 6e3 orpaHuyeHuid, ntobble notepu unm
yBbITKM MPUBLITLHOCTU GU3HEC, NOTEPHO AOXOLHOCTH MU PEMyTaLmK,
YTPAUYeHHYH UM UCKAXKEHHYIO MHPOPMALIMIO MM [OKYMEHTALMIO BCIeACcTBUE
KaKoro-nubo 1cnonb3oBaHWs AaHHOTO NPOrpaMMHOr0 06ecneyeHns u/mm
Nto60# KOMMOHEHTbI JAHHOTO MO, AAXe eC/IM KOMMNaHWS NUCbMEHHO YBEAOMNEHA
0 BO3MOXHOCTM NMOA0GHBIX YBbITKOB.
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OrpaHquHMe OTBETCTBEHHOCTHU

B cnyvae ecnu, HECMOTPS Ha YCIOBUS LAHHOTO COrNALIEHUs, KOMMaHUs
NpW3HaHa OTBETCTBEHHOM 3@ YBbITKM Ha OCHOBAHMM KaKMX —1M60 AedeKToB uam
HECOOTBETCTBMA NPOrPaMMHOro obecnedeHns Bawmum oxuaaHuaMm, noaHas
OTBETCTBEHHOCTb 33 Kbl 3K3eMnnsip edeKTHOro NporpaMMHoro
obecneyeHus He 6yaeT NpeBbIWaTb CYMMbI, BbinnayeHHoi Bamm AO «AnanauH
P.0.» 3a 370 MNO.

nperameHue AENCTBUA cornawieHms

B cnyyae HeBbinonHeHns Bamu ycnosuii aanHoro Cornawenus neictene Baweit
nvueH3sumn u Hactoswero Cornawenus 6yaet npekpaleHo.

Mocne npekpaweHna LeNCcTBUA AAHHOTO JINLLEH3MOHHOIO COrnalleHus:

- NULEH3us, NpefocTaBneHHas Bam gaHHbiM CornaleHueMm, npekpalaer cBoé
fAevicteue, n Bbl nocne eé npekpalleHus He CMOXeTe NpoaoMKaTh AaNbHelwee
MCnonb3oBaHWe AaHHOro NporpaMMHoro obecneyeHus U Apyrux TMLEH3UOHHbIX
MpoaykToB;

- Bbl He3amMeaAuUTeNnbHO BepHETe B KoMnaHuio Bce ak3emnaspbl [10 1 Bce konum
TakoBOro U/unu cotpéte/ynanute nobyio MHGOPMaLMIO, COAEPXKaLLYOCs B
3NeKTPOHHOM BUAE.

anMeHMMOG 3aKOHOAATeNbCTBO

[aHHoe CornalueHne [OMKHO 6bITb UCTONKOBAHO M ONpefeNneHo B COOTBETCTBUM
C 3aKoHoAaTenbCcTBOM Poccuiickoit Penepaumu (3a UCKOUYEHUEM KOHDAMKTA
NpUMEHEHNS NPaBOBbIX HOPM), U TONbKO POCCUICKMIA Cy [, YNOSTHOMOYEH
OCYLLECTBNATb NPABOCYAUE B Nt0BbIX KOHDAMKTAX M CMOPAX, BbITEKAIOLWMX U3
naHHoro CornaweHuns. HeBO3MOXHOCTb AN Ntob0# U3 CTOPOH BOCMO/b30BATHLCA
NobbIM M3 NpaB, NpefoCTaBNeHHbIX € No AaHHOMY CornalleHuto, Unn NpUHATL
Mepbl NPOTUB APYroii CTOPOHbI B Cllyyae t060ro HapyLeHus CBoUX
o6s3atenbcTe No CornalleHnio He AOMKHO PacCMaTPUBATLCA Kak OTKa3 3Toi
CTOPOHbI OT NOCNEAYIOLWEro NOHYXAEHNS K NPU3HAHMIO CBOMX NPaB UK
COBepLUEHMIO NOCNeayoLMX AeACTBUIA B ClyYae AaNbHENLWNX HapyLIeHNA.

ocyAapcTBEHHOE PerynMpoBaHue U 3KCMOPTHbIA KOHTPOb

Bbl cornawaeteck c Tem, yto M0 He 6yaeT Bamu noctaBnsTbcs, nepesaBatbcs
WM 3KCMOPTMPOBATLCS B KaKylo—M60 CTPaHy, a TakKe MCMOoMb30BaTbCs KakuM —
160 NPOTUBOPEYALLMM 3aKOHY U YCIIOBUSIM HACTOSILLErO COornatieHuns obpasom.
MO sBnseTcs NpeaMeToM LONONHUTENBHOTO IKCMOPTHOTO KOHTPONS,
oTHocsLerocs K Bam unu Baweit topucamkumun. Bol rapaHtupyeTte, uto 6yaete
cobntoaTb HaknaablBaeMble OrpaHUYeHUs Ha 3KCMopT 1 peakcnopT MO.

PasHoe

Hactosiwee CornaweHune npeacrasnset coboi NonHoe cornaleHue,
OTHOCALLEECS K AAHHOM NMLEH3UM, U MOXET BbITb U3MEHEHO TONbKO
nocpeACTBOM MUCbMEHHOTO COMNAaLIEHUs, MOAMMCAHHOTO 06EMMU CTOPOHAMMU.
Ecnu BbinonHeHue kakoro-nu6o ycnosus Hactoswero CornaweHus
NpeacTaBaseTcs HEBO3MOXHbIM, TaKOe YCNoBKE ByAeT CKOPPEKTUPOBAHO TONLKO
B npeAenax, 06ecneynBaloLLUX BO3MOXHOCTb BbIMONHEHUS AAHHOMO YCNOBUS.

A MPOYMTAN U NOHAN HACTOALLEEE IMLEH3MOHHOE COMMALLEHME U
COIMNACEH BbINOJIHATbL BCE Er0 YCJ1OBMA.

A NMPUHUMAKO OAHHOE NIMLUEH3MOHHOE COMTALLEHME LIEJTMKOM.

EC/IN 4 HE NPUHUMALO 3TO NIMLLEH3MOHHOE COTNTALLEHME UM XOTA Bbl
OOWMH U3 ETO NYHKTOB, TO JAHHOE IMUEH3MOHHOE COMMALLIEHME HE
BCTYMAET B CMITY, U 4 OBA3YIOCb HE YCTAHABJ/IMBATb M HE
MCMNOb30BATb JAHHOE MPOrPAMMHOE OBECIEYEHME.
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AHHOTAUWA

Hactoawmwmii nokyMeHT npepcrtaBnser coboi nepeyr 4acTb PYKOBOACTBA aAMMHWUCTPATOpPA MPOrpaMMHOr0
cpenctBa  «LleHTp ceptudukatoB poctyna Aladdin  Enterprise Certificate Authority Certified Edition»
RU.ANNAE.03.01.020 (nanee no TekCTy — NporpaMMHoe CpeacTBo unu LleHTp cepTudumkaTtos foctyna).

[loKyMeHT copepxXuT cBefieHuss 06 06nacTM NpPMMEHEHUs, COCTaBE, OCHOBHbIX (YHKLMAX, KOMMIEKTHOCTH,
[LefCTBUSX NO npuemke, 6e30NacHOM YCTaHOBKE M HACTPOMKE NPOrpaMMHOro CpesCTBa.

[loKyMeHT npefHa3HayeH AN aAMUHWUCTPATOPOB MPOrPaMMHOr0 CPeAcCTBa, PErnaMeHTUPYLWMX MpaBa
[ocTyna cybbekToB K 0ObekTaM M BBELEHWE OrpaHMYeHWid Ha LEeiCTBMS MOMb30BaTeNel, a TakkKe Ha U3MEeHeHwue
YCNIOBUWIA 3KCMIyaTaLMu, COCTaBa U KOHOUrypaLmMu NporpaMMHbIX M NPOrpaMMHO-annapaTHbIX CPeLCTB.

PykoBoacTBO Takxke onpepensieT MnopsfioK MOATOTOBKM M YCTAaHOBKM MPOrpaMMHOro komnnekca «LleHTp
ceptudmkaummn Aladdin Enterprise Certification Authority» (panee no Tekcty — nporpamMma wnm LleHTp cepTudukanmu
Aladdin eCA) u3 coctaBa nporpaMMHoro cpeactea. [epen skcnnyataumei NporpaMMbl peKOMeHAyeTcsl BHUMATENbHO
03HAaKOMUTBLCS C HACTOALMM PYKOBOACTBOM.

MHCTpYKLMM NO YCTAHOBKE CTOPOHHEr0 NPOrpaMMHOro obecneyeHns npmMBeaeHbl B 03HAKOMUTENbHBIX LEensx,
NS nonyyeHus 6onee TOYHOM MHPOPMALMU PEKOMEHAYEM 03HAKOMMUTCS C aKTyaNbHOW MHCTPYKLMEN NO YCTAHOBKE U
HaCcTpoMKe NpoayKTOB Ha OPUUMANBHBIX CAWTax NPOU3BOAMUTENEN.

XapakTep U3n0XeHns maTepuana AaHHOrO pyKoOBOACTBA MPeAnonaraet, YTo Bbl 3HAKOMbl C OMEepPaLUOHHbIMU
cucTemMamu cemencTaa Linux, Ha KOTopbix paboTaeT nporpaMMa U BnageeTe 6a30BbIMU HAaBbIKAMU aOMUHUCTPUPOBAHMS
Ans paboTbl B HUX.

Hactoawwmii nOKyMeHT coOTBeTCTBYeT TpeboBaHMSM K pa3paboTke 3KCMAyaTaLMOHHOM [AOKYMEeHTauuu,
onpeLenéHHbIM B METOANYECKOM AOKYMeHTe «TpeboBaHMs No 6€30MacHOCTU MHPOPMALLMK, YCTaHABAMBAIOLLME YPOBHM
[lOBEPUS K CPencTBaM TEXHMYECKOM 3awuTtel MHdopMaumnm U cpeactBam  obecneyeHus 6e30macHOCTM
MHDOPMALMOHHBIX TEXHONOTUIAY, yTBepx)aEHHOro npukasam MCTIK Poccum ot 02 uioHs 2020 r. N276 no 4 ypoBHIO
fnosepus.

Tabnuua 1 — CooTBeTCTBME AOKYMEHTALMM TpeboBaHMSAM f0BEPUS

TpeboBaHusa fosepws
(16.1 PykoBoACTBO agMMHKUCTPATOpa Pazpen HacTosero fOKyMeHTa, B KOTOPOM NPeLCTaBleHO CBUAETENbCTBO
LLOMKHO COAEPXKaTb ONUCAHME)

[encTeuii No Nnpuémke NOCTaBNEHHOMO

Moppazpen 1.5 «[encTBma no NnpuEMKE NporpaMMHON0 CpeacTea»
cpencTea pash A P porp pea

[HencTBuit no 6e3onacHoM ycTaHOBKeE U

o Moapasnen 1.6 «[elictBus no 6€30NacHoOi YCTaHOBKE M HACTPOKE NPOrpamMMbl»
HacTpoiike cpeacTBa

[eicTBuii Nno peanmsauumn GyHKUMIA
6e30nacHoOCTH cpeabl PYHKLMOHUPOBAHUS
cpepcTea

Moppaspen 1.7 «[erictBua no peanusaumm dyHKUMM Ge3onacHOCTU cpeapl
(YHKLMOHUPOBAHUS NPOrPaMMbl»

[LOKYMEHT peKoMeH0BaH Kak A/1s NoC/ef0BaTeNbHOrO, TaK M 415 BbIGOPOYHOTo U3yYeHus.

AO «AnadduH P..», 1995—-2025 2. Pykosodcmso adMuHucmpamopa. Yacme 1. Ycmaroeka u ob6cnymuganue Llenmpa cepmugukauuu Aladdin Enterprise Certification Authority

Cmp.5/113



LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.AJ1OE.03.01.020 32 01-1

COEPHAHUE

AHHOTaUMS 5
CopepxxaHue 6
1 OcHOBHble CBEAEHMNS O MPOrPaMMHOM CPeacTBe 9
1.1 O6bnactb npuMeHeHus 9
1.2 CocTaB NporpaMMHOro cpeacTea 9
1.3 OcHOBHble (PYHKLMW NPOrPaMMHOI0 CpeacTBa 10
1.4 KomMnnekT nocTaBkM NpoOrpaMMHOro CpesCcTea 15
1.5 [lericTBMS No npuémKe NporpaMMHOro CpencTea 16
1.5.1 MpoBepka KOMNAEKTHOCTH 16
1.5.2 KOHTpOAb LEenoCTHOCTU YCTAHOBOYHbIX NAKETOB 16
1.6 Jenctemsa no 6e30nacHOM YyCTaHOBKE M HACTPOMKEe NPOrpaMMHOro cpeacTsa 18

1.7 Oencteus no peannsaumnmn dyHKLmMI 6esonacHoCcTH cpeabl GYHKLMOHMPOBAHUS NPOrpaMMHOro CPeacTBa ....... 19

2 YcnoBus BbINOAHEHMS NPOrPamMMbl 21
2.1 TpeboBaHus K NpOrpaMMHOMY obecneyeHuto 21
2.1.1 TpeboBaHus k cpese QYHKLMOHUPOBAHMS CEPBEPHOM YaCTM LLeHTpa cepTUduKaLmm 21
2.1.2 TpeboBaHus K cpeae GYHKLMOHMPOBAHUS KNTMEHTCKOM YacTu LLEeHTpa cepTuduKaLmum 22
2.2 TpeboBaHM4 K annapaTHbIM CpeacTBam 22

3 [MoaroToBKa K yCTaHOBKE MpOrpamMmbl 24
3.1 MNoparoTtoBka cpenbl PyHKLMOHUPOBAHUS NPOrpaMMbl 25
3.2 NoparoTtoBka cpenbl pyHKuMoHUpoBaHus ¢ OC PEL OC 25
3.2.1 NoakntoyeHne peno3MToOpMER U YCTAHOBKA 3aBUCMMOCTEN 25
3.2.2 YcTaHOBKa cpefbl MCNOMHeHus Java 26
3.2.3 YcTaHoBKa 1 HacTporka CYB/, 26
3.2.4 YcTaHoBKa Beb-cepBepa 29
3.3 NoparoTtoBka cpenbl pyHKumoHUpoBaHus ¢ OC Astra Linux Special Edition 30
3.3.1 MNoakntoyeHne peno3MTOpUER U YCTAHOBKA 3aBUCMMOCTEN 30
3.3.2 YcTaHOBKA Ccpenbl MCNONHEHNS Java 32
3.3.3 YcTaHoBKa M HacTpoika CYB[, 32
3.3.4 YcTaHoBKa Beb-cepBepa 36
3.4 MNoproToBka cpenbl pyHKuMoHUpoBaHus ¢ OC AnbT CepBep 36
3.4.1 MNoaknoyeHne peno3MTOpMEB U YCTAHOBKA 3aBUCMMOCTEN 36
3.4.2 YcTtaHOBKa cpefbl MCNOMHEHMS Java 37
3.4.3 YcraHoBKa 1 HacTporka CYB, 37
3.4.4 YcTtaHoBKa Beb-cepBepa 39
3.5 MoaroToBka cpenbl pyHkuMoHMpoBaHus ¢ OC «Platform V SberLinux OS Server» 41
3.5.1 YcTtaHoBKa cpefbl UCMONHEHUS Java 41
3.5.2 YcTaHoBKa 1 HacTpoika CYB[ 41

AO «AnadduH P..», 1995—-2025 2. Pykosodcmso adMuHucmpamopa. Yacme 1. Ycmaroeka u ob6cnymuganue Llenmpa cepmugukauuu Aladdin Enterprise Certification Authority

Cmp.6/113



LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition

RU.A/N0E.03.01.020 32 01-1

3.5.3 YcTtaHoBKa Beb-cepBepa 44
3.6 YcTaHoBKka Beb-cepsepa Cpnginx 45
3.7 Ycranoska JC-WebClient 45
3.8 YctaHoBka N0 «PytokeH MnarMH» 1 ero pacwmpexHus 46
4 YcTaHOBKA NporpamMmbl 47
4.1 PacnakoBKa MHCTaNNSLMOHHOIO KOMM/EKTa NporpaMmsl 47
4.2 HacTpo#ka napaMeTpoB KOHPUrypaLmMm nporpammsl 49
4.3 Co3fiaHue M HacTpoyika 6a3bl AaHHbIX 58
4.3.1 Co3paHue 1 HacTpoika 6asbl JaHHbIX B aBTOMAaTUYECKOM pexmMe 58
4.3.2 Co3paHue 1 HacTporka 6asbl AaHHbIx PostgreSQL B py4yHOM pexume 59
4.3.3 Co3paHue 1 HacTpoika 6asbl AaHHbIX Jatoba B py4yHOM pexume 60
4.4 YcTaHOBKa NporpaMMbl 61
4.5 MopsaoK COBMECTHOM YCTAHOBKM KOMMOHEHTOB NPOrPaMMHOI0 CPEACTBA HA OAHOM CEPBEPE ....cvvvervnrerererrensenes 62
5 3anyck n octaHoBKa NporpamMmbl 66
6 lMNopkntoyeHue K Beb-nHTEpdENCY 68
6.1 Obwue cBepeHus 68
6.2 YcTaHOBKa cepTuduKaTa adMMHUCTPATOPa MHULMANM3ALMUK 69
6.3 MNoakntoyeHue K Beb6-uHTEpdENCY 71
7 KOHTpOAb LenoCTHOCTM MCNOoNHAeMbIX $HanioB NporpamMmsl 73
8 CHop AMarHoCTMyYeckon MHbopMaLmm 74
9 Pe3epBHOe KOMMpPOBaHWE U BOCCTAHOBMIEHUE AAHHbBIX MPOrpPaMMbl 76
9.1 PacnucaHue pe3epBHOro KONMPOBaHMUS 76
9.2 BoccTaHOBNEHUE AAHHbIX U3 pe3epBHOM KONWUK 77
10 BoccraHoBneHue [oCTyna K nporpamMme 78
11 O6HoBNEHME NPOrpaMMBI 79
12 YpaneHwe nporpammbl 82
13 YpaneHwue 6a3bl aaHHbIX Postgres 83
13.1 YpaneHue 6a3bl AaHHbIX 83
13.2 YpaneHue nonb3oBaTeng 6a3bl AaHHbIX 83
14 Mowuck u ycTpaHeHne HencnpaBHOCTEN 84
MpunoxeHne 1. Paspewenune koHdpnmkTta npu ycraHoske CYB/ Postgres u PostgresPro 85
MpunoxeHwue 2. Hactpoiika noakntoveHns k BHewHen CYB/, 86
2.1 Hactporika Ha xocTte CYB/] 86
2.2 Hactpolika Ha xocTe LleHTpa ceptudmkaumm Aladdin eCA 87
MpunoxeHwue 3. Hactpoika TLS-coeanHenus ¢ CYB/], 88
3.1 Hactporika CYB/, 88
3.2 Hactpotika LleHTpa ceptudukaumm Aladdin eCA 89
MpunoxeHne 4. PazsepTbiBaHMe KnacTepa 90
4.1 PasBepTbiBaHWe KnacTepa B BUPTYasbHOM Cpefie C XON04HbIM pe3epBMPOBAHMEM «active-passive ... 90

AO «AnadduH P..», 1995—-2025 2. Pykosodcmso adMuHucmpamopa. Yacme 1. Ycmaroeka u ob6cnymuganue Llenmpa cepmugukauuu Aladdin Enterprise Certification Authority

Cmp.7/113



LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.AJ1OE.03.01.020 32 01-1

4.2 PasBepTblBaHME KiacTepa C XONOAHbIM pe3epBUMPOBAHMEM «active-passive» MnyTeM nepeHoca KOHTelHepa

3aKpbITOro K/K04a OCHOBHOTO Y313 93
4.3 Pa3BepTbiBaHMA KlacTepa B BUPTYaNIbHOM Cpefe C ropsvyMM pe3epBMPOBaAHMNEM «active-activey ........eeeenne.. 97

4.4 PaszBepTbiBaHME KnacTepa C ropsayMMm pe3epBMpOBaHMEM «active-active» nyTeM nepeHOCa KOHTeWHepa

3aKpbITOroO K/KYa NepBoro y3na 101

4.3 06HoBneHue MO y3noB knactepa Aladdin eCA 105
MpunoxeHue 5. Hactporika B3anmopencteums ¢ kpuntonposaaepom CK3M «Kpuntollpo CSP» 106
5.1 Hactporiika B3anmopeincteus ¢ CK3U «Kpuntollpo CSP» 107
5.2 Mnamkaums o6 otcytcteum csisn ¢ CK3U «Kpuntollpo CSP» 108
MNepeyeHb LOKYMEHTALMM 419 O3HAKOMNEHMUS 110
0603Ha4YeHUs U COKpaLLeHMs 111
TepMuHbI 1 onpepenexHns 112
NNCT PEFMCTPALMN N3SMEHEHWW 113

AO «AnadduH P..», 1995—-2025 2. Pykosodcmso adMuHucmpamopa. Yacme 1. Ycmaroeka u ob6cnymuganue Llenmpa cepmugukauuu Aladdin Enterprise Certification Authority

Cmp.8/113



LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.ANAE.03.01.020 32 01-1

1 OCHOBHbIE CBEAEHNA O MNMPOIrPAMMHOM CPEACTBE

1.1 O6nacTb NnpUMeHeHunA

MporpammHoe cpeacteo «LleHTp cepTudukator goctyna Aladdin Enterprise Certificate Authority Certified
Edition» RU.AJIAE.03.01.020 npuMeHsieTCs KaK 3M1eMEHT CUCTEM 3awmTbl MHOOPMAaLMKM ABTOMATU3IMPOBAHHbIX
(MHPOPMALIMOHHBIX) CUCTEM W UCMOMb3YeTC COBMECTHO C APYrMMM CPeacTBaMM  3aluTbl MHPOPMALMU Npw
MAEHTUOUKAUMM M CTPOroi ayTeHTUdMKaumMm cybbekToB ! M 0ObLEKTOB [OCTyna? B aBTOMATM3MPOBAHHOM
(MHdOpMaLMOHHON) cucTeMe.

1.2 CoCcTaB NpOrpaMMHOro cpeacTBa

LleHTp cepTMdmKaTOB LOCTYNA BKIOYAET:

e [lporpamMMmHbiit  komnnekc «LeHTp ceptudukaumn Aladdin  Enterprise Certification Authority»
RU.AJ1OE.03.01.038, cocToawmin us cnepyowmx nporpaMMHbIX KOMMNOHEHTOB:

- [lporpamMMHbIi KOMNoHeHT «CepBepHas YacTtb LleHTpa ceptudmkaumm» RU.ANAE.03.01.040.
MporpaMMHbIi KOMMOHEHT peanusyeT GYHKLMKU NPOrpaMMHOro CpeacTBa, ANs BbINOJAHEHWUS KOTOPbIX
OHO MpegHa3HAYeHO B 33[AHHbIX  YCIOBMSAX  MPUMEHEHMUS, B  4acTM  (HOPMMPOBaHUS
NoeHTUPUKaLUMOHHOM mHbopMauun, HeobxoamMMoM AN Bbinycka ceptudukaToB 6e3onacHoCTU
(umdpoBbix cepTuduMKaToB) (panee — cepTUdUKaTbl), BbINYCKA M 0OBCAYXKMBAHUS CepPTUPUKATOB,
NMPUOCTAaHOBKM W/ BO30OHOBNEHUS OEWACTBUA CEPTUPMKATOB, NpenocTaBieHns MHOOpPMaALUM O
cepTudmMKaTax U UX CTaTycax.

— [lporpaMMHbIh KOMNOHEHT «KnneHTckasa YacTb LleHTpa ceptudmkaumm» RUAJAE.03.01.041.

MporpaMMHbIi  KOMMOHEHT peanusyeT WHTepdenc (Beb-uHTepdeiic), C NOMOWb KOTOPOro
obecneunBaeTcs B3aMMOLENCTBME MONb30BaTENS M NPOrPaMMHOr0 KoMnoHeHTa «CepBepHas 4acTb
LleHnTpa ceptudmkaumm» RU.AJIAE.03.01.040.

e [lporpamMHbIi kKomnnekc «LeHTp Bannpaumm Aladdin Enterprise Validation Authority» RU.AJILE.03.01.039
(nanee no Tekcty - LleHTp Banupauum Aladdin eVA), coctosiumii us cneyowmx nporpaMMHbIX KOMIMOHEHTOB:

- [lporpamMmHbIi kKOMNoHeHT «CepBepHas YacTb LleHTpa Banngauumu» RU.AJIOE.03.01.042.

MporpaMMHbIi4 KOMMOHEHT peanusyeT GyHKLMM NPOrpaMMHOIo CPeAcTBa, ANS BbIMOAHEHUS KOTOPbIX
OHO MpefHa3HAYeHOo B 3a[aHHbIX YCIOBUAX MPUMEHEHMS, B YacTU MpeAoCTaBieHns MHGOpMaLMM o
cepTUdMKaTax U UX CTaTycax.

- [lporpaMMHbIfi KOMNOHeHT «KnuneHTtckag yacTb LleHtpa Banupaummy» RU.AJNIAE.03.01.043.

MporpaMMHbIi  KOMMOHEHT peanusyeT WHTepdelic (Beb-uHTepdeic), C noMoWb KOTOpOro
obecneunBaeTcs B3aMMOLENCTBME MOMb30BATENS M MPOrpaMMHOro KomnoHeHTa «CepBepHas 4acTb
LUexTtpa Banupaumm» RU.AJIAE.03.01.042.

e [IporpamMmHbIi komnnekc «LleHTp pernctpaumm Aladdin Enterprise Registration Authority» RU.AJTAE.03.01.051
(nanee no Tekcty — LleHTp pernctpaumu Aladdin eRA), cocToAwmMin U3 cneayowmx NporpaMMHbIX KOMMOHEHTOB:

- [lporpaMMHbIi KOMNOHEHT «CepBepHas YyacTtb LleHTpa pernctpaummn» RU.AJILE.03.01.052.

MporpaMMHbIN KOMMOHEHT peanu3yeT GyHKLMM NPOrpaMMHOr0 CPeacTBa, A9 BbINOAHEHUS KOTOPbIX
OHO npefgHa3HAaYeHO B 33[4aHHbIX  YCNOBMAX  MPUMEHEHMS, B  4YacTm  HOpMUMPOBAHMUS
UOEHTUPUKALMOHHOM UMHDOpMauMM, HeobXoouMOW [N  BbiNycka CepTMOMKATOB, BbINyCKa U
06cnyxmBaHus cepTMdPUKaToB.

— [lporpaMMHbIli KOMNOHEHT «KnneHTckasa YacTb LleHTpa peructpaumm» RU.AJIAE.03.01.053.

! CybbekTaMu [OCTyNa MOTYT SBNATbCS Kak GM3nMYeckue Iuua (Nofb30BaTenm), Tak U pecypcbl aBTOMaTU3MPOBaHHOM MHGOPMALMOHHON
CUCTEMBI, @ TaKXE BbIYUCIIUTENbHBIE MPOLLECChI, UHULMUPYIOLIME MOYYEHWUE M NoNyYatolwme AOCTYN OT UMEHM NONb30BaTeNel, NPOrpaMMm, CpeacTB
BbIYUCIUTENBHOM TEXHUKM U APYrUX NMPOrpaMMHO-annapaTtHbIX YCTPOUCTB MHPOPMALIMOHHO-TENEKOMMYHUKALMOHHOM MHPACTPYKTYPbI.

2 06beKT A0CTyNa NpeacTaBnseT coboi OAHY U3 CTOPOH MHPOPMALMOHHOIO B3aMMOAENCTBNS, NPEAOCTaBAAIOLLYI0 AOCTYM.
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MporpaMMHbIi  KOMMOHEHT peanusyeT WHTepdenc (BebG-uHTepdeiic), C NOMOWb KOTOPOro
obecneunBaeTca B3aMMOLENCTBME MONb30BATENS M NMPOrpaMMHOr0 KoMnoHeHTa «CepBepHas 4acTb
LlenTpa peructpauun» RU.ANOE.03.01.052.

e [IporpamMMHoOe cpeacTBo «YTUnmTa KoHTpons uenoctHoctn 2.0» RU.ANAE.02.13.002-009.

I'IporpaMMHoe CpeancTBo npeaHasHayeHa Anaa KOHTpOoaa UEeNnoCTHOCTM  MCNONIHAEMbIX dJaI;'IHOB n
,EI,MCTpl/I6YTl/IBOB NporpaMMHbIX KOMMNNEKCOB M3 COCTaBa LLEHTpa CepTVId)VIKaTOB aocryna.

e (CpeactBo kpuntorpaduyeckoi 3awmtbl mHdopmaumm «Kpuntollpo CSP» Bepcum 5.0 R3 KC1
(ucnonHenune 1-Base) XTAN.00101-03 mnu Bepcumn 5.0 R3 KC2 (McnonHenume 2 -Base) XTAM.00102-03 2.

Cpepncteo kpuntorpaduyeckon 3awmtbl nHbopmaumm (nanee - CK3M) npegHasHayeHo Ans co3paHus,
XpaHeHus M ydaneHus KAK4YeBbiX Nap (OTKPbITbIM M 3aKpbITbiA K/OYM) LEHTPOB cepTuduKaumm
MHOPACTPYKTYpbl OTKPBITBIX KJKOYEN, CO3[AHUS K/KYEBbIX Map (OTKPbITbIA M 3aKPbITbIA  KITHOUM)
nonb3oBaTenieil U CPeAcTB BbIYMCIUTENBHOM TEXHWUKM (YCTPOMCTB), reHepauunM M nNpoBepku umudpoBon
noanucKu, a Takke Aang uaeHTMdukauuu, ayteHTudukauuu, wud@poBaHMsS WM MMUTO3AWMTbl TLS-
COeaMHEHUMN.

e [lporpamMMHO-annapatHbli  Kpuntorpaduyeckuin  moaynb  «Kpuntollpo HSM»  Bepcun 2.0 R3
XTAMN.00096-01 (cnonHenune 1K, komnnektaums 1 unm 2)2

lporpaMMHO-annapaTHbIi KpunTorpaduyeckuin moayns (nanee - MAKM) npegHasHayeH ans cos3paHms,
XpaHeHWUs W ydaneHus KA4YeBblX Nap (OTKPbITBIM M 3aKPbITbl KAOYM) LEHTPOB CepTUdUKaLUM
MHOPACTPYKTYpPbl OTKPBITBIX K/HOYEN, CO3AAHUS KAKOYEBbIX Map (OTKPbITbIA M 3aKPbITbIA  K/HOYK)
nonb3oBaTenen M CpPeacTB BblYUCAUTENbHOM TEXHWMKM (YCTPOMCTB), @ TaKXKe reHepauum u MpPOBEPKM
LUMPpPOBOM NOAMMUCHU.

1.3 OcHoBHble PpYHKLUM NPOrpaMMHOro cpeacTBa

LleHTp cepTuhUKaTOB JOCTYNA peanusyert ciesyowme byHKLmum:

e (MopmupoBaHuMe uAeHTUDUKALMOHHON wHbOpMauMKM, HeobXxoauMmMon AN BbiNycka CepTUOUKATOB
6e3onacHOCTU (UMPOBLIX CEPTUDUKATOB) NONb30BATENEN U CPEACTB BbIYMCAUTENbHOW TEXHWUKK (YCTPOWCTB) (Banee no
TekcTy - CBT) Ha 0CHOBe AaHHbIX, NOMYYEHHbIX NP NEPBUYHOM UOEHTUPUKALMM HENOCPEACTBEHHO OT NOJb30BaTeNeN
m CBT uyepe3 3asBKy Ha BbINYyCK CepTUdPMKATOB, MO0 MNONYYEHHbIX OT AOMEHHOM CNyXbbl KaTanoros Wau
YNOMHOMOYEHHbIX MNonb3oBatenen. epsuuHag maeHtTudukauma nonbsosaTtenen u CBT B nporpaMMHOM cpepncTse
3aBepLllaeTcs Co3jaHMeM AN Hux cybbektoB. MaoeHTudukaumoHHas uHdopmauus, Heobxogumas ANs BbiMycka
ceptudukaToB, npeactaBnset cobor aTpubyTbl cybbekTa, 3HaYeHWUs KOTOPbIX 3aMMUCbIBAOTCS B MONS CepPTUPMKATOB,
C034aBaeMbIX ANs JaHHOro cybbekTa.

e Beinyck u obcnyxunBaHue cepTudukatoB 6€30MacHOCTU (LMPPOBbIX CepTUdMKATOB) MONb30BaTENER U
CpeacTB BbIYUCAUTENIbHON TEXHUKMU (YCTPOMCTB), B TOM Yunche:

- Co3paHue kntoveBbix Nap (OTKPbITbIM M 3aKPbITbIM KNOYKM) nonb3oBatenen n CBT.

1 CK3M «KpunTolpo CSP» He aBnseTcs 06s3aTenbHbIM NPOrpaMMHbIM CPEACTBOM, HE BXOAMT B KOMMNEKT nocTaeku LleHTpa ceptudmkatos
[OCTyNa M Npu  HeobxoauMMocTM  npuobpeTaeTcs  3aKa3umMkoM  camocTosTenbHo. [lopsfok  HacTpoiiku  B3aumopeictsus  LleHTpa
ceptudmkaumm Aladdin eCA ¢ CK3M «Kpuntollpo CSP» onucaH B Mpunoxennn 5 HacToswero nokymeHTa. Mopsaok HacTpoMKM B3anMOLENCTBUS
LeHtpa peructpaumm Aladdin eRA ¢ CK3WM «Kpuntollpo CSP» onucan B lMpunoxeHun 7 pokymeHta «LleHTp ceptudukatoB goctyna Aladdin
Enterprise Certificate Authority Certified Edition. PykoBoactBo agmMuHuctpatopa. Yactb 5. Llentp peructpaumm Aladdin Enterprise Registration
Authority». Mopspok HacTpoiiku B3anmopeiicteus Lientpa Banupaumm Aladdin eVA ¢ CK3U «Kpuntollpo CSP» onucaH B MNpunoxenunn 4 nokymeHTa
«LleHTp ceptndukatos poctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoactso agMuHucTpaTopa. Yactb 4. LleHTp Bannaaumm
Aladdin Enterprise Validation Authority».

2 MTAKM «Kpuntolpo HSM» He sBnsieTca 0693aTe/lbHbIM NPOrPaMMHbLIM CPEACTBOM, He BXOAMT B KOMMAEKT MOCTaBKM MPOrpaMMHOro
CpencTBa M Npu Heo6XOAMMOCTU NPUOBPETAETCS 3aKA3UMKOM CAMOCTOSTENBHO.
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Co3faHve KknYeBbIX Nap A4S Nonb3oBaTenei U CPeacTB BbIYUCIWUTENIbHOM TEXHUKU (YCTPOWCTB)
BbIMOJIHAETCA NPU GOPMUPOBAHMM AN HUX CEPTUDMKATOB C 3aKPbITbiM KtodoM (PKCS#12) L.
- ®opmupoBaHue cepTUdUKATOB A1 nonb3oBatenei u CBT.
B nporpamMMHoOM cpencTee peannsoBaHo GopMUpOBaHMe CcepTMdMKATOB Ans nonb3osatener u CBT:
o C3akpbiTbiM kntouoM (PKCS#12).
o Ha ocHoBaHuK 3anpoca PKCS#10 2,
- MopmupoBaHue 3a8BOK Ha BbINyCK cepTMduKaToB ans nonbsosatenen n CBT.
B nporpamMMHOM cpefcTBe peann3oBaHo:

o Co3paHue 3adBOK Monb3oBaTeNnsiMM € ponamu «AaMuHucTpatop» u «Onepatop» uepes
NpOrpaMMHbIA KOMMNOHEHT «KnueHTckas 4actb LleHTpa perncTpaumm» u nNporpamMMmHbIii
UHTepdenc NporpaMMHOro KoMnoHeHTa «CepBepHas 4acTb LleHTpa perncrpaumm»

o Co3paHue 3a8BOK Nonb3oBaTeneM ¢ ponbto «onyyatens ceptudukaTa» Yepes NporpaMMHbIii
KoMnoHeHT «KnueHTckag uyacte LleHTpa pernctpaumu» M NpoOrpammHbii  MHTepdenc
nporpaMMHoOro kKomnoHeHta «CepBepHasi yacTb LleHTpa peructpaumu», BKIKOYAsS 3a9BKM,
Cco3faBaeMble 4yepe3 NporpamMmHbii MHTepderic no npotokony WS-Trust X.509v3 Token
Enrollment Extensions (WSTEP) 3.

o Co3paHue 3a8BOK Yepes NporpaMMHbI MHTepdenc NnporpaMMHOro KoMnNoHeHTa «CepsepHas
yactb LleHTpa peructpaumnm» no npotokony Simple Certificate Enrollment Protocol (SCEP) “.

o ABTOMaTM4yeckoe CO3faHMe 3asBOK Ha OCHoBaHuM 3anpocoB PKCS#10 n3 nokanbHOro unu
CeTeBOro KaTtanora B COOTBETCTBMM € HacTporkamu Offline-Bbinycka.

- Bblgaya cepTudurkatoB Ans UX UCMOMb30BaHUSA BlafeNblLaMU.
Bblaava ceptudumKaToB Ang X UCNOAb30BaHWUS BNaAenbLaMmn JOCTYMHA:

o [lytem ux 3kcnopTa 3a npefensl NPOrpaMMHOr0 CpeacTBa MoMb30BATENSIMU C POASMU
«AgMuHucTpatop» unu «Onepartop».

o [lytem ux 3kcnopTa 3a npefensl NPOrpaMMHOr0 CPeAcTBa MHULMATOPOM 3asBKM Ha BbIMYCK
cepTudmKaTa, ecnm no AaHHOM 3asBKe YCMeLHOo BbiMylleH cepTudumKar.

o [lyTeM Ux aBTOMATUUYECKOrO 3KCMOPTA 3a NpeAesbl NPOrpaMMHONo CPeACTBa B TOKANbHbIN UK
CeTeBOW KaTanor B COOTBETCTBMU C HacTpovikamu Offline-Bbinycka.

- UeHTpanu3oBaHHoe aBTOMAaTMyeckoe (aBTOMATM3UPOBAHHOE) OTCNEXMBAHME AKTYaslbHOCTU (C
yBeAOM/IEHUEM BNAfENbLEB O CPOKAX AeNCTBUS) CepTUMKATOB.
YBenoMeHne BnafenbLeB 0 CPOKax AENCTBUS X CEPTUDMKATOB BbIMOHAETCS MO INEKTPOHHOW MoYTe.
Mo ymMonuyaHuio NnporpaMMHoe CpeACcTBO YBeAOMNSET BnajenbLa cepTudukaTa B cydae, eciv Cpok ero
nencteua uctekaet yepes 30 cyTok, yepes 7 cyTok unm vepe3 1 cytku. B nporpamMmmHoM cpenctse
[ocTynHo GopMupoBaHMe LWABMOHOB PacChiOK YBeAOMNEHWUI BNajenblLeB O CPOKax AEeMCTBUS UX
cepTudmkaToB. [1ns Kaxaoro wabnoHa paccbiikK AOCTYMHO YKa3aHWe BPEMEHM, OTCIIEXMBAEMOrO 10
OKOHYaHMs AeiCTBUS CepTU(DMKATA, @ TaKKe TEKCTA OTNPABISIEMOro yBeLOMIEHMS.

e  Bbinyck 1 obcnyxuBaHue cepTUhUKATOB LEHTPOB CEPTUDUKALMM MHPPACTPYKTYPbl OTKPbITbIX K/KOYENH, B
TOM yucne:

- Co3paHue, 3KCNOpT, UMMOPT U yAaneHUe KAYeBOW Mapbl (OTKPbITbIA M 3aKPbITbIA KKOYM) LeHTpa
cepTudmKaummn (KOPHEBOrO U/MAK NOAYUHEHHOTO).

! B cooTBeTcTBMM C AokyMeHTOM «RFC 7292, PKCS #12: Personal Information Exchange Syntax v1.1».

2 B cooTBeTCTBMM C oKyMeHToM «RFC 2986. PKCS #10: Certification Request Syntax Specification Version 1.7».
* B cooTBeTCTBMM C AokyMeHTOM «OASIS WS-Trust 1.3. WS-Trust X.509 Token Profile (WSTEP)».

4 B cooTBeTcTBMM C AOKyMeHTOM «RFC 8894. Simple Certificate Enrolment Protocol».
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Co3faHue KNYeBOW Mapbl LEeHTpa cepTUdUKaLumn (KOPHEBOTO U/MUNM NOAYMHEHHOTO) BbIMOHSAETCS
npu Co3aHuMM COBCTBEHHOrO LLeHTpa cepTuduKaumMM B NpOrpaMMHOM cpefcTBe. B mporpamMMHOM
cpencTee AOCTYNHO CO3AaHMe LeHTpa cepTUduKaumm (KOPHEBOTO U/MAU NOAYMHEHHOIO) HA OCHOBAHUM
MMMNOPTUPOBAHHOIO KOHTEMHepa 3akpbiToro knwva PKCS #12 ueHTpa ceptudukaumm, copepxalliero
ero knw4eByto napy. [lns ueHTtpa cepTuduKauMu AOCTYNEH 3KCMOPT KNKOYEBOM Mapbl 3a npegensl
NpOrpaMMHOr0 CpeacTBa, €CM ero KJK4yeBas napa YXe He 3KCNopTMpPOBaHa 3a npenenb
NpOrpaMMHOro CpeacTBa, U A4fig AAaHHOM KNHYEBOM Napbl NPU ee Co34aHMKU He Obl1 YCTaHOBMEH 3anpeT
Ha 3kcnopT. pu akcnopTe kn4veBass napa LeHTpa cepTMdUKALMU YyAANseTcs M3 MpOrpaMMHOro
cpenctea. [nga ueHTpa cepTuduKauuMu, KKYeBas Mapa KOTOPOro 3KCMOPTMPOBAHA 3a npepesnsb
NpOrpaMMHOro CpeacTBa, AOCTYNHA BO3MOXHOCTb MMMOPTA €ro KAH4YeBOM Mapbl B MPOrpaMMHoe
CpencTBo. YaaneHue KNOYeBOM Napbl LEHTpa CepTUOUKALMM BbIMOHAETCS NPU YAANEHUU OAHHOTO
LLeHTpa cepTUduKaLmm M3 NporpaMMHOro CpefCcTBa, eC/IM ero KnoyeBas napa yxe He 3KCNopTUPOBaHa
3a npegfenibl NPOrpaMMHOro CpeacTBa.

- Co3paHue, UMNopT, NPOCMOTP, 3KCMOPT U yAaneHWe KOPHEBOrO (CaMOMOAMMUCAHHOr0) cepTudukaTa
ueHTpa cepTudukalmu.
Co3paHne KopHeBOro (caMomnoanucaHHoro) ceptudukaTta LeHTpa cepTUdUKaLuumn BbINOMHSETCS Mpu
CO3[3aHMU B MPOrpaMMHOM CpefCcTBe COBCTBEHHOrO KOPHEBOro LeHTpa ceptudukauuun. Mmnopt
KOPHEBOro (CamMonoAnucaHHoro) ceptudukaTta LeHTpa cepTuduKaLuumn BbIMOMHAETCS NPU CO30aHUN B
NpoOrpaMMHOM CpeAcTBe KOPHEBOrO LEHTpa CepTUOUMKALMM Ha OCHOBAHMM WMMMOPTUPOBAHHOMO
KOHTeWHepa 3akpbIToro kntoda PKCS #12 KopHeBOro ueHTpa ceptudmkaumun. B nporpaMmHoOM cpencree
[OCTyNneH MpOCMOTP 3HAYeHU Monel KOPHEBOro (CaMOMOAMWMCAHHOro) cepTudmMKaTta LeHTpa
ceptubukaumun. [ns  Kaxk[oro KOPHEBOro LUeHTpa cepTuduKaumm [OOCTYNeH MMMOPT  ero
CaMoMoAnMCaHHOro ceptTudukaTa. YaaneHue KOpHEBOro (CaMomnoanucaHHoro) ceptudukaTa LeHTpa
cepTuduMKaLMK BbINOAHSETCS NPU yAANEeHWM AAHHOTO KOPHEBOTO LLEeHTpa cepTUdMKaLMN.

- Co3paHue, NMpoCcMOTP, 3KCMOPT M yAaneHWe 3anpoca Ha CepTMOMKAT LeHTpa cepTMdMKauuu B
BbILLECTOALL MM LeHTPp cepTudumKaLmm.
Co3paHue 3anpoca Ha cepTUdMKAT LeHTpa cepTUhUKALMM B BbILIECTOALWMIA LEHTP cepTUdUKaLUM
BbIMOJTHAETCS NPW CO34aHMMU B MPOrpaMMHOM CPefCTBe NOAYMHEHHOrO LeHTpa cepTudukaumm. 3anpoc
Ha cepTUdMKAT LeHTpa cepTUPUKALMM B BbILLECTOSWMI LEHTP cepTUdUKALMKM [OCTYNeH nAns
npocMoOTpa CpeacTBaMM M3  COCTaBa OMEpPauMOHHOM cucTeMbl (cpefbl  (YHKLUMOHWMPOBAHMS)
(aanee - OC). 3anpoc Ha cepTMdUKAT LeHTpa cepTUdMKALMKN B BbILLECTOSLWMIA LLEHTP cepTUdMKaumnm
[OCTyNeH AN 3KCMopTa 3a npeaenbl NporpaMMHOro CpeacTBa. YAaneHue 3anpoca Ha ceptudukar
LEeHTpa CepTUdMKALMM B BLIWECTOAWMIA LEHTP CepTUdMKALMM BLINOMHIETCS NpU yaaNeHun B
NpOrpaMMHOM CpefCTBE AAHHOr0 NOAYMHEHHOIO LLEHTPa CepTUDUKALMUMU.

- Co3paHue Ha 0CHOBAHMK 3anpoca, uMnopT, NpoCcMOTpP, IKCNOPT, yaaneHne u oT3biB CepTVI(‘DVIKaTa ansa
NOAYUHEHHOIO LEeHTpa CepTMd)MKaLLl/IM.

Co3paHue ceptndukaTta 415 NOAYMHEHHOTO LIEHTPA CepTUhUKALIMM HA OCHOBAHMM 3anpoca BbINOMHSETCA B
BbILLECTOSILLEM LieHTpe cepTudmMKaLmMm npu NOANMCAHUMK 3anpoca Ha cepTUDUKAT AaHHOMO NOAYUHEHHOIO
ueHTpa cepTudmkauun. MMnopt ceptudmkaTa Ang NOAYMHEHHOTO LIeHTPpa cepTUdUKaLMM BbIMONHAETCS NPy
CO34aHMM B MNPOrPaMMHOM  CPefcTBe MOAYMHEHHOrO LeHTpa cepTudMKaummM Ha  OCHOBAHWM
UMMOPTUPOBAHHOIO KOHTEMHepa 3akpbiToro kntoda PKCS #12 nogunHeHHOro ueHTpa ceptudukaumu. B
NpOrpamMMHOM  CpefcTBe [AOCTYMEH MNPOCMOTP 3HAYeHWM Monen Co3JaHHOro cepTudmkata Ang
noJyMHeHHoro ueHTpa ceptudukaumm. CeptudukaT ong NOAYMHEHHOTO LEHTPa cepTUdMKaLmm AOCTyneH
[ONg 3KcnopTa 3a npepenbl MPOrpaMMHOr0 CPeAcTBa Kak OTAENbHO, Tak M B COCTaBe ero LEemnouku
cepTMduKaToB. YaaneHue ceptndumkaTa NoAYMHEHHOIO LLEeHTPa CepTUhUKALMM BbINOAHAETCS NPU yAANEHUM
[aHHOrO LeHTpa cepTudMKauum M3 NporpaMMHOro cpeacrtea. B BbiwecTosiwem ueHTpe cepTudukaumm,
NOANWCaBILEM 3anpoc Ha CepTMdMKAT MNOAYMHEHHOro LUeHTpa cepTudukaumu, OOCTYMeH OT3blB
cepTuduKaTa 4aHHOrO0 NOAYMHEHHOTO LIEHTPA CepTUdUKALUM.

e [IpuocTaHoBKa u/mnn Bo3obHoBNEHME AencTBKS nonb3osaTeneit n CBT, B ToM uncne:
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- BJ'IOKI/IpOBaHl/Ie, BO30OHOBNEHME OeNCTBMUS, OT3bIB U nepeBbinyckK CepTl/Iq)VIKaTOB.

BnokupoBaHue, BO306HOBNEHME LENCTBUS U OT3bIB CEPTU(UKATOB BbINONHAETCS NyTeM (POPMUPOBAHUS
cnucka (OCHOBHOMO M Pa3HOCTHOrO) OTO3BaHHbLIX CepPTU(RMKATOB. B AaHHBIAN CAMCOK MPOrpaMMHbIM
CpeacTBOM 3aHOCATCS 3abNOKMPOBAHHbIE M OTO3BaHHble cepTUdUKaTbl. Onepauns 610KMpoBaHUS
ceptudmkata obpatuma nyteM BO30OHOBNEHWUS LEeNCTBUS AaHHOro ceptudukaTta. Onepaums oT3biBa
ceptudukaTta HeobpaTuma. B nporpaMMHOM cpeacTBe AOCTYyNeH MOBTOPHbINA BbIMYCK CEPTUHUKATOB
nonb3oBateneit u CBT Ha OCHOBaHMM paHee UCMONb30BAHHOW MAEHTU(DUKALUMOHHON MHDOPMaLLUK.

- (MopMMpoBaHMe, 3KCMOPT M NYBAMKALMA CMMCKA OTO3BAHHbIX CEPTUMMKATOB.

@opMUpOBaHME CMUCKA OTO3BAHHbIX CEPTUPMKATOB BbIMOMHSAETCS ABTOMATMUECKM C 33[43aBaeMOM
Nonb3oBaTeNeM C Ponblo KAGMUHUCTPATOP» NEPUOAUYHOCTBIO U/MNK Npu NOBOM M3MEHEHUN CTaTyca
ceptTudukata. B nporpaMMHOM cpefcTBe [OCTYNeH 3KCNOPT CNMCKA 0TO3BaHHbIX cepTudumkaTos. [pu
KaXaoM (OPMUMPOBAHUM CMMUCKA OTO3BaHHbIX CepPTUOMKATOB 6E30MacHOCTU BbIMNOJHAETCS  €ero
ny6avKaums B 3aperucTpupoBaHHbIe TOYKM pacnpocTpaHeHus. B nporpaMMHOM cpeacTBe LOCTYMNHa
ny6aMKaums CNMCKa OTO3BAHHbIX CEPTUPUKATOB M CEPTUPUMKATOB LLEHTPOB CEPTUPUKALMM B TOUKM
pacnpocTpaHeHus LEeHTPOB Banuaauuu, cosgaBaembix B Lientpe Banupaumm Aladdin eVA, u Toukm
pacnpocTpaHeHns LOMEHHOW Cy>KObl KaTanoros.

e [IpepocTaBneHne MHbOOPMALMK O cepTUdUKATaX LLEHTPOB cepTndUKaumm, nonb3osatenen n CBT, a Takke
uHdopmauumn 06 nx cratycax, B TOM uuchne:
- (opMMpoBaHME U IKCMOPT peecTpa CepTUPUKATOB.

B nporpamMMHOM cpenctBe peanu3oBaHo GOpMMpOBaHWE peecTpa CepTUhMKATOB, COAEPXKALLero
3HaYeHna Mnosen BCex CO3f4aHHbiXx ceptudmkaToB. lNpu skcnopTe peectpa CepTMPUKATOB AOCTyneH
BbIOGOp KpUTEPUEB, KOTOPBLIM A0/MKHBI COOTBETCTBOBATH CEPTUMUKATLI B IKCMOPTUPYEMOM peecTpe.

- TlpoBepka CTaTycoB CEPTUGMKATOB Ha OCHOBAHMM AaHHbIX, OMYG/IMKOBAHHbIX B TOYKE PaCrpOCTPaHEHUS.

MporpaMMHoOe CpeacTBo MO3BOASET 3KCMOPTUPOBATb OMYBAMKOBAHHbIE CMMCKU  OTO3BAHHBIX
CepTUOUKATOB U CepTUDMKATBI LEHTPOB CEPTUDMKALMM U3 TOUEK PACNPOCTPaHEHUS, peasiu30BaHHbIX
NpPOrpaMMHbIM CPEeLCTBOM.

- [poBepka cTaTycoB CEPTUHUKATOB B PEXUME peaslbHOro BPEMEHMU.
lMporpaMMHOe CpefCTBO MO3BOMSET BbIMNOMHATL MPOBEPKY CTaTyCOB CEPTUPMKATOB B pexXume
peanbHoro spemMexu no npotokony Online Certificate Status Protocol (OCSP) .
LleHTp cepTnduKaToB JOCTYNa BbiNyCKaeT cepTudmKaThl B cneayrowmx dopmaTax:
e (dopmart cepTudmKaTa OTKpbITOro Kitoya X.509v3 2,
Ceptudukar BkntovaeT B cebs cnepyrowime aHHbIE:

- Bepcua ceptudmkara.
- CepwuiiHbii HOMep cepTudmKaTa.
- WpeHTudukatop anropMtMa noanmcu ceptudukara.
- OtmnnumTenbHoe uMs n3patens cepTudukaTta.
- [lepuop pevicteus ceptudukara.
- OtnnumtenbHoe ums cybbekTa.
- WHdopmMaums 06 OTKpLITOM KIHoUe, BKIIKOYAKLLAS aArOpUTM OTKPLITOMO K/0Ua M CaM OTKPbITbIA KITHOY.
- Pacwupenus ceptudmkaTta, BKIKOYAN CnelyoLime BO3MOXHbIE NONS:
o WpenTudukaTop knova nsgatens ceptudmkarta.

o MWpeHTudukaTtop kn4va cybbekTa.

! B cootsetcTBuM ¢ aokymeHToM «RFC 6960. X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP».
2 (bopmar onpepensetca aokymeHToM «ITU-T Recommendation X.509 (10/2019). Information technology - Open Systems Interconnection - The
Directory: Public-key and attribute certificate frameworks».
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o MpeHTuduMKaTOpbl MCNONB30BAHUS KITHOUA.

o [Monutuku ceptndukara.

o AnbTepHaTMBHOE UM$ CybbekTa.

o AnbTepHaTMBHOE UMS uU3paTens cepTudukaTa.
o ba3oBble orpaHuyeHus.

o Touku pacnpocTpaHeHus CNUCKOB OT3bIBA.

o [Hoctyn K uHbOpMaLMK O LEHTPAX CEPTUDUKALIUMN.

o) M,EI,EHTMCDMKaTODbI paClWMPEHHOro UCnosib30BaHUA K/KO4a.

- [lopgnucb ceptudmkara.

e (opmart cnucka oTo3BaHHbIX cepTndukaTos 6esonacHoctu (CRL)

CnNUCOK 0TO3BaHHbIX CepTMdJl/IKaTOB BKJ/IlOYAET B cebs caienywuime naHHble:

- Bepcusa CRL.

- OtnuuutenbHoe nms nspatensa CRL.

- [Jarta v Bpems uspaHus tekywero CRL.

- Jlata v Bpemsi uspaHus cneaytowero CRL.

- Pacwupenus CRL, Bkntoyas cnepyrowine BO3IMOXHbIE NONS:
o WpenTtudukatop knwova nsgatens CRL.
o Homep CRL.

RU.A/N0E.03.01.020 32 01-1

- TepeyeHb 0TO3BaHHbIX CEPTUDMKATOB, FAE ANA KAXKAOr0 CEPTUdMKATA yKasaHbl:

o CepuitHblii HOMep.

o [arta n Bpems oT3bIBa.

o [lpuunHa oT3bIBa (MOXKET OTCYTCTBOBATH).
- Anroputm noanucu CRL.
- Noanucb CRL.

e (opmat KoHTEMHEPa 3aKpbITOro Kaoua PKCS #12 2.

KOHTel7IHepr 3aKpbITOro Kfilo4a BKIKOYAKT B cebs caiepywuime ngaHHble:

- Llenouka CepTl/ICbMKaTOB BNlagenbla 3aKpbITOro Kko4ya.

- 3aKpbITbIA KoY.

LleHTp cepTuhUKaTOB JOCTYNA peanu3oBbIBAET Cleaylolme Kpuntorpabuyeckme anropuTMsi:

e AIrOpUTMbI reHepaLmm KIUYeBOW Napsbl:

- RSA c npnnHamu knovent 1024, 1536, 2048, 3072, 4096, 6144 v 8192 6uT.

- ECDSA c pnuHamum knouent 256, 384 n 521 our.
- TOCT P 34.10-2012 c kntoyoM 256 unu 512 6ur.

e AnroputMmbl reHepauuu uudpoBoi NOANUCK:

- RSA PKCS#1 Ver 1.5 (pnuHbl knwoven: 1024, 1536, 2048, 3072, 4096, 6144 n 8192 6ut; xaw-

anroputmbl: SHA256, SHA384, SHA512).

- ECDSA (pnuHbl kntouen: 256, 384, 521 6uT; xaw-anroputmbl: SHA256, SHA384, SHA512).
- [OCT P 34.10-2012 c knto4oM 256 unu 512 6ut (xaw-anroputm: FOCT P 34.11-2012 c anuHoM xaw-

Kopa 256 vnaun 512 6uT).

! opmar onpepensetca fokymeHtoM «ITU-T Recommendation X.509 (10/2019). Information technology - Open Systems Interconnection - The

Directory: Public-key and attribute certificate frameworks».

2 bopMart onpegensetcs AokymeHToM «RFC 7292, PKCS #12: Personal Information Exchange Syntax v1.1»
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1.4 KoMnneKT NOCTaBKU NPOrpaMMHOro CpeacTBa
MporpammHoe cpeactBo «LleHTp cepTudumkatos goctyna Aladdin Enterprise Certificate Authority Certified
Edition» RU.AJIE.03.01.020 nocTtaBnseTcs B cleaytoleit KOMNaeKkTaumm:
e [IporpammHbin  komnnekc «LleHTp ceptudumkaumm Aladdin  Enterprise Certification Authority»
RU.A/IOE.03.01.038.
YcTaHOBOYHbIE NakeTbl (AMCTPUOYTUBBI) HA HOCUTENE OMTUYECKOM 3anucK B Gopmare:
- aeca-ca_[Bepcua]-[HoMmep cbopku] .deb
- aeca-ca_[Bepcua]-[HoMep cOOpku].rpm
e [IporpammHbin  komnnekc  «lLeHtp Banupaumm  Aladdin  Enterprise  Validation  Authority»
RU.ANNOE.03.01.039.
YcTaHOBOYHbIE NakeTbl (AMCTPUOYTUBBI) HA HOCUTENE OMTUYECKOM 3anucK B Gopmare:
- aeca-va_[Bepcusa]-[Homep cOopku].deb
- aeca-va_[Bepcusa]-[Homep cOoOpxu] .rpm
e [lporpamMMHbin  Komnnekc «LleHTp pernctpaumm Aladdin  Enterprise  Registration  Authority»
RU.ANAE.03.01.051 Ha HocuTene onTMuyeckor 3anmcu (rpm—-nakeT u deb-naker).
YcTaHOBOYHbIE NakeTbl (AMCTPUOYTUBBI) HA HOCUTENE ONMTUYECKOM 3anucK B Gopmare:
- aeca-ra_ [Bepcusa]-[Homep cOopku].deb
- aeca-ra_[Bepcusa]-[Homep cOOpxu] .rpm
e KOHTponbHas CyMMa yCTaHOBOYHOrO rpm-naketa (AMCTpuOYTMBA) MPOrpaMMHOrO Kommiekca «LleHTp
ceptudukaumm Aladdin Enterprise Certification Authority» (pain B popmate TXT Ha HocuTeNe ONTUYECKOM 3anucK).
o  KOHTpoNibHasi cyMMa yCTaHOBOYHOro deb-nakeTa (oMcTpubyTMBA) MPOrpaMMHOrO Kommnaekca «LleHTp
ceptudukaumm Aladdin Enterprise Certification Authority» (dbain B popmarte TXT Ha HOCUTeNne ONTUYECKOM 3anuck).
e KoHTponbHas cyMMa ucnonHsembix dannos nporpaMmHoro komnnekca «LleHTp ceptudukaummn Aladdin

Enterprise Certification Authority» (barnn B dopmate TXT Ha HOCMTENE ONTUYECKOW 3anucw).

e KoHTponbHas cyMMa YCTAaHOBOYHOFO rpm-raketa (AMCTpMOYTMBA) NMporpaMMHoro komnnekca «LleHTp
Bannaaummn Aladdin Enterprise Validation Authority» (daiin B popmate TXT Ha HOCUTeNne ONTUYECKON 3anucw).

o KoHTponbHas cymMMa ycTaHoBo4YHOro deb-nakeTa (aucTpubyTuBa) mporpaMMHOro komnnekca «LleHTp
Bannaaummn Aladdin Enterprise Validation Authority» (daiin B popmate TXT Ha HOCMTene ONTUYECKON 3anucw).

o KoHTponbHas cymMMa ucnonHgeMbix ¢annoB nporpaMMHoro kommnnekca «LeHtp Banupaumm Aladdin
Enterprise Validation Authority» Ha HocuTene ontuyeckon 3anuck (dan B popmate TXT Ha HocuTene ONTUYECKOM
3anucm).

o KOHTpoNbHasi CyMMa YCTaHOBOYHOrO rpm-naketa (AMCTpuOYTMBA) MPOrpaMMHOr0 Kommiekca «LleHTp
peructpaumu Aladdin Enterprise Registration Authority» (dbaiin B popmate TXT Ha HOCUTENe ONTUYECKON 3anucw).

e KOHTponbHasi cyMMa ycTaHOBO4YHOro deb-nakeTa (oMcTpubyTMBa) MpOrpaMMHOro Kommnnekca «LleHTp
peructpaumu Aladdin Enterprise Registration Authority» (dbaiin B popmate TXT Ha HOCUTENe ONTUYECKON 3anucw).

o KoHTponbHas cyMMa ucnonHgeMbix GannoB nporpaMmHoro komnnekca «LleHtp peructpaumm Aladdin
Enterprise Registration Authority» (parin B dopmate TXT Ha HOCUTeNEe ONTUYECKOM 3anucu).

e [lporpamMMHoe cpencTBo «YTunuta KoHTpons uenoctHoctu 2.0» RU.ANIAE.02.13.002-09 (ucnonHsiembin
dann jcverify Ha HOCUTENE ONTUYECKOM 3aMuUCHK).

e KoHTponbHass cyMMa wucrnonHseMoro ¢aina MporpaMMHOIO  CpefacTBa  «YTUAMTA  KOHTPONs
uenoctHoctn 2.0» (TekcToBbIN Pann jcverify.txt Ha HOCUTENle ONTUYECKOM 3amnCHh).

e  DKCM/lyaTauMOHHAs AOKYMEHTALMs B COCTaBE:

- «UeHTp ceptudumkartos pocryna Aladdin Enterprise Certificate Authority Certified Edition. ®opmynsp.
Yactb 1. O6wme cBepeHns» RU.AJOE.03.01.020 30 01-1.
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— «UeHTp ceptudukaTtos pocryna Aladdin Enterprise Certificate Authority Certified Edition. ®opmynsp.
Yactb 2. CBuaeTenbCcTBa 0 NpuéMke, ynakoeke u mapkuposke» RU.AJIAE.03.01.020 30 01-2.

- «UeHTp ceptndumkator goctyna LleHTp ceptudukaTos poctyna Aladdin Enterprise Certificate Authority
Certified Edition. OnncaHme npumeHenusi» RU.AJTAE.03.01.020 31 01.

— «leHtp ceptndukatoB poctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoacTso agMuHMUcTpaTopa. Yactb 1. YctaHoBka un obcnyxuarue LleHTpa ceptudukaumm Aladdin
Enterprise Certification Authority» RU.A/1I0E.03.01.020 32 01-1.

— «lUentp ceptudukato pocryna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoactBo aaMuHucTpatopa. Yactb 2. ®OyHkumm ynpaBneHus LleHTpa ceptudukauumn Aladdin
Enterprise Certification Authority» RU.AJ10E.03.01.020 32 01-2.

— «lUentp ceptudukatoB pocryna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoacteo agmuHucTpatopa. Yactb 3. OnucaHue REST APl UeHTtpa cepTudukaumm Aladdin
Enterprise Certification Authority» RU.AJ1E.03.01.020 32 01-3.

— «lleHTp ceptndukatos poctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoacTBo agMuHUCTpaTopa. Yacts 4. LeHTp Bannmaumm Aladdin Enterprise Validation Authority»
RU.ANOE.03.01.020 32 01-4.

- «Uentp ceptudukatos poctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoactBo apgMuHuctpatopa. Yactb 5. LeHTp peructpaumm Aladdin Enterprise Registration
Authority» RU.AJ1IQE.03.01.020 32 01-5.

- «Uentp ceptudukatos poctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoacteBo agMuHucTpaTopa. Yacts 6. Onuncanune metonos REST APl UeHTtpa pernctpaumm Aladdin
Enterprise Registration Authority» RU.AJIQE.03.01.020 32 01-6.

— «leHTp ceptndumkatoe poctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoacTBO agMuHuMCTpaTopa 6esonacHoct» RU.AJAE.03.01.020 32 02.

— «leHtp ceptudukatos poctyna Aladdin Enterprise Certificate Authority Certified Edition.
Pykosoacteo onepatopa» RU.AIAE.03.01.020 34 01.

— «leHtp ceptudukatos poctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoacteo nonyyatens ceptudukatos» RU.ANAE.03.01.020 34 02.

e loTpebutenbckas ynakoska.

1.5 fleiicTBMA N0 NPUEMKE NPOrpaMMHOro CpeacTBa

MNpuémka LeHTpa ceptuduMkatoB [OCTyNa npeaycMaTpuMBaeT MPOBEPKY KOMMIEKTHOCTU U KOHTPO/b
LeNOCTHOCTU YCTAaHOBOYHbIX NakeToB (auctpubytueos) LleHTpa ceptudumkaummn Aladdin eCA, LeHTpa perncrpaumm
Aladdin eRA u UeHTtpa Banuaaumm Aladdin eVA

1.5.1 NMpoBepKa KOMMNNEKTHOCTU

MpoBepKy KOMMAEKTHOCTM NPOrPaMMHOIO CPeLCTBA BbIMOJIHSAIOT NYTEM CBEPKM KOMMIEKTHOCTH NOCTABNEHHOIO
NpOrpaMMHOrO CpeacTBa C KOMMIEKTHOCTbIO, YKa3aHHOM B pasgene 3 aokyMmeHTta «LleHTp cepTudumkaToB moctyna
Aladdin Enterprise Certificate Authority Certified Edition. ®opmynap. Yactb 1. O6wwue cBepeHUs»
RU.ANAE.03.01.020 30 01-1 (manee - ®opmynsp).

1.5.2 KOHTpPO/b LLE@NOCTHOCTU YCTAHOBOYHbIX N3aKeTOB

PacueT KOHTponbHbIX CyMM (manee - KC) ycTaHOBOYHbIX NAKeTOB (AMCTPUGYTMBOB) NPOrpaMMHOI0 CPeacTBa,
PaCcroNIOXKEHHbIX Ha HOCUTENlE ONTMYECKOW 3anmucyM M3  KOMMJeKTa MOCTaBKM, BbIMOJHAETCS MO anroputMy
IOCT 34.11-2012, 256 6uT.

ITanoHHble KC ycTaHOBOYHbIX MAKETOB (BUCTPMOYTMBOB) MPOrPpaMMHOIO CPeAcTBa NMPUBEAEHLI B Tabnuue 2
@opMynspa, a TakxKe CoaepXKaTcs B cieayowmx dainax Ha HocuTene onTUYECKOW 3anMcK U3 KOMM/IEKTA NOCTaBKMU:

® aeca-ca_[Bepcual] [Homep cOoku] .deb.txt;

e aeca-ca_ [Bepcusa] [Homep cOoku].rpm.txt.
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e aeca-ra [Bepcusa] [Homep cOoku].deb.txt;

® aeca-ra_ [Bepcua] [Homep cOokm] .rpm.txt;

e aeca-va_[Bepcusa] [Homep cOoku].deb.txt;

e aeca-va_[Bepcusa] [Homep cOoku].rpm.txt

LonyckaeTca BbinonHaTb pacyeT KC oaHMM M3 ciefylowmnx NporpaMMHbIX CpeacTB:

e «YTunuTa KOHTpONs uenoctHoctn 2.0» 13 cocTaBa NPorpamMMHOro cpeacTsa.

e «OUKC-Unix 1.0»  (ceptudmkat cootsetctBus GCTIK N2 680 ot 30.10.2002 r.).

Mopsanok pacyeta KC ¢ MOMOLLBIO NPOrPaMMHOrN0 CpeacTBa «YTUIUTA KOHTPOISA LLEIOCTHOCTM 2.0%:

e YCTaHOBMTE HOCUTENb ONTUYECKOM 3aNUCKU U3 KOMMEKTa MOCTaBKM C YCTAHOBOYHbIMU MAKETaMM
(amcTpubyTMBaMK) B ONTUHECKMIM NPUBOA.

. BbinonHute MOHTUPOBAHUE HOCUTENA ONTUYECKOM 3aMnnCK, BbIMONHUB Cneaywouwyr KoMaHay ¢ npaBamMu
cynepnonb3oBatend:

sudo mount /media/cdrom -o nojoliet,norock

o  CkonupywTe C HOCUTENS ONTUYECKOWM 3aMMUCK B BbIOPAHHbIM KaTanor GanioBon CUCTEMDI:
- WUcnonusembiv daiin ytunutel «jeverify» n dann c ero KC jeverify. txt.

- YcTaHoBOYHble nakeTbl (OMCTPMOYTMBBI) (B 3aBMCMMOCTM OT COCTaBa MPOrpaMMHOrO CpeacTsa u
BbIGpaHHOM Ans cpenbl GyHKUMOHMPOBaHUS nporpamMmmHoro cpeactea 0C).

- TexcroBble dannbl ¢ KC onsg ckonMpoBaHHbIX paHee YCTaHOBOYHbIX NaKeToB (ANCTPUMOYTUBOB).

e T[lpoBepbre KC ncnonHgemoro darna nporpaMMHOro cpefacrsa «YTUNWUTa KOHTpoOAs uenoctHoctu 2.0»,
BbINO/HWMB CNeAyIoLLY0 KOMaHAy C npaBaMu Cyneprnonb3oBaTens:

sudo ./jcverify
e BbinonHuTe aHanu3 uHdopmMaumu, oTobpaxaemMon B TepMUHane:
- B cnyyae ycnewHon npoBepku oTobpaxaeTcs coobuieHme B1Maa:

Checksums in the file jcverify.txt verified

- [lpu HapyweHun LenocTHoCcTH oTobpaxaeTcs cooblieHne Buaa:
An error occurred while processing!
Error: Hashes of the file jcverify.txt are not equal.
Actual: [paccumTanHasa KC]
Expected: [mTanoHHas KC]

Exit code: 1

BHumaHue! Mpu HapyweHMM ULENoCTHOCTM UCMoNHsemMoro anna nporpamMmHOro cpegctBa
«YTUnuta KOoHTpons uenoctHoctu 2.0» panbHenwasa npoBepka KC ycTaHOBOYHbLIX NakeToB
(ancTpubyTnBOB) 3anpelueHa.

e Paccuutaiite nocnenosatenbHo KC yCcTaHOBOYHbIX NAaKeToB (AMCTPUOYTUBOB), BbIMOMHUB CNEAYHOLLYIO
KOMaHZy C MpaBaMu Cyneprnosb30oBaTens:
sudo ./jcverify [mMa daima c¢ KC yCcTaHOBOUHOTO MHAKeTa]

e  BbinonHute aHanus nudopmauum, otobpakaeMon B TepMUHane:

- B cny4dae YCHEUJHOVI npoBepKn OTO6pa)KaETCFI coobuieHue Bnaa:

! MporpamMmHoe cpeactso «@UKC-UNIX 1.0» He BXOAWT B KOMNAEKT NOCTaBKM NPOrpaMMHOro CpeacTsa.
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Checksums in the file [mma damyma c KC ycTaHOBOUHOTO mnakera] verified

- [lpu HapylweHnn LeNoCTHOCTM OTOBpaxaeTcs cooblieHne BMAaA:
An error occurred while processing!
Error: Hashes of the file [mmsa damma ¢ KC yCcTaHOBOUHOTO makeTa] are not equal.
Actual: [paccumTanHasa KC]
Expected: [aTanonHHasa KC]

Exit code: 1

BHumaHue! Mpy  HapylleHMM LIENIOCTHOCTU YCTAHOBOYHbLIX TMakeToB (AUCTPUOYTMBOB)
OanbHeWwwas ycTaHOBKA NPOrpaMMHOro CpeAcTBa 3anpelueHa.

Mopsanok pacyeta KC ¢ noMolwbto nporpammHoro cpeactea «@UKC-UNIX 1.0»:

e  YCTAaHOBMTE HOCUTENb ONTMYECKOM 3aMUCU M3 KOMMMEKTa MOCTaBKM C YCTAaHOBOYHbIMU MAKETaMM
(oncTpmbyTnBaMm) B ONTUYECKUI MPUBOL.

L] BbinonHute MOHTMPOBAaHUE HOCUTENA ONTUYECKOM 3aMnnCK, BbIMONHUB Cneaywwyro KoMaHgy C npaBamMu
cynepnonb3oBatend:

sudo mount /media/cdrom -o nojoliet,norock
e Ckonwupyiite B BbIBpaHHbI KaTanor Gainoson cMcTeMbl MCNONHAEMbIM Gain ufix rus NporpaMMHOro
cpenctea «OUKC-UNIX 1.0» u BbInOSIHUTE Ceyolme KOMaHAbl:
./ufix _eng -jR /media/cdrom/ > /tmp/contr summ t.txt
./ufix _eng -e --alg s256 -E /tmp/contr summ.txt /tmp/contr summ.pr]

./ufix eng -h -E /tmp/contr summ.prj /tmp/contr summ.html
e Ortkpoliite B Be6-6pay3epe chopMUPOBaHHbII OTUET, BbIMONHUB CIEAYIOLLYI0 KOMaHay:

firefox /tmp/contr summ.html

e Pa3MOHTUpYMTE HOCUTENb ONTUYECKOM 3anucCu, BbINOMHUB CNEAYIOLWY KOMaHAy C fpaBamu
cynepnosib3oBaTtens:

sudo umount /media/cdrom

o (CpaBHuTe paccumTaHHble KC ycTaHOBOYHbIX NakeToB (auctpubytnsos) B HTML-oTyeTe ¢ 3TanoHHbiMu KC,
npuBeaeHHbIMU B Tabnuue 2 Mopmynsapa NporpaMMHOro CpeacTBa.

BHumaHue! Mpn  HapyweHWM UEeNOCTHOCTU YCTAaHOBOYHbIX NakeToB (AUCTPUOYTMBOB)
JanbHeWwwasn ycTaHOBKa NPOrpaMMHOro cpeacTBa 3anpeLyeHa.

1.6 fleiicTBMA No 6e30NacHOM YCTAHOBKE U HAaCTPOIKe NPOrpaMMHOro CpeacTBa

YCTaHOBKa KOMMOHEHTOB LLEHTpa CepTMd)MKaTOB [AoCTyna Nnpon3BoAuUTCA TOJIbKO C AMCKa, Noslyd4aeMoro ot
pa3pa60TqMKa, nocne BbINOJIHEHUS AEeWCTBUIA MO I'Ipl/IéMKe NOCTaBNEHHbIX KOMMNOHEHTOB LLEHTpa CepTVId)VIKaTOB
AocTtyna.

YcTaHOBKa (I/IBMEHEHVIG) nporpamMMHOro obecneyeHus KOMMbOTEPOB U JIOKANbHOM BbIYMCAUTENIBHOW CeTU
AO0JDKHA OCYLWECTBNATLCA TOJIbKO B NPUCYTCTBUU U NOLO KOHTPOJZIEM aAMUHUCTPATOPA MHCIJOpMaLLMOHHOVI 6e30nacHOCTH
TOrFo TEXHONOINM4YEeCKOoro y4yactka, B KOTOpOM 3KCnyatupyeTca LLEHTp CepTVId)l/IKaTOB aoctyna.

HaCTpOl7IKa LLEHTpa CepTMdJVIKaTOB A0CTyna AO0J/KHa NpoBOAMUTCA MPUBUNETMPOBAHHBIM NONb30BAaTENEM C
ponbio «A,EI,MVIHMCTpaTOp», A40NyCKaeMbIiM K YCTAaHOBKE U HaCTpOﬁKe LLEHTpa CepTVICbVIKaTOB aoocryna.
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1.7 feiictBuAa no peanusauumn ¢GyHKUUA 6e3onacHocTu cpegbl PYHKLUOHUPOBAHUA
NporpaMMHOro cpeacTsa

[lns 6e3onacHolt paboTbl LleHTpa cepTudumkatos goctyna B cpene OC nomkHo obecneymBaThCs:

e [lpenoTBpalleHMe  HECAHKLUMOHMPOBAHHOTO  JOCTyNa K MAEHTMMKATOpPaM U MNaponsMm
NpUBMNErMPOBaHHbIX NOJb30BaTeNeN (aAMUMHUCTpaTOpPa).

e PaspgeneHune nonHoMouMi (ponen) Nnonb3oBaTenen.

o T[lopsanok 06paboTkM, XpaHeHUs M nepefayn ayTeHTUOUKALMOHHOM WHOOpMaLMKM nonb3oBaTenen,
co3paHHou LleHTpa cepTtudumkaToB gocryna.

. CpOK XPpaHEHUA l/IHCbOpMaLI,MM 0 3aperncTpupoBaHHbIX CobbITMSIX Be30MacHOCTU He MeHee TPEX MEeCALEB.

o  CMHXpOHM3AUMS BHYTPEHHUX CUCTEMHbIX 4acOB MHGOPMALMOHHOM CUCTEMbI AN PErucTpaumu Bcex
CobbITMIM 6E30MaCHOCTU B XXypHane CobbITUIA.

e 3awmTa annapatHoro obecnevyeHUs C QYHKUMOHWUPYIOLWMMKM KOMMOHEHTaMKu LleHTpa cepTudUKaToB
[OCTyNna OT BHEWHMX BO3AENCTBUIA (BO3LEMCTBMI OKPYXKatloLlen cpefbl, HeCTabUNbHOCTU 31eKTPOCHABXeHMS,
KOHOMUMOHUPOBAHMS U UHbIX BHELIHUX (DAKTOPOB).
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2 YC/TOBUA BbINOJIHEHUA MNMPOIPAMMbI

2.1 Tpe6oBaHMA K nporpaMMHOMY ob6ecnevyeHuio

2.1.1 Tpe60BaHUA K cpeae GYHKLMOHMPOBAHUA CepBEPHOIA YaCTU LLIeHTPa cepTuduKauum

Cpepa dyHKLMOHMPOBaHUS cepBepHOM YacTu LleHTpa ceptudukauum Aladdin eCA:

Mopaoepxusaembie OC:

- Astra Linux Special Edition Bepcusa 1.7, ypoBeHb 3aWwMWEHHOCTU «CMONEHCKY.,
- Astra Linux Special Edition Bepcus 1.7, ypoBeHb 3aLMILEHHOCTU «BopoHex».
- Astra Linux Special Edition Bepcus 1.7, ypoBeHb 3awwmiéHHoctn «Openy.

- Astra Linux Special Edition Bepcusa 1.8, ypoBeHb 3awWMILEHHOCTU «CMONEHCKY.,
- Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3aWmILEHHOCTU «BopoHex».
- Astra Linux Special Edition Bepcua 1.8, yposeHb 3awmiwénHoctn «Openy.

- PE[L OC Bepcusa 7.3, cepTuduUuUMpoBaHHas peaakums, KoHgurypauus «Cepsep».
- PE[L OC Bepcusa 8, koHdurypaums «Cepsep».

- OC Anbt 8 (I, penus 10, BapuaHT ncnonHeHus Cepsep.

- OCPlatform V SberLinux OS Server.

Moppepxxnsaemble CYB/:

- PostgreSQL u3 coctasa OC.

- Postgres Pro.

- Jatoba.

MNoppepxmBaemas cpefa UCnonHeHus Java:

- Java Axiom JDK Certified.

- Open JDK Bepcuun 17 v Bobiwe 13 coctasa nogaepxmeaembix OC.
MNMopnepxnBaeMble Beb-cepBepsl:

- Apache2 u3 coctaBa OC.

- Nginx u3 cocrasa OC.

- Cpnginx L,

MNopnepxuBaeMble pecypCHble CUCTEMDI:

- Samba DC.

- Free IPA.

- ALD PRO.

- PEO AOM.

- Microsoft AD.

- Anbt lomeH.

CK3W «KpunTolpo CSP»2 - kpuntonpoBsaitaep, obecrnedunsatowmin nogaepxky anroputmos FOCT P 34.10-2012.

1 M3 coctaBa cpeactBa Kpuntorpaduyeckoit 3awmtbl (aanee - CK3M) «Kpuntolpo CSP». CK3M «Kpuntolpo CSP» He asnsetcs

06s13aTe/IbHbIM NPOrPaMMHbIM CPEACTBOM, He BXOAMUT B KOMMEKT NOCTaBKM LleHTpa cepTudmkaToB goctyna u, npu Heo6xoanMocTu, npuobpeTtaeTcs

3aKa34yMKOM CaMOCTOATENTbHO.

2 CK3M «KpunTolpo CSP» He sBnsieTcs 0653aTeNbHbIM NPOrpaMMHbIM CPEACTBOM, HE BXOAMT B KOMMNIEKT NocTaBku LleHTpa ceptudukaTtos

[ocTyna v npu HeobXxoAMMOCTM MpuMODpeTaeTcs 3aKa3uMKOM caMocToaTenbHo. [Mopsaok HAcTpoiku B3amumopeicTeus LleHTpa ceptudmkaumm
Aladdin eCA ¢ CK3WM «Kpuntollpo CSP» onucaH B [MpunoxeHun 5 HacToswero pykoBoacTea.
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2.1.2 Tpe6oBaHuA K cpeae GYHKUNOHUPOBAHNA KNUEHTCKON YaCTU LLeHTPa cepTUPUKaumm
Cpepna dGyHKLMOHMPOBaHUS KNWeHTCKOM Yactu LleHTpa ceptudmkaummu Aladdin eCA:
o [lopnepxuaembie OC:

- Astra Linux Special Edition Bepcusa 1.7, ypoBeHb 3alMILEHHOCTY «CMONEHCK.
- Astra Linux Special Edition Bepcusa 1.7, ypoBeHb 3awWwMLEHHOCTH «BopoHexs.
- Astra Linux Special Edition Bepcus 1.7, ypoBeHb 3awwmiéHHoctn «Openy.

- Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3aWMILEHHOCTU «CMONEHCKY.
- Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3alMILEHHOCTH «BopoHexy.
- Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3awmiénHoctn «Openy.

- PEL OC Bepcua 7.3, ceptuduLMpOBaHHas peaakums, KoHpurypauus «Cepeep».
- PE[L OC Bepcusa 8, koHpurypaums «Cepep».

- OCAnbt 8 CIN, penus 10, BapuaHT ucnonHeHus Paboyas ctaHums.

- OCPlatform V SberLinux OS Server.

e Beb-6pay3ep u3 coctasa OC.
e JC-WebClient (ans 64-6utHbix cuctem) L

e [10 «PyTokeH Mnaruu» u Be6-6pay3epHoe pacwunpeHue «Apantep PyTokeH Mnaruus 2,

2.2 Tpe6oBaHMA K annNapaTHbIM CpeaACTBaM

MuHMManbHble annapatHble TpeboBaHuMs, Heobxoaumble ANs CTabMAbHOTO QYHKUMOHMpOBaHMS LleHTpa
ceptudukaumm Aladdin eCA:

e (ucteMHble TpeboBaHWs, NpeabsiBASiEMble K KOH(Urypauum cepBepHOro o60pynoBaHMS, 3aBMUCAT OT
KOJIMYECTBA BbIMYCKAEMbIX CEPTUHMKATOB M KONIMYECTBA OJHOBPEMEHHbIX 0b6palieHnit K cepBepy LleHTtpa
ceptudukaumm Aladdin eCA npueepeHbl B Tabauue 2:

- Manoe BHeppeHue - no 1000 ceptdmMKaToB U 5 0AHOBpEMEHHBIX COEAUHEHU.
- (CpepnHee BHegpeHue - 1o 20000 ceptudumkaToB 1 15 ogHOBpPEMEHHbIX COEAMHEHWIA.
- KpynHoe BHegpeHue - oo 100000 ceptndukaToB n 50 0o4HOBPEMEHHbIX COEAMHEHWIA.

Tabnuua 2 - CuctemHble TpeboBaHus, Npeabssnsemble K cepeepy LleHTpa ceptudmkaumum Aladdin eCA

Tun BHeApeHus
MpunoxeHue CucreMHble Tpe6oBaHua
Manoe BHeapeHune CpenHee BHeapeHue KpynHoe BHeapeHue

03y, Ieaut 2 3 4
CVBLl Konuuectso apnep 7 4 4

npoueccopa, WT.

Hakonutenb HDD, I6ainT 6 12 18

03Y, léant 6 8 16
Lentp ceptnudukaummn  |Konuuectso saep 7 4 6
Aladdin eCA npoueccopa, L.

Hakonutenb HDD, I6anT 40 60 300

03Y, leant 4 4 4
oc Konnyectso aaep 7 7 7

npoueccopa, LWT.

Hakonutenb HDD, I6ainT 20 20 20

1 JC-WebClient obecneumBaeT BbiNycK CEPTUHMUKATOB HAa IMEKTPOHHbIX Ktouax (KMoueBblx Hocutensx) JaCarta (odbuumanbHblit caiT
NpOU3BOANUTENS MPOU3BOAUTENS).

210 «PyTtokeH [MnarmH» uepes GpaysepHoe pacwmpeHue «Apantep PytokeH [Mnarvm» obecneumsaeT BbiMyCK CepTURMKATOB Ha
3M1EeKTPOHHBIX Ktouax (KtoyeBbIx HocuTensx) PyTokeH (obuumManbHbii CaiT NpOM3BOAUTENS).
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Tun BHeapeHuns
MpunoxeHue CucreMHble Tpe6oBaHua
Manoe BHeppeHune CpenHee BHeapeHue KpynHoe BHeapeHue
03Y, eair 12 15 24
Wroro: Konunuecrtso spep 6 10 12
npoueccopa, wT.
Hakonutenb HDD, 6aiit 66 92 338

e YCTpoWCTBa B3aMMOAENCTBUS C MONb30BaTeNIEM: KNaBMaTypa U Mbllb.
e USB 2.0 Tn A unu coBMecTUMbIe.
o [lopaepxuBaeMble MOAENM 3NEKTPOHHbIX KOYeN (KNoYeBbliX HOCUTENen):

- JaCarta:

JaCarta PKI.

JaCarta PRO.

JaCarta-2 PKI/TOCT.
JaCarta-2 FOCT.
JaCarta-3.

- PytokeH

PytokeHn LM 3.0.
Pytoken 2L0M 2.0.
Pytoken 2UIM 2.0 Flash.
PytokeHn 2L PKI.

0O O O O ©°O

o O O O

1 BO3MOXHOCTb MCMOMb30BaHWA KITIOYEBbIX HOCUTENENH PYTOKEH MOXET BbiTh OrpaHUYeHa NNLIEH3NEN.
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3 NoArotoOBKA K YCTAHOBKE MNMPOIrPAMMbI

Mpu ycTaHoBke LleHTpa ceptudukaummn Aladdin eCA ocyliecTBnseTcs KOHPUrypMpoBaHMe YCTaHOBNEHHOTO B
cpene (yHKLMOHMpOBaHUS Beb-cepBepa, B pe3ynbTaTe Yero AN BHELWHEro A0CTyrna OTKPbIBAETCS MOPT CepBepa,
ncnonb3yemblii gnsa nogkntoyeHuns no npotokony HTTPS (no ymonyaHuio 443). ismeHeHue nopTa Beb-cepBepa ans
noaknyveHuss K Hemy no npotokony HTTPS ocyuwectenserca nyteM pefakTMPOBaHUS KOHPUIypaLMOHHOro daina
LeHTpa ceptndukaumm Aladdin eCA (cm. nogpasgen 4.2).

B Tabnuue 3 npuBefE€H CNMCOK NOPTOB, KOTOPbIE AOMXKHbI ObITb OTKPbITHI B LleHTpe pernctpauun Aladdin eCA.

Tabnuua 3 - Tabnuua ceTeBoro B3aMMOOeNCTBUS

Bo3MoXkHOCTb

MopT Tpancnopt | Mpotokon HasHaueHue
U3MEeHeHUs

MopT ong nogknoveHns Kk sedb-nHtepdency LleHTpa ceptndmkaumm
443 TCP TLS/HTTPS | Aladdin eCA, a Takxe ans B3aumopeictaus ¢ LleHTpoM peructpaumm Ha
Aladdin eRA u LleHTpom Banmpaummn Aladdin eVA.

80 TCP HTTP C paHHOro nopTa BbINOJIHAETCA NepeaapecaLms NakeTos Ha NopT 443. [a
389 TCP LDAP Mopt ﬂ'mi B3aMMOAENCTBUS C JOMEHHOM Y60l KaTanoros (pecypcHom Her
cuctemoit) no npotokony LDAP.
TCP TCP
5432 MopT ons nogkntoyeHus k CYB/. [a
TCP TLS
514 UDP/TCP Syslog MopT ans oTnpaBku cooblueHuni Ha Syslog-cepsepsbl (MopT 514, kak fla
MpaBwio, UCMOJb3YeTCs N0 YMOMYaHMIO).
25 TCP SMTP MopT Ans NoAKNoYEeHMs K MOYTOBOMY cepBepy (3HaveHue 25 3apaHo no fla

YMOJIYAHMUIO).

B 1abnuue 4 npuBenéH CNMCOK MOPTOB, KOTOPble OTKPbIBAET ANS JIOKANbHOW Mepefayu LaHHbIX BHYTPU
cepeepa 1 ucnonbsyeT LleHTp cepTudukaumm Aladdin eCA. [locTyn K AaHHbIM MOpTaM ANS BHEWHMX MOAKIOYEHMNA
OrpaHMYMBAETCS AaBTOMATMYECKM NpU ycTaHoBKe LleHTpa cepTndukaumm Aladdin eCA ¢ noMoLLblo yTUAKTbI «iptables»
u3 coctaBa OC cepBepa. Bo n3bexaHne BO3HMKHOBEHMS OWMOOK B paboTe LleHTpa ceptndukaumm Aladdin eCA
nepeHasHayeHue AaHHbIX NOPTOB 3anpeLLeHo.

Tabnuua 4 - Tabnuua BXOAAWMX CETEBLIX MOPTOB

Mopt Tpaxcnopr Mpotokon HasHaueHue

1100 TCp HTTP BHyTpe.HHMM M.HTequemc AN9 NOAKMYEHUS K BHYTPEHHEMY cepBucy «certificate-
authority-service» (Cepsuc ceptudmnkaTos)

1150 TCP HTTP BHYTpeHHMIt MHTepdeiC Ans NOAKNIOYEHNUS K BHYTPEHHEMY CepBuUCy «storage-service»
(CepBuc xpaHeHus)

1200 TCp HTTP BHy‘I:pEHHVIM UHTEpdeNc Ans NoAKIYEHNS K BHYTPEHHEMY cepBucy «templates-
service» (CepBuc wabnoHoB)

1250 TCP HTTP BHYTpeHHMIt MHTepdeic Ang NOAKNYEHNS K BHYTPEHHEMY CEPBUCY «security-service»
(CepBuc besonacHocTH)

1300 TCp HTTP BHyTpeHHUI nHTepdelc ang NoaKnYeHns K BHYTpeEHHeMyY cepBucy «licenses-service»
(CepBuC NULLEH3MPOBAHUA)

1350 Tcp HTTP BHYTpeHHMIA MHTEepdEeC Ang NOAKNYEHNS K BHYTPEHHEMY CEPBUCY «routes-service»
(CepBuc mMaplupyTu3sauum)

1400 TCp HTTP !3HyTp€H'HVIM l/IH'I"epd)eMC DN NOAKHOYEHUS K BHyijeHHemy cepsucy «external-
integration-service» (CepBMC BHELIHUX MHTErpaLmii)

1450 TCP HTTP BHyTpe.HHl/IM l/I.HTepCDEMC A9 NOAK/IYEHMS K BHYTPEHHeMy cepBucy «validation-
authority-service» (Cepsuc Banuaauum)

AO «AnadduH P..», 1995—-2025 2. Pykosodcmso adMuHucmpamopa. Yacme 1. Ycmaroeka u ob6cnymuganue Llenmpa cepmugukauuu Aladdin Enterprise Certification Authority

Cmp.24/113



LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.AJ1OE.03.01.020 32 01-1

MNopT TpaHcnopT MpoTokon HasHaueHue

1500 TCP HTTP BHyTpeHHMI1 nHTepdeiic ong NoLKNYEHUS K BHYTpeHHEMY cepBucy «publisher-service»
(CepBuc nybnmkaumm)

1550 TCP HTTP BHYTpeHHMIt MHTepdeic Ang NOAKNYEHNUS K BHYTPEHHEMY cepBucy «subjects-service»
(CepBuc cybbekToB)

1600 TCP HTTP BHYTpeHHMIA MHTepdeic Ans NOAKNYEHNUS K BHYTPEHHeMy cepBucy «ldap-service»
(CepBuc cuHxpoxusaumm no LDAP)

1650 TCP HTTP BHYTpeHHMit MHTepdeic Ans NOAKNIOYEHNUS K BHYTPeHHeMy cepsucy «logs-service»
(CepBuc xypHanusaumm)

1700 TCP HTTP BHYTpeHHMIA MHTepdeic Ans NOAKNIOYEHNUS K BHYTPEHHEMY CEPBUCY «export-service»
(CepBuc akcnopTa)

1750 TCp HTTP BHyTpeHHMM uHTepdenc gnsa nonKniOquMﬂ K BHYTpeHHeMy cepBucy «event-delivery-
service» (CepBuc focTaBku COBbITUI)

1800 TCp HTTP BHyTpeHHMii MH'I;epd)ewc AN NOLKNKYEHMS K BHYTPEHHEMY CepBUCY «settings-service»
(CepBucC HacTpoOKK)

1850 TCp HTTP BHyTpEHHMM uHTepdenc Ans NOLKIOYEHMS K BHYTpeHHeMy cepBucy «x509-provider-
service» (CepBuc ayTeHTUGMKaLMKM NO cepTUdUKaTY)

1900 TCp HTTP BHyTpEHHMM uHTepdenc Ans NOLKIOUYEHMS K BHYTPEHHEMY CEpPBUCY «api-gateway-
service» (CepBMC MPOKCMPOBAHUS)

3.1 NoaroToBKa cpeAbl PYHKUMOHUPOBAHUA NPOrpPaMMbl

Mopspok NoAroToBkM cpeapbl dyHKUMOHUpoBaHus LleHTpa ceptudumkaumn Aladdin eCA:

e YcraHoBka OC (BbIMONHSAETCS B COOTBETCTBMU C JOKYMEHTALMEN NPOU3BOAUTENS).

e [looknioyeHne peno3uMTopueB M ycTaHoBKa 3aBucumoctein OC.

e Pa3BepTbiBaHWE Cpeabl UCNONHEHUS Java.

e YcraHoBka CYB/.

e YcTaHoBKa Beb-cepgepa.

o YcraHoBka CK3U «Kpuntollpo CSP» (ans wcnonb3oBaHus anroputMoB [OCT P 34.10-2012 u RSA).
Mopspok yctaHoBkM M HacTporkun CK3U «Kpuntollpo CSP» npeactaeneH B NpunoxeHun 5 HacToswero pykoBoACTBa.
YctaHoBka 1 Hactporika CK3U «Kpuntollpo CSP» MoryT 6biTb BbIMOMHEHbI NOCAe yCTaHOBKM LleHTpa cepTtudumkaumm
Aladdin eCA B npouecce ero akcnayatauuu.

Mpn uncnonb3oBaHum CK3U «Kpuntollpo CSP» kaHan B3aMMOOEWCTBMS KJIMEHTCKOM M CEpBEPHOM 4acTu
LleHtpa ceptudumkaummn Aladdin eCA pomkeH 6biTb opraHusoBaH no npotokony TLS TOCT, a Takke [O/MKHA
obecneumBatbcs TLS-ayTeHTUdDMKaumMa nonb3oBaTenei B LleHTpe ceptudumkaummn Aladdin eCA ¢ ucnonb3oBaHMEM
0TeYeCTBEHHbIX KpunTorpaguyueckmx anroputmoB. [1ng 3Toro B KauyecTBe Beb-cepBepa AOMKEH MCNONb30BaTbCs Beb-
cepep Cpnginx u3 coctaBa CK3W «Kpuntollpo CSP». YcTtaHOBKa Beb-cepBepa BbIMOMAHAETCS MOCAE YCTaHOBKM
CK3W «Kpuntollpo CSP». Mopsnok yctaHoBkM Beb-cepBepa Cpnginx m3 coctaBa CK3U «Kpuntollpo CSP» npueeneH

B noapasgaene 3.6. MNocne yctaHoBKM Be6-cepBepa Heobxoammo yctaHoBuTb Ha CK3WM «Kpuntollpo CSP» cepBepHyto
NMUEH3MI0, 06ecneyunBaroLLyo BO3MOXHOCTb ncnonib3oBaHmns CK3W «Kpuntollpo CSP» B kayecTtBe TLS-cepsepa.

3.2 NoproToBKa cpeabl pyHKUMOHMpoBaHuA ¢ OC PEL OC

3.2.1 MNoAaKnoYeHne peno3nTopmes U YCTaHOBKA 33aBUCUMOCTE

Ona PEL OC peno3sutopmu HACTPOEHbl MO YMONYAHUIO ANS CKaumMBaHus u3 cetn MHTepHeT. [Ing nposepku
LOCTYMHOCTM M FOTOBHOCTM K AasibHEMLIMM KOMaHAaM CnepyeT YCTaHOBWMTb Heobxoaumble nakeTbl M3 coctaBa OC,
BbINOJIHUB CNeAYOLLY0 KOMaHAy C npaBaMu Cyneprnob3oBaTens:

sudo dnf install tar unzip iptables
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Ecamn OO0CTyn K CeTn MHTepHET OTCYTCTBYET, 3@aBUCMMOCTN BO3MOXXHO YCTAHOBUTDL C USB-HocuTens ns komnnekra
NOCTaBKM OC, BbINO/HMB Cneaywume OencTeums:

e [lepeiaunTe B KOpHeBoM Katanor USB-Hocutens.
e  BbinonHuTe cnefylowyo KOMaHAy C NpaBaMu Cynepnonb30BaTens:

sudo dnf install tar unzip iptables

3.2.2 YcTaHOBKa cpeabl UCNONHEHUA Java

BHumaHue! inAa obecneyeHus cepTUULMpoOBaHHON cpeAbl (hyHKLMOHUPOBAHUA Heo6Xoaumo
ycTtaHoBuTb Axiom JDK Certified.

3.2.2.1 YcTraHoBKa Axiom JDK Certified

[Ins ycraHoBku Axiom JDK Certified Bocnonb3yitecb MHCTPYKLMEN C 0QULMANBHOIO CaiTa NpOM3BOAUTENS.

3.2.2.2 YcraHoBKa OpenJDK
[nsa yctaHosku Open)JDK Bocnonb3yitecb MHCTPYKLMEN NO YCTAaHOBKE nakeTa ¢ oduumansHoro cavita PE[ OC:

e WHctpykuma ona PEO OC 7.3.

e  WHctpykuma ona PE[ OC 8.

3.2.3 YcTaHOBKa U HacTponKka CYb/

BbinosHMTE YCTAaHOBKY M HACTPOMKY O4HOM U3 HMXenpuenEHHbIX CYB/;:
e PostgreSQL u3 cocrasa OC.

e Postgres Pro.

e Jatoba.

MNMopsapnok paspewenuns koHdnukToB Mexay CYB[ PostgreSQOL npueeneH B MpunoxeHum 1.

MNMopspok HacTpoiku B3aumoaencrena ¢ CYB[I, pasmelleHHOM Ha OTAENBEHOM Y31e, NnpuBeaeH B [punoxexuu 2.

LeHntp ceptudumkaumm Aladdin eCA moxeT 6bITb HacTpoeH Ha B3ammopencteme ¢ CYB[ no npotokony TLS.
[porpamma He 6yaeT QYHKLMOHWMPOBATb, €CIM €My He YyAanocb yctaHoBuTb TLS-coegnHenne ¢ CYB[. lMopspok
HacTponku TLS-coenmHennsa c CYB npuseneH B MNpunoxerHun 3.

3.2.3.1 YcTtaHoBKa CYB/[, PostgreSQL !
Mopsapok yctaHoku CYB[ PostgreSQL:
e YcTaHoBuTE nocnegHo AoctynHyo Bepcuto CYB/ PostgreSQL, BbINOAHWB KOMaHAY:

sudo dnf install postgresgl-server

e BbinonHute ycTtaHOBKY nocnegHer AOCTYMHOM BepcuM MakeTa postgresgl-contrib, BbIMOAHWMB
KOMaHAy:

sudo dnf install postgresgl-contrib
e [lpouzBegute nHmumanusaumio CYB/, BbINONHMB KOMaHAY:
sudo postgresqgl-setup --initdb

B cnyyae BO3HMKHOBEHMS OWKNOKM Data directory in ‘/var/lib/pgsgl/data’ is not empty..
OYMCTUTE KATaNor KOMaHOOM HUXE U NOBTOPUTL MHUUManu3aumo CYB/.

sudo rm -rf /var/lib/pgsqgl/data
e 3anyctute CYB/[, BbINOMHMB CNeAyOLLYI0 KOMaHAY C NpaBaMu Cyneprofib30BaTens:

sudo systemctl start postgresgl

! Moppo6Hoe onncaH1e NpUBEAEHO HA 0bULMAIBHOM CaiiTe NPOMU3BOAUTENS.
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e [Jlo6asbTe CYB/ B aBTO3arpysKy, BbINOAHMB CEAYOLLY0 KOMaHAY C NpaBaMu Cyreprnofib3oBaTens:

sudo systemctl enable postgresqgl

o  OtpepakTupyiite dann /var/lib/pgsql/data/postgresql.conf! C npaBamm
cynepnosib3oBaTtesnis, yCTaHOBMB /191 YMCNa NOAKNIOYEHMIM max connections 3HaveHue 10002

e Otpepaktupyiite ¢ain /var/lib/pgsql/data/pg_hba.conf® ¢ npaBamMu cyneprnonb3oBaTens,
U3MEHUB Cfiefytolme napaMeTpbl 41 YCNEeLWHOro I0KasabHOro NOAKAYEHUS NoNb30BaTeNs K 6ase AaHHbIX:

host all all 127.0.0.1/32 ident Ha host all all 127.0.0.1/32 password
host all all ::1/128 ident Ha host all all ::1/128 password
e BoinonHute nepesanyck CYB[ ansg BCTYNNeHUS U3MEHEHUIM B CWAY, BbIMOMHUB C/IELYHOLLYI0 KOMaHAy C
npasamu cynepnosib3oBaTens:
sudo systemctl restart postgresqgl
3.2.3.2 YcraHoBKa CYB/, Postgres Pro 4
Mopsipok ycraHoBku CYB/, Postgres Pro:
e 3arpysuTe CKpunT 419 A06aBAEeHMS PENO3UTOPUS, BbIMOIHMB CIEAYIOLLYI0 KOMaHAY °:

wget --user [kjwou] —--password='' https://repo.postgrespro.ru/std/std-
16/keys/pgpro-repo-add.sh

e 3anyctute CKpWNT, BbIMOMHMB CNefYIOLLYI0 KOMaHAay C npaBaMu Cynepnonb3oBaTens:
sudo sh pgpro-repo-add.sh

e (O6GHOBMTE CMMCOK NAKETOB, BbIMOJHMB CNEAYIOLLYI0 KOMAHAY C MpaBaMuM Cynepnosib3oBaTens:
sudo dnf update

e YcraHosuTe CYB/[, BbINONHMB CnefytoLLy0 KOMaHAy C npaBaMu Cynepnosib3oBaTens:
sudo dnf install postgrespro-std-16

e Otpepaktupyiite ¢dain /var/lib/pgpro/std-16/data/postgresgl.conf® ¢ npaBamu
Cynepnonb3oBaTens, yCTaHOBMB A8 YAC/IA MOAK/IIYEHUI max connections 3HaueHne 10007.

o  OtpepakTupyiite dann /var/lib/pgpro/std-16/data/pg hba.conf? d npaeamu
cynepnonb3oBatend, UsSMeEHUB cnefyrouime napaMeTpbl 4nga ycnewHoro 10KasibHOro NnoAK/AKYEHNUA NONb30BaTeNA K base
[AHHbIX:

host all all 127.0.0.1/32 ident Ha host all all 127.0.0.1/32 password

host all all ::1/128 ident Ha host all all ::1/128 password

! Pacnonoxenne Gaiina MoxeT oTaMuathcs. [na noucka daitna ucnonbsyiiTe koMaHay sudo find / -type £ -name
postgresqgl.conf

2 3Hauenne max connections pasHoe 1000 sBngeTcs pekomMeHayeMbiM. Mpu He06Xx0ANMOCTH yBENNYbTE AAHHOE 3Ha4YeHKe.

® Pacrionoxenue daiina MoXeT oTnndaTbea. s nomcka hainna ucnonbsyitre komanay sudo find / -type £ -name pg_hba.conf

* Moapo6Hoe onucaH1e NPUMBEAEHO Ha 0bULIMANbHOM CaiTe NPOU3BOAUTENS.

> Komanabl Huxe npuseneHa ans CYB[, Postgres Pro Bepcun 16.

6 PacnonoxeHue ¢aiina ykasado anst CYB[], Postgres Pro Bepcuu 16. ns noucka daitna ucnonb3syire koManay sudo find / -type
f -name postgresqgl.conf

7 3HaueHne max_connections paBHoe 1000 sBnseTCs peKoMeHayeMbIM. [pu HEOGX0AUMOCTH YBEUYLTE AaHHOE 3HAYEHME.

8 Pacnonoxenue taina ykasaHo ans CYB[, Postgre Pro Bepcuu 16. [ina noucka daitna ucnonb3yire komaHgy sudo find / -type f
-name pg_ hba.conf
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e [lpu OTCYTCTBMM CO3AaNTE CUMBOIMYECKME CChINKM HA YTUAUTBI psql U pg dump, BbINOMHUB Cleaylolme
KOMaHZbl C MpaBaMMu Cynepnosib3oBaTens:

sudo 1n -s /opt/pgpro/std-16/bin/psqgl /usr/bin/psgl
sudo 1ln -s /opt/pgpro/std-16/bin/pg dump /usr/bin/pg dump

o [lepesanyctute CYB[, Postgres Pro, BbINOSHMB Cneayowyo KOMaHay C NpaBaMu Cynepnosib3oBaTens:
sudo systemctl restart postgrespro-std-16.service

3.2.3.3 YcraHoBKa CYB/[] Jatoba!

Mopsipok yctaHosku CYB/, Jatoba:

o (Cospavite kaTanor /localrepo, BbINOMAHMUB CeayoLLy0 KOMaHAy C NpaBaMu Cynepnonb3oBaTens:
sudo mkdir /localrepo
o CkonupyiiTe B KaTanor /localrepo HeobxoanMble dannbl gns yctaHosku CYB/L.
BHumaHue! TpebGyeTcsa ckonupoBaThb NMOJIHYIO CTPYKTYpY ¢haiiyioB 1 KaTanoros U3 AucTpubyTuea.
Takxke gonyckaeTcsi ycTaHOBKa € ONTUYECKOro AuUcKa Hanpsimyro. B aTom cny4yae, nonb3oBartento
He TpebyeTcsA konupoBaTb pannbl, a BMeCTO KaTanora /localrepo BO BCeX Lliarax ganee

yKasbiBaTb COOTBETCTBYHLWMA NyTb A0 HOCUTens U pupektopuio penosutopua CYB[ Ha
HocuTene anAa cootBeTcTBylowen OC.

o Jluctpubytmue CYB[, conepxur:
- Karanor /packages.
- Karanor /repodata.

- Main knovya RPM-GPG-KEY-Jatoba.

e [IpoBepbTe pe3ynbTaT KONMPOBaHUS Bcex @ainos amctpmubytnea CYBM. [ng 3Toro nepenante B Katanor
/localrepo U BbINOMAHUTE CNEAYIOLLYI0 KOMAHAY:

1s -1
o YcTtaHoBUTE OTKprTbII;i K4 peno3nTopus, BbIMOJIHUB cnenyrLyo KOMaHLOy C npaBamMu
cynepnosb3oBaTtena:

sudo rpm --import /localrepo/RPM-GPG-KEY-Jatoba

o (Cospavite dann /etc/yum.repos.d/jatoba-[Bepcua] .repo C OMNUCAHWEM JIOKANBHOIO
peno3nuTopua B CUCTEME, B KOTOPOM pa3MeCTUTe cnenyruiee onmcaHne:
[Jatoba-[Bepcusal]]
name=Jatoba [Bepcus] Official Repository
baseurl=file:///localrepo
enabled=1
gpgcheck=1
gpgkey=file:///localrepo/RPM-GPG-KEY-Jatoba
e  O6GHOBWTE ONUCAHUSA NAKETOB, BbIMOJIHUB C/IEAYHOLLYI0 KOMaH4y C MpaBaMu Cyrneprnonb3oBaTens:

sudo dnf makecache

. YcTaHOBMTE OCHOBHbIE MAaKEeThI CVBL'L, BbIMOHMB CNEAYHOLWYH KOMaHAy C NpaBaMu cynepnosib30BaTend:

! Moppo6Hoe onucaH1e NpUMBEAEHO HA 0bULMAIbHOM CaiiTe MPOMU3BOAMTENA.
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sudo dnf install jatobal[Bepcus]-client jatoba[Bepcus]-contrib jatoba[Bepcusa]-libs
Jjatoba [Bepcusa] -server

BHumaHue! MNMakeTbl jatoba [Bepcusi] -client, jatoba[Bepcusi] —contrib, jatoba[Bepcusi] -1libs
M jatoba [Bepcusi] —~server ABNAIOTCA 06s3aTeNnbHbIMK AnsA yctaHoBku CYB[.
o [lepeiaunTe B KaTanor pacnosioxXeHuns ncnonHsemoix darinos CYB/, BbINONHMB CnefyoLLyto KOMaHay:
cd /usr/jatoba-[Bepcusa] /bin/
o VHuumanusupyiite katanor aaHHbix CYB[1, BbINOMHWB CnepytoLyo KOMaHay € NpaBaMu Cynepnosb30BaTens:
sudo ./jatoba-setup initdb jatoba-[Bepcwus]

o Otpepaktupyite @ann /var/lib/jatoba/[Bepcual /data/postgresqgl.conf ¢ npaBamu
cynepnosib3oBaTtesns, yCTaHOBMB /191 YMCNa NMOAKNIOYEHMIM max connections 3HaveHue 1000~

o Otpepaktupynte  ¢ain  /var/lib/jatoba/[Bepcusa] /data/pg hba.conf ¢ npasamu
cynepnonb3oBatend, UsSMeEHUB cnefyrolime napaMeTpbl 4ng ycnewHoro 10KasibHOro NnoAK/AKNYEHNA NONb30BaTeNA K base
[AHHbIX:

host all all 127.0.0.1/32 ident Ha host all all 127.0.0.1/32 password
host all all ::1/128 ident Ha host all all ::1/128 password

e [lo6asbte CYB/[] B aBTO3arpy3sKy, BbINOMHWB CNeyoLLy0 KOMaHAy C NnpaBaMu Cynepnosib3oBaTens:
sudo systemctl enable jatoba-[Bepcus]

e Bbinonnute nepesanyck CYBM, ons BCTYNAEHUS M3MEHEHMUI B CUAY, BbIMOJIHMB CAEAYHOLLY KOMaHAy C
npaBaMu cynepnonb3oBaTens:

sudo systemctl restart jatoba-[Bepcwusa]

3.2.4 YcTaHOBKa Beb6-cepBepa

Buumanue! PE, OC noppepxuBaeT Beb-cepBepa Nginx u Apache, kotopblie obecneuuBaioT
cepTucdmumpoBaHHyo cpeny yHKuMoHupoBaHusa. Ob6a BebG-cepBepa ycCTaHaBNMUBAKTCA U3
OCHOBHOro penosutopus ceptucduumnposaHHon OC.

3.2.4.1 YcTaHoBKa Be6-cepBepa Apache

MNMopsapok yctaHoBKM Beb-cepBepa Apache:

e  YCTaHOBWTE MAaKeT, BbINOMHMB CeAyHoLYy0 KOMaHAy C MpaBaMu Cynepnosib3oBaTens:

sudo dnf install httpd

e YCTaHOBMTE [OOMNOSHWUTENbHBIM MOAYNb AN MCMNOAb30BaHMS MpoTokona SSL, BbINOAHMB ChneayloLwyio
KOMaHAy € npaBamu Cyrnepnonb3oBaTens:

sudo dnf install mod ssl

e [lobaBbTe Beb-cepBep B aBTO3arpy3Ky, BbINMOMHMB C/IeflyOLLYH0 KOMaHAY C NpaBaMu Cyrneprosib3oBaTens:
sudo systemctl enable httpd

3.2.4.2 YcTaHOBKa Beb6-cepBepa Nginx

MNMopspok yctaHoBkM Be6-cepeepa Nginx:

. YcTaHOBMTE NAKeT, BbIMOAHUB cneaywLlyro KoMaHay C npaBaMu cynepnosib3oBatena:

! 3HaueHne max_connections pasHoe 1000 fBseTCs pekoMeHayeMbiM. Mpu HEOBXOANMOCTY YBEAUUYLTE AAHHOE 3HAYEHME.
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sudo dnf install nginx

e 3anyctuTe yCTaHOB/EHHbIM BeG-cepBep, BbINONHME CeAyHOLLY0 KOMaHAY C MpaBaMu Cynepronb3oBaTens:

sudo systemctl start nginx

. [obasbTe Be6-cepBep B aBTO3arpy3ky, BbiMNOJIHMB CefyoLWyo KOMaHay C NnpaBaMu Cynepnoab30oBaTend:

sudo systemctl enable nginx

3.3 NoaroToBKa cpeabl pyHKUMOHMpoBaHUA ¢ OC Astra Linux Special Edition

3.3.1 NogKknioueHne peno3snTopues U YCTAHOBKA 3aBUCUMOCTEN

3.3.1.1 MogKnoyeHNe peno3uTopueB U YCTaHOBKA 3aBUcUMocTeit Astra Linux Special Edition 1.7 1
MopsiaoK NOAKNYEHNS PEMO3UTOPUEB U 3aBUCUMOCTEN:

e Jlng ycTaHOBKM 3aBUCUMOCTeW Yepe3 VIHTepHeT nepef HayanoM YCTAaHOBKM KOMMOHEHTOB HeobxoauMmo
YCTaHOBUTb MYTU HaxXOXAEHMA HEOOXOAMMbIX PEMNO3UTOPMUEB %, 0TpenakTMposas ¢ain /etc/apt/sources.list,
BbINOJIHUB C/IeAyHoLLY0 KOMaHAY C MpaBaMu Cyneprnonb3oBaTens:

sudo nano /etc/apt/sources.list

e YKaxuTe CCbUIKM Ha Cieaytolmue penosmtopum >

deb https://dl.astralinux.ru/astra/frozen/1.7 x86-64/1.7.6/repository-main/
1.7 x86-64 main contrib non-free

deb https://dl.astralinux.ru/astra/frozen/1.7 x86-64/1.7.6/repository-update/
1.7 x86-64 main contrib non-free

deb https://dl.astralinux.ru/astra/frozen/1.7 x86-64/1.7.6/repository-base/
1.7 x86-64 main contrib non-free

e YKaxuTe HWXENPUBELEHHbIN PENO3UTOPUIA, €C/IM B KauecTBe Be6-cepBepa GyaeT ucnonb3oBaTbcs Nginx:

deb https://dl.astralinux.ru/astra/frozen/1.7 x86-64/1.7.6/repository-extended/
1.7 x86-64 main contrib non-free

[ns ycTaHOBKM HEOBGXOAMMbIX KOMMOHEHTOB B O(naliH-pexume npenBaputesibHO HE0OX0AMMO HACTPOUTb
MCMNONb30BaHUE YCTAHOBOYHbLIX OMTUYECKMX [AMCKOB B KayecTBe PpenosuTopues, OTpenaktupoBas  dain
/etc/apt/sources.list. [pumep:

deb cdrom: [0S Astra Linux 1.7.6 1.7 x86-64 DVD ]/ 1.7 x86-64 contrib main non-free

e 3aperucTpupyinte dU3MYECKMIn ONTUYECKUIA AMUCK, YCTAHOBNEHHbIA B OMTUYECKMIA NPUBOA, BbINOAHWUB
KOMaHzy:

apt-cdrom add

e BbinonHute o6HoBneHne naketoB ana OC U3 yKasaHHbIX PENO3UTOPUEB, BbIMOHMB CIEAYHOLWYI0 KOMAHAY
C NpaBaMu cyneprosb3oBaTens:

sudo apt update

. Ona npoBepkKn AOCTYNHOCTU U TOTOBHOCTU K JanbHeWLWnM KOMaHaam cnenyeTt yCTaHOBUTb HeobxoauMble
NaKeTbl U3 COCTaBa OC, BbIMOJTHUB CNEAYOLWYH KOMaHAy C NpaBaMy Ccynepnosib3oBaTend:

sudo apt install tar unzip iptables

! MoppobHee onucaHune NPUBEAEHO Ha OGULMANBLHOM CANTEe NPOU3BOAMUTENS.

2 Cebinku Ha penosutopum npueeaeHsl ans OC Astra Linux SE sepcumn 1.7.6.
*Tlpu MCNONb30BaHMM AOMEHHON CAyx6bl KaTanoros ALD Pro Heob6xoaMMo ykasbiBaTb afpeca peno3svTopueB B COOTBETCTBUM C
MHCTPYKLMEN No NOAroTOBKE M NPUCOEMHEHMIO XOCTa K AoMeHy ALD Pro.
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B npouecce ycTtaHOBKM B O(naiH pexunme MOXeT noTpeboBaTbCs 3aMeHa ONTUYECKMX AWUCKOB C HYXHbIM
peno3sutopueM («auck 1x», «anck 2», «develop»).

3.3.1.2 NMogKknoyeHne peno3sMTopues U YCTaHOBKA 3aBUcMMocCTeit Astra Linux Special Edition 1.8
MopsaaoK NOAK/HOUYEHUS PENO3UTOPUER M 3aBUCUMOCTEN:

o [Ins 0GHOBNEHWUSI MOCPELCTBOM CETM MHTEpHET nepes HayanoM YCTaHOBKM KOMMOHEHTOB HEOOX0AMMO
YCTaHOBWTb nyTu HaxoXAeHus BCEX HEOBX0AMMBIX pEenosuTopmes 2, 0TpeaaKkTMpoBaB dain
/etc/apt/sources.list, BbINOAHMB CIEAYIOLLYI0 KOMAHAY C MpaBaMu Cyrneprnosib30oBaTens:

sudo nano /etc/apt/sources.list
e YKaxuTe CCbUIKM Ha CieaytoLmne penosmtopmm 3

deb https://dl.astralinux.ru/astra/frozen/1.8 x86-64/1.8.1/main-repository/
1.8 x86-64 main contrib non-free

e YKaxuTe HMXeNpUuBEAEHHbIN PENO3UTOPUIA, eCIun B KauecTBe Beb-cepsepa b6yaet ucnonb3osatbcs Nginx:

deb https://dl.astralinux.ru/astra/frozen/1.8 x86-64/1.8.1/extended-repository/
1.8 x86-64 main contrib non-free

[na ycTaHOBKM HEOOXOAMMbIX KOMMOHEHTOB B OdnaiH pexuMme npeaBapuTeNbHO Heo6X0AMMO HacCTpOUTb
MCnonb3oBaHue YCTaHOBOYHbIX [IMCKOB B KauecTse peno3nTopuEB, OTpefakTUpoBaB dain
/etc/apt/sources.list.

Mpumep:

deb cdrom: [0S Astra Linux 1.7.6 1.7 x86-64 DVD ]/ 1.7 x86-64 contrib main non-free

e 3apeructpupyinte bu3MYECKMN ONTUYECKUMA AMUCK, YCTAHOBAEHHbIA B OMTUYECKUI NPUBOA, BbINOAHWUB
KOMaHzay:

apt-cdrom add

. BbinonHuTe o6HOBNEHWE NaKeTOB AN OﬂepaLLMOHHOVI CUCTEMDI U3 YKa3aHHbIX PeENno3nTopmes, BbiMONHUB
cneayrLlyo KoMaHay € npaBaMun cynepnosib3oBatena:

sudo apt update

. Ona NpoBEPKN AOCTYNHOCTU U TOTOBHOCTU K JanbHeNLWNM KOMaHaam cnenyet YCTaHOBUTb HeobxoauMble
naketbl M3 coctaBa OC, BbINONHMB CneayLlyr KoMaHay € npaBaMu cynepnosib3oBatens:

sudo apt install tar unzip iptables

B npouecce yctaHOBKM B OdnaviH pexume MOXeT noTpeboBaTbCs 3aMEHUTb U BCTAaBUTb AWUCK C HYXKHbIM
penosutopueM («auck 1x», «anck 2», «develop»).

3.3.1.3 NopgAaepKa aKTUBHOro peXx1umMa 3aMKHYTOM NPorpaMMHO cpeabl

LeHTtp ceptndukaumm Aladdin eCA obecneunsaet paboty OC Astra Linux Special Edition Bepcuin 1.7 n 1.8 B
aKTMBHOM pexurMe 3aMKHYTOW nporpammHoin cpenbl (nanee - 31C). [lns 3Toro B COCTaB yCTaHOBOYHbIX NakeToB LieHTpa

ceptudumkaumum Aladdin eCA BkntoueH ny6anyHbIM OTKPbIThINA Kntoy AO «Anapgann P..» - aladdin pub.key.

Mocne pacnakoBKM YCTAHOBOYHOIO NakeTa K4 Haxo4uTca No nyTu:

/opt/aecaCa/digsig/keys/aladdin pub.key

! I'IoapoGHee CM. Ha odunuUManbHOM CcaiTe NnpousBoauTens.

2 CcbINKM Ha peno3uTopum npueeaeHsl Ans Astra Linux SE 1.8.1
*Mpu ucnonb3oBaHuM LOMEHHOM Cnyx6bl Katanoros ALD Pro HeobxoauMMo ykasbiBaTb afpeca perno3vTOpueB B COOTBETCTBUM C
MHCTPYKLMEN No NOArOTOBKE M NPUCOEAMHEHUIO X0CTa K AomeHy ALD Pro.

AO «AnadduH P..», 1995—-2025 2. Pykosodcmso adMuHucmpamopa. Yacme 1. Ycmaroeka u ob6cnymuganue Llenmpa cepmugukauuu Aladdin Enterprise Certification Authority

Cmp. 31/113


https://wiki.astralinux.ru/pages/viewpage.action?pageId=41190634
https://wiki.astralinux.ru/pages/viewpage.action?pageId=302043111
https://www.aldpro.ru/docs/

LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.AJ1OE.03.01.020 32 01-1

[na obecneyenns pexxmma 3MC OTKPbITbINA KN4 HEOOXOAMMO NepeMecTuTb * B KaTanor:
/etc/digsig/keys/.

3.3.2 YcTaHOBKa cpeabl UCNONHEHUA Java

BHumaHue! Ina ob6ecnevyeHns ceptudpmuumpoBaHHon cpeabl (PyHKUMOHUPOBaHUS HeobGxoaumo
yctaHoBuTb Axiom JDK Certified.

3.3.2.1 YcraHoBKa Axiom JDK Certified

Onga yctaHoskn Axiom JDK Certified Bocnonb3yitecb MHCTPYKLMEN C 0DULMANBHOIO CaiTa NPOM3BOAUTENS.

3.3.2.2 YcraHoBKa OpenJDK
[nga yctaHoskn Open)DK Bocnonb3ynTecb MHCTPYKUMEN € odMLManbHOroO camTa Astra Linux:

o  UNHcTpykums ang Astra Linux SE 1.7 (B MHCTpyKummn onucaHa yctaHoBka Open JDK 11, yctaHoBka Open JDK

17 v 21 aHanorunyHa).

o WHcrpykums ang Astra Linux SE 1.8 (B MHCTpyKumMm onmcaHa yctaHoska Open JDK 17, yctaHoBka Open JDK

21 aHanorunyHa).
3.3.3 YcTaHOBKa 1 HacTpoiika CYB/,
BbinonHuTE yCTaHOBKY M HACTPOWMKY OAHOM U3 HMXenpusenéHHbix CYB/:
e PostgreSQL u3 coctasa OC.
e Postgres Pro.
e Jatoba.

Mopsipok paspewenus KoHGnukToB mexay CYB[ PostgreSQL npuseneH B [Mpunoxexun 1.

Mopsnok HacTpoiku B3aumogaenctemsa ¢ CYB[I, pasmelLeHHOM Ha OTAENbHOM Y31e, NpuBeAeH B [punoxeHum 2.

LeHTp ceptndumkaumm Aladdin eCA mMoxeT 6bITb HacTpoeH Ha B3ammogencteme ¢ CYBL no npotokony TLS.
lMporpamma He 6yaeT (QYHKUMOHWPOBATb, €C/IM MY He YyAanocb yctaHoBWTb TLS-coegnHenne ¢ CYB[. lMopsaok
HacTponku TLS-coenmHenns ¢ CYB[ npueeneH B Npunoxeruu 3.

3.3.3.1 YcTraHoBKa CYB/[, PostgreSQL?
Mopsinok yctaHoBku CYB/[, PostgreSQL:

e YCTaHoBWTE MOCNEAHIO AOCTYnHy Bepcuio CYB, BbLINMOMAHMB CAeaylowyld KOMaHay C npasamu
cynepnosnb3oBaTens:

sudo apt install postgresqgl

e BbiMonHWMTE YCTaHOBKY MOC/AeAHeN AOCTYMHOM BEpCMM MakeTa postgresqgl-contrib’, BbINOMHWB
CNnepyoLLy0 KOMaHAy C NpaBamMu Cynepronb3oBaTens:

sudo apt install postgresgl-contrib

e YcTaHoBMTE MakeT postgresgl-client, BbINOMHMB  C/edylolWyld KOMaH4y C  nNpaBaMmu

cynepnosib3oBaTens:
sudo apt install postgresgl-client
o 3anyctute CYB/, BbINOAHUB CEAYIOLLYIO KOMAHAY C MpaBaMu Cynepronb3oBaTens:

sudo systemctl start postgresqgl

! NaHHOe aencTBMe HeobXOAMMO BbINOMHATL NOC/E PacNakoBKM YCTAHOBOUHbIX nakeTos LleHTpa cepTudukaumm Aladdin eCA.
2 MoppobHoe onucaHne NPUBEAEHO Ha OOULMANBLHOM CaiTe NPOU3BOAUTENS.

* 1ns HEKOTOPbIX MUHOPHbIX Bepcui OC LaHHbIM NaKeT MOXET OTCYTCTBOBAT.
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o [Jlo6aBbTe CYB[l B aBTO3arpysKy, BbiNOMAHMB CIeAYOLLY KOMaHLy C NpaBaMu Cynepnoab3oBaTens:
sudo systemctl enable postgresqgl
e [Ipy HaMUMM MAHAATHBIX MOMUTHK L:

- BblZanTe MOJHOMOYMS MOJIb30BATENHD postgres, BbIMOAHMB CNE€AYHOLLYHD KOMaHAy C npaBamMu
cynepnonb3oBaTtend:

sudo pdpl-user -1 0:0 -1 63 postgres
- npenocTaBbTe CNYXeOHOMY MNONb30BaTEN0 postgres MPaBO Ha uTeHue @aina, COAEpXKALLEro

KnaccudrKauMOHHY MeTKY NO/b30BaTeNs, MOOYEPELHO BbIMOJHUB CNEAYIOWME KOMAHLbI C MpaBamMm
Cynepnosb3oBaTens:

sudo usermod -a -G shadow postgres
sudo setfacl -d -m u:postgres:r /etc/parsec/macdb
sudo setfacl -R -m u:postgres:r /etc/parsec/macdb

sudo setfacl -m u:postgres:rx /etc/parsec/macdb

o OtpepakTupyiite dann /etc/postgresqgl/11l/main/postgresql.conf? C npasamum
cynepnonb3oBatend, yCTaHOBMB A4 YUCnia ﬂO,D,KﬂPOLIEHMﬂ max_connections 3HayeHune 1000°3.

o Otpepaktupyite dann /etc/parsec/mswitch.conf c npaBamMu Cynepnonb3oBaTens, YCTAaHOBUB
napametpy zero if notfound 3HayeHHe yes.

e BbinonHute nepesanyck CYBL o BCTYNNEHUsS! M3MEHEHWI B CWUAY, BbIMOJHUB C/IEAYIOLLYIO KOMAHAY C
npaBamu Cyrneprosib30BaTens:

sudo systemctl restart postgresqgl
3.3.3.2 YcTtaHoBKa CYB/, Postgres Pro 4
MNMopsapok yctaHosku CYB[ PostgreSQL Pro:
e 3arpysuTe CKpUNT 415 A06aBNEeHUS pENO3UTOPUS, BbIMOHUB CIEAYIOLLYI0 KOMaHAY °:

wget --user [kimwou] —--password='' https://repo.postgrespro.ru/std/std-
16/keys/pgpro-repo-add.sh

e  3anycTute CKpWNT, BbIMOMHMB CNEAYIOLLYI0 KOMaHAy C NpaBaMu Cynepnonb3oBaTens:
sudo sh pgpro-repo-add.sh

[ O6HoBUTE CMCOK MaKeToB, BbINOJIHMB CNneayrulyo KOMaHAy C NnpaBaMu Cynepnosib3oBaTend:
sudo apt update

e YcrtaHoBuTe CYB/[, BbINONHMB CNefyOLLY0 KOMaHAy C NpaBaMuM Cynepnofib3oBaTens:
sudo apt install postgrespro-std-16

e [lpu HaAMYMM MaHAATHBIX MOAUTHUK o

- BblgalTe MOJHOMOYMS MOJIb30BATENHD postgres, BbINOJHUTL CAeAylLlWyd KOMaHAy C npaBaMu
cynepnonb3oBaTtens:

! Moppo6Has MHdopMaums no ayteHTdukaumm B CYBL PostgreSOL npuBeseHa Ha 0GUUMaNbHOM CalTe NPOM3BOAMUTENS.
2 PacnonoxeHue daiina MOXeT OTaMYaTthca. Pacnonoxenue daina ykasano ana CYB[, PostgreSQL sepcuu 11. Ons noucka daiina
ucnonb3yimte KoMaHay sudo find / -type f -name postgresqgl.conf

* 3HaueHne max_connections pasHoe 1000 fBNseTCS pekoMeHayeMbiM. Mpu HEOBXOANMOCTYU YBEAUULTE AAHHOE 3HAYEHME.
* Moapo6Hoe onucaHue NpUBEAEHO HA 0hMUMAILHOM CaiiTe MPOU3BOAUTENS.

5 KoMaHabl Huke npuseaeHbl ans CYBJ, Postgres Pro Bepcun 16.

% Moapo6Has nHdpopMauma no ayreHtudmkauumn B CYB[L PostgreSQL Pro npueeaeHa Ha obu1UManbHOM caiiTe NpoM3BoaMTENs.
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sudo pdpl-user -1 0:0 -i 63 postgres

- npepocTaBbTe CNYXeOHOMY MOMb30BaTeNl0 postgres MNpPaBO Ha 4vTeHue danna, copepkallero
KNnaccudUKaLMOHHYI0 METKY MOoJib30BaTesisl, NooYepesHO BbINOJHMB Cleaylolme KOMaHabl C NpaBaMu
cynepnosib3oBaTens:

sudo usermod -a -G shadow postgres
sudo setfacl -d -m u:postgres:r /etc/parsec/macdb
sudo setfacl -R -m u:postgres:r /etc/parsec/macdb

sudo setfacl -m u:postgres:rx /etc/parsec/macdb

- Ortpepaktupynte dann /etc/parsec/mswitch.conf ¢ npaBamMu cynepnonb3oBaTens, yCTaHOBUB
napametpy zero_ if notfound 3HayeHue yes.

e Otpepaktupyite dain /var/lib/pgpro/std-16/data/postgresql.conf! ¢ npaBamu
cynepnonb3oBatend, yCTaHOBMB 4714 YUcnia I'lO,D,KﬂPOLIEHMﬁ max_connections 3HaueHme 10002

e [lpu OTCYTCTBMM CO3AaNTE CUMBOIMYECKME CChIKM HA YTUAUTBI psql M pg dump, BbINOJHUB Cleaylolme
KOMaHAbl C MpaBaMu Cyrneprosib3oBaTeNs:

sudo 1n -s /opt/pgpro/std-16/bin/psqgl /usr/bin/psqgl
sudo 1ln -s /opt/pgpro/std-16/bin/pg dump /usr/bin/pg dump

o [lepesanyctute CYB/, BbINONHMB KOMAHAY C NpaBaMu Cynepnosib3oBaTens:
sudo systemctl restart postgrespro-std-16.service

3.3.3.3 YcraHoBKa CYB/, Jatoba 3

Mopsanok yctaHoekn CYB[ Jatoba:

o (Co3pavite katanor /localrepo, BbINOIHUB KOMaHAy:

sudo mkdir /localrepo

e Bkaranor /localrepo ckonupyinte Heobxoaumbie Gannbl ons yctaHosku CYB/[, Jatoba.

BHumaHue! TpebGyeTcsa ckonupoBaThb NOJIHYIO CTPYKTYpY ¢haifioB 1 KaTanoroB U3 AMcTpubyTuea.
Takxxe gonyckaeTcsi ycTaHOBKa C ONTUYECKOro Aucka HanpsAMylo. B aTom cny4yae, nonb3oBarento
He TpebyeTcsA konupoBaTb annbl, a BMeCTO Katanora /localrepo BO BCeX Lliarax ganee
yKasbiBaTb COOTBETCTBYHOLMA NyTb A0 HOCUTENs U pupekTopuio penosutopuss CYB[ Ha
HocuTene ans cooteBetrcTaytowwen OC.

o  [uctpubytus CYB[ Jatoba conepxurt:
- KaTtanor /pool.
- Karanor /dists.
- ®aiin knoya DEB-GPG-KEY-Jatoba.
e [IpoBepbTe pe3ynbTaT KONMpoOBaHUs Bcex ¢arnnos amctpubytnea CYBM. Ong 3Toro nepenaute B Katanor
/localrepo v BbINOMHUTE CIEAYIOLLYH0 KOMaHAY:

1ls -1

. YcTaHoBuTe OTKprTbIVI KNKY  peno3ntopuda, BbINONMHUMB  CAEAYOLWYHO  KOMaHAy C  NpaBaMu
cynepnonb3oBartens:

! Pacnonoxenue daitna ykasaHo ana CYB[ Postgres Pro Bepcum 16. Ing noucka daina ucnonb3yiTe koManay sudo find / -type
f -name postgresqgl.conf

% 3HavyeHne max_connections paBHoe 1000 ABASETCS peKOMeHAyeMbIM. MPU HEOBXOAUMOCTY YBENUYLTE AAHHOE 3HAYEHME.

* Moppo6Hoe onucaH1e NpUMBEAEHO Ha 0bULMAIbHOM CaiiTe MPOMU3BOAMTENA.
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sudo apt-key add /localrepo/DEB-GPG-KEY-Jatoba

o Cospavite pann /etc/apt/sources.list.d/jatoba-[Bepcus] .1list C ONUCAHMEM NIOKANBHOIO
peno3nTopua B CUCTEME, B KOTOPOM pa3sMeCTUTe cneayruiee onmcaHme:

deb file:///localrepo stable non-free

. O6HoBMTE ONMCaHMS NakeToB, BbIMOJIHMB CNeayrLyo KOMaHAy C NpaBaMun Cynepnosb3oBaTend:

sudo apt update

e YctaHoBMTe 0CHOBHble nakeTbl CYB/, BbINOAHUB Cneayrowyo KOMaHAy C NpaBaMu Cynepnosb3oBaTens:

sudo apt install jatobal[eepcus]-client Jjatoba[Bepcua] -contrib jatoba[Bepcus]-1libs
Jjatoba [Bepcusa] -server

BHumaHue! MNMakeTbl jatoba [Bepcusi] ~client, jatoba[Bepcust] -contrib, jatoba[Bepcusz] -1ibs
M jatoba [Bepcusi] —~server ABNAIOTCA 00si3aTenbHbIMK Ans yctaHoBku CYB.

L] I'IpM Ha/IM4YnMM MaHOATHbIX NOJIUTUK L

- BblAANTE MOJHOMOYMS MONb30BATEND postgres, BbIMOJHUTL CEAYIOWYI0 KOMaH4y C MpaBamu
cynepnosb3oBaTens:

sudo pdpl-user -1 0:0 -i 63 postgres
- npenocTtaBbTe Cﬂy>K€6HOMy NnoNb30BaTeNi0 postgres MpaBO Ha 4YTeHUe q:aﬁna, copepxkauwero

KﬂaCCMdJMKaLI,MOHHyPO METKY Nnonb30BaTeNnd, noo4YepeaHoO BbINOJHMB cneayowme KoMaHabl C NnpaBamMu
cynepnonb3oBaTtena:

sudo usermod -a -G shadow postgres
sudo setfacl -d -m u:postgres:r /etc/parsec/macdb
sudo setfacl -R -m u:postgres:r /etc/parsec/macdb

sudo setfacl -m u:postgres:rx /etc/parsec/macdb

- Ortpepaktupyite dann /etc/parsec/mswitch.conf ¢ npaBaMu Cynepnonb3oBaTens, yCTaHOBMB
napametpy zero if notfound 3HayeHue yes.

o [lepeianTe B KaTanor pacnosioXXeHuns ncnonHsemoix darinos CYB/, BbINOAHMB CNeayoLLy0 KOMaHAaYy:
cd /usr/jatoba-[Bepcusa] /bin/
e Nuuumanusumpyite katanor gaHHbix CYB/I, BbINOAHMB CleaytoLLyo KOMaHay C NpaBamMu Cyneprnonb3oBaTtens:

sudo ./jatoba-setup initdb jatoba-[Bepcusga]

o Otpepaktupyiite ¢ain /var/lib/jatoba/[Bepcusa] /data/postgresqgl.conf ¢ npaBamu
cynepnonib3oBaTens, ycTaHOBMB A1st YACNA NOAKMIOYEHNI max connections 3HaueHue 10002

o [lo6asbte CYB/] B aBTO3arpysKy, BbINO/AHWB C/IeAYOLLYI0 KOMaHAy C NpaBaMu Cynepnonb3oBaTens:

sudo systemctl enable jatoba-[Bepcus]

e BbinonHute nepesanyck CYBL ong BCTYNNeHUS U3MEHEHUI B CUAY, BbIMOAHUB CIEAYIOLLYIO KOMAHAY C
npaBamu Cyneprosib30oBaTens:

sudo systemctl restart jatoba-[Bepcwus]

B cnyvae BO3HMKHOBEHMS OWMGKM 3amycka CreayeT MpoaHanu3MpoBaTb BHYTPEHHWE CUCTEMHbIE XKYpHasbl

CybA:

! Moppo6Has nHbopMaums no ayteHTudukaumm B CYBL, PostgreSOL Pro npuseseHa Ha 0GULManbHOM CaiTe NPOM3BOAMUTENS.

% 3HayeHne max_connections paBHoe 1000 ABASETCS peKOMeHAyeMbIM. [PU HEOBXOAUMOCTY YBENMYLTE AAHHOE 3HAYEHME.
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ls /var/lib/jatoba/[Bepcus]/data/log

cat /var/lib/jatoba/[Bepcusa]/data/log/ [weekDay]

3.3.4 YcTaHOBKa Beb6-cepBepa

BHumaHue! [Ina ob6ecneyeHns ceptucdpmunpoBaHHon cpeabl (PyHKUMOHUPOBaHUS HeobGxoaumo
ycTaHOBUTb Beb-cepBep Apache ns ocHoBHoro penosutopusa ceptudmumposaHHon OC.
3.3.4.1 YcraHoBKa Beb6-cepBepa Apache
Mopsipok ycTaHoBKM Beb-cepeepa Apache:
e  YCTaHOBMTE NaKeT, BbIMOJHMB KOMaHAy C MpaBaMu Cynepnosib3oBaTens:
sudo apt install apache2
o AxTvBMpY#TE MOAYNM, BbINOMHMB NOOYEPEAHO C/ieayolwmne KOMaHabl C NpaBaMu Cynepnonb3oBaTens:
sudo aZenmod ssl
sudo aZenmod proxy
sudo aZenmod proxy http
sudo aZenmod headers
sudo aZenmod cgi
sudo aZenmod rewrite
sudo aZenmod http2
° I'Iepe3anyCTMTe Be6-cepBep, BbIMNOJIHMB CNeyrLy0o KOMaH4y C NpaBaMu cynepnosib3oBaTena:
sudo systemctl restart apache2.service
e [lo6aBbTe Beb-cepBep B aBTO3arpy3Ky, BbIMOMHMB CIEYIOLLYH0 KOMaHAY C NpaBaMuM Cyneprosib30BaTens:
sudo systemctl enable apache?2

e [lnga NPOBEPKMN KOPPEKTHOCTU 3aNyCKa Mop.yneﬁ BblNONHMUTE Cnegyroulyo KoMaHay C npaBaMu
cynepnonb3oBatend:

sudo apachectl -M | grep -E 'ssl|proxy|proxy http|headers|cgi|rewrite|http2'
3.3.4.2 YcraHoBKa Be6-cepBepa Nginx
MNMopspnok yctaHoBku Be6-cepsepa Nginx:

e YcTaHOBWTE MaKeT M3 pacmpeHHoro penosutopusi OC, BbIMOMHMB CNefyloLyl0 KOMaHAy C npaBaMu
cynepnosb3oBaTens:

sudo apt install nginx

e  3anycTuTe YCTaHOBJIEHHbI Be6G-CepBep, BbIMOJHMB CIeAyOLLY0 KOMaHAY C NpaBaMuM Cynepnosib3oBaTens:
sudo systemctl start nginx

e [lobaBbTe Beb-cepBep B aBTO3arpy3Ky, BbIMOJHUB CNEAYIOLLYI0 KOMaHAY C NpaBaMu Cyneprosib3oBaTens:

sudo systemctl enable nginx

3.4 NoaroToBKa cpeabl pyHKUMOHUpoBaHUA ¢ OC AnbT CepBep

3.4.1 NogKno4eHne peno3snTopues U YCTAHOBKA 3aBUCUMOCTEN

Insa paseépTbiBaHua LleHTpa ceptudumkaumm Aladdin eCA ¢ ucnonb3oBaHueMm Beb-cepBepa Apache nepep
HayasoM YCTaHOBKM HEOOX0AMMO YCTaHOBUTb MYTb HAXOXAEHUS HEOOXOAMMOro peno3nTopus:

e Otpepaktupyiite dann /etc/apt/sources.list, BbIMOAHUB CNedyloLWyd KOMaHAy C fpaBamu
Cynepnosib30BaTens:
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sudo nano /etc/apt/sources.list.d/aptsp.list

e YkaxuTe B painie CCblIKY Ha Cnefyowmii peno3MTopui:

rpm [cert8] http://update.altsp.su/pub/distributions/ALTLinux cl0f/branch/x86 64-
1586 classic

. MNMocne 3toro oB6HOBWTE CMMCOK OOCTYNMHbIX MAaKeToB, BbIMONMHMB cCheaywoWwyr KOMaHgy C npaBaMu
cynepnonb3oBatend:

sudo apt-get update

3.4.2 YcTaHOBKa cpeabl UCNONHEHUA Java

BHumaHue! Ona ob6ecnevyeHusa cepTuduumpoBaHHON cpedbl (PYHKUMOHUPOBAHUA HeoBXoaumo
ycTtaHoBuTb Axiom JDK Certified.

3.4.2.1 YcTraHoBKa Axiom JDK Certified

Ina ycraHosku Axiom JDK Certified Bocnonb3yntecb MHCTPYKLIMEN C ODULIMANIbHOIO CalNTa NPOU3BOAUTENS.

3.4.2.2 YcraHoBKa OpenJDK

[ns ycraHosku Openl)DK Bocnonb3ynTech MHCTPYKUMEN ¢ obuumanbHoro canta npoussoautens OC.

3.4.3 YcTaHOBKa U HacTpoiika CYB/,

BbinonHuTe yCTaHOBKY M HACTPOWMKY OAHOM U3 HMXenpusenéHHbix CYB/:
e PostgreSQL u3 cocrasa OC;

e Postgres Pro;

e Jatoba.

Mopsipok paspewwenus KoHGnukToB Mexay CYB PostgreSQL npuseneH B [Mpunoxerun 1.

Mopsanok HacTpoiku B3aumogaenctemsa ¢ CYB[I, pasmelLeHHOM Ha OTAENbHOM Y31e, NpuBeAeH B [punoxeHum 2.

LeHtp ceptndumkaumm Aladdin eCA mMoxeT 6bITb HacTpoeH Ha B3ammogencteme ¢ CYBL no npotokony TLS.
lporpamMmMa He 6yaeT QYHKUMOHWMPOBATb, €C/IM €MY He YAanocb yctaHoBWTb TLS-coegnHenne ¢ CYB[. lMopsaok
HacTporku TLS-coenmHenns ¢ CYB[ npueeneH B NpunoxeHum 3.

3.4.3.1 YcTaHoBKa CYB/[, PostgreSQL?
Mopsipok yctaHoBku CYB/[, PostgreSQL:
e YcTaHoBuTE nocnegHo AoctynHyo Bepcmto CYB/ PostgreSQL, BbINOAHWB KOMaHAY:

sudo dnf install postgresgl-server

e BbinonHute ycTtaHOBKY nocnegHer AOCTYMHOM BepcuM MakeTa postgresgl-contrib, BbIMOAHWMB
KOMaHAy:

sudo dnf install postgresgl-contrib
e [lpousBegute nHmumanusaumio CYB/, BbINONHMB KOMaHAY:
sudo postgresqgl-setup --initdb

B cnyyae BO3HMKHOBEHMS OWKNOKM Data directory in ‘/var/lib/pgsgl/data’ is not empty..
OYMCTUTE KATaNor KOMaHOOM HUXE U NOBTOPUTL MHMUManu3aumo CYB/.

sudo rm -rf /var/lib/pgsqgl/data
o 3anyctute CYB/, BbINONHUB CNEAYIOLYIO KOMAHAY C NpaBamMu Cynepnonb3oBaTens:

sudo systemctl start postgresgl

! Moppo6Hoe onrcaHme NpUBEAEHO HA 0bULMAIbHOM CaiiTe NPOMU3BOAUTENS.
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e [Jlo6asbTe CYB/ B aBTO3arpysKy, BbINOAHMB CEAYOLLY0 KOMaHAY C NpaBaMu Cyreprnofib3oBaTens:

sudo systemctl enable postgresqgl

o  OtpepakTupyiite dann /var/lib/pgsql/data/postgresql.conf! C npaBamm
cynepnosib3oBaTtesnis, yCTaHOBMB /191 YMCNa NOAKNIOYEHMIM max connections 3HaveHue 10002

. BbinonHute nepesanyck CYBL ans BCTyNnneHunA WU3MEHEHUI B cuny, BbINONIHMB CNEAYHOLWYH KOMaHAY C
npaBaMun cynepnosib3oBaTena:

sudo systemctl restart postgresqgl
3.4.3.2 YcraHoBKa CYB/ Postgres Pro 3
Mopsnok yctaHokn CYB[ Postgres Pro:
e 3arpysuTte cKpUNT 45 4OOABNEHUS PENO3UTOPHS, BbIMOJHWUB CNEAYIOLLYI0 KOMaHay *:

wget --user [kjwou] —--password='' https://repo.postgrespro.ru/std/std-
16/keys/pgpro-repo-add.sh

e 3anyctute CKpWNT, BbIMOMHMB CNefyIOLLY0 KOMaHay C npaBaMu Cynepnonb30oBaTens:
sudo sh pgpro-repo-add.sh

e (O6HOBUTE CMMCOK NAKETOB, BbINOMHWUB CIeAyIOLLY0 KOMaHy C NpaBaMu Cynepnob3oBaTens:
sudo dnf update

e YcraHosuTe CYB/[, BbINONHMB CnefytoLLy0 KOMaHAy C npaBaMu Cynepnonib3oBaTens:
sudo dnf install postgrespro-std-16

e Orpepaktupyite dain /var/lib/pgpro/std-16/data/postgresql.conf’® ¢ npasamu
cynepnonb3oBatend, yCtTaHOBMB A4 YUcnia I'IO,EI,KJ'IPOLIEHMﬁ max_connections 3HaueHme 1000°.

L] I'IpM OTCYTCTBUM €034anTe CUMBOJIMYECKME CCbUTKM HA YTUNUTbI psgl un pg_dump, BbIMNO/MHNUB KOMaHAbl C
npaBaMun cynepnonb3oBaTena:

sudo 1n -s /opt/pgpro/std-16/bin/psqgl /usr/bin/psgl
sudo ln -s /opt/pgpro/std-16/bin/pg dump /usr/bin/pg dump

e T[lepe3sanyctute CYB[ Postgres Pro, BbINONHWB CedytoLLy0 KOMaHAy C NpaBaMu Cynepnonb3oBaTens:
sudo systemctl restart postgrespro-std-16.service

3.4.3.3 YcTaHoBKa CYB/, Jatoba’

Mopspok yctaHoskn CYB[ Jatoba:

o (Cospavite KaTanor /localrepo, BbINOMAHMB CeAyOLLY KOMaHA4y C NpaBaMu Cynepnonb3oBaTens:
sudo mkdir /localrepo

o (CkonupynTte B KaTtanor /localrepo HeobxoanMble dannbl ans yctaHosku CYB/.

BHumaHue! TpebyeTcs ckonupoBaTh NOJIHYK CTPYKTYpY ¢halinoB M KaTanoros U3 gucTpuobytuea.
Takxke gonyckaeTcsi ycTaHOBKa € ONTMYECKOro AUcKa Hanpsimyro. B aTtom cny4yae, nonb3oBartento

! PacnionoxeHue daina MOXeT OTANYATbCA, NS NOMCKa MCMONb3yiTe KoMaHay sudo find / -type f -name postgresql.conf
2 3HaueHne max_connections pasHoe 1000 gBngeTcs pekomeHayeMbiM. [pu HeoBX0AMMOCTH yBENYbTE AaHHOE 3HaYeHKe.
* Moppo6Hoe onMcaH1e NpUBEAEHO Ha 0bULMAIbHOM CaiiTe NPOU3BOAUTENS.

* KomaHgbl HWxe npuseseHa ans CYBL Postgres Pro sepcuum 16.

5 Pacnonoxenue daitna ykasaHo ana CYB[ Postgres Pro Bepcuu 16. Ing noucka daina Mcnonb3yiite koMangy sudo find / -type
f -name postgresqgl.conf

© 3HauyeHne max_connections paBHoe 1000 ABASETCS peKOMeHAyeMbIM. MPU HEOBXOAUMOCTY YBENMYLTE AAHHOE 3HAYEHME.

’ Moapo6Hoe onMcaHue NpuUBeAEHO B 0bMUMaIbHON AOKYMEHTaUMM Ha Jatoba.
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He TpebyeTcA konupoBaTb pannbl, a BMeCTO Katanora /localrepo BO BCeX Llarax pganee
yKa3biBaTb COOTBETCTBYHWLWMWN NyTb OO HOcCUTens U paupektopuio penosutopuss CYB[ Ha
HocuTene ana coorseTcTBytowen OC.
e Juctpubytmue CYB[, conepxwr:

- Kartanor /packages.

- Karanor /repodata.

- @ain knovya RPM-GPG-KEY-Jatoba.

e [lpoBepbTe pe3ynbTaT KONMPOBaHUS Bcex darnos auctpubytuea CYB/. [ins sToro nepeigute B KaTanor
/localrepo v BbINOAHUTE CNEAYIOLYI0 KOMaHaY:

1s -1

o Co3paiite dain /etc/apt/sources.list.d/jatoba-[Bepcua] .1list nog agMUMHUCTPATOPOM C
OMNWCAHWEM IOKANBHOr0 PENO3UTOPUS B CUCTEME, B KOTOPOM pa3MecTuTe Cleayloliee onncaHue:

rpm file:///localrepo x86 64 classic

o (O6HOBMTE OMMCAHMS NAKETOB, BbINOAHUB C/IEAYHOLYH KOMAHAY C NpaBaMu Cyrnepnosb3oBaTens:
sudo apt-get update

e YcraHoBuTe ocHOBHble nakeTbl CYB/I, BbINOAHUB CneayrowWwyo KOMaHAy C NpaBaMu Cynepnonb3oBaTens:
sudo apt-get install jatobal[Bepcus]-client jatoba[Bepcual-contrib jatoba[Bepcus]-

libs jatoba[Bepcus]-server

BHumaHue! MNMakeTbl jatoba [Bepcusi] -client, jatoba[Bepcust] —-contrib, jatoba[Bepcusz] -1ibs
M jatoba [Bepcusi] —~server ABMAIOTCA 00s3aTeNbHLIMMU AN yctaHoBku CYB[.
o [lepeianTe B KaTanor pacnosioXXeHuns ncnonHsemoix davinos CYB/, BbINONAHMB CNeayoLLy0 KOMaHAaYy:
cd /usr/jatoba-[Bepcusa] /bin/
e Muuumanusumpyiite katanor gaHHbix CYB/I, BbINOAHMB CleaytoLLyto KOMaHay C NpaBamMu Cyneprnonb3oBaTtens:
sudo ./jatoba-setup initdb jatoba-[Bepcusga]

o Ortpepaktupyitte dann /var/lib/jatoba/ [Bepcus]/data/postgresgl.conf ¢ npaBamu
Cynepnonb3oBaTens, yCTaHOBMB AfS YAC/IA MOAK/IIYEHUI max connections 3HaueHne 1000

o [lo6asbte CYB/] B aBTO3arpysKy, BbINOAHMB CIeAYOLLYI0 KOMaHAy C NpaBaMu Cynepnonb3oBaTens:
sudo systemctl enable jatoba-[Bepcwus]

e BbinonHute nepesanyck CYB[ ong BCTYNNeHUS U3MEHEHUI B CUAY, BbIMOAHUB C/IEAYIOLLYIO KOMAaHAY C
npaBamu Cyneprosib30oBaTens:

sudo systemctl restart jatoba-[Bepcusa]

3.4.4 YcTaHOBKa Beb6-cepBepa

BHumaHue! ina ob6ecnevyeHnsa ceptucpuumpoBaHHOM cpeabl (PyHKUMOHUPOBaHUSA Heob6xoaumo
ycTaHOBUTbL Beb-cepBep Nginx ns ocHoBHoOro penosutopusa ceptudmumpoBaHHon OC.

3.4.4.1 YcTaHoBKa Be6-cepBepa Apache

Mopsipok ycTaHoBKM Beb-cepBepa Apache:

e YCTaHOBWTE NaKeT, BbIMOJHMB CIEAYIOLLYI0 KOMaHAY C MpaBaMu Cyrneprosib30BaTens:

! 3HaueHne max_connections pasHoe 1000 fBseTCs pekoMeHayeMbiM. Mpu HEOBXOANMOCTY YBEAUUYLTE AAHHOE 3HAYEHME.
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sudo apt-get install apache2-mod http2

e YcTaHoBMTE MOAYAb SSL, BbINOMHUB CNeAyHOLLY0 KOMaHAy C NpaBaMu Cynepnonb3oBatens:
sudo apt-get install apacheZ2-mod ssl

o Cospaiite cnepytowme daiinb:

- /etc/httpd2/conf/mods-available/http2.load, BbIMOMHUB CAEAYOWYI0 KOMaHay C
npaBaMu Cyrneprosib30BaTesns:

sudo nano /etc/httpd2/conf/mods-available/http2.load

BHecuTe cnepytownii TEKCT B CO34aHHbIV (ann:

LoadModule http2 module /usr/lib64/apache2/modules/mod http2.so

- /etc/httpd2/conf/mods-available/http2.conf BbINONHMB CNEdyOWY KOMaHAy C
npaBaMu Cyrneprosib30BaTesns:

sudo nano /etc/httpd2/conf/mods-available/http2.conf

BHecuTe cnenylowmii TeKCT B CO3AaHHbIN dann:

# mod http2 doesn't work with mpm prefork
<IfModule !mpm prefork>

Protocols h2 h2c http/1.1
</IfModule>

e AKTMBMpYITE MOAYNU, BbINOHUB NOOYEPESHO CNeayloLmMe KOMaHabl C MpaBaMu Cyneprosnb3oBaTens:
sudo aZenmod ssl
sudo aZ2enmod proxy
sudo aZenmod proxy http
sudo aZ2enmod headers
sudo aZ2enmod cgi
sudo aZenmod rewrite
sudo aZenmod http2
e  Bkntouute https-nopt no yMonuaHuio, BbINOSHUB CIEAYIOLLYH0 KOMAHAY C NpaBaMuM Cynepnosib3oBaTens:
sudo aZenport https
3.4.4.2 YctaHoBKa Be6-cepBepa Nginx
Mopsipok ycTaHoBKM Beb-cepeepa Nginx:

e YctaHoBuTe nakeTt u3 oduumanbHoro penosutopusi OC, BbINONHWMB CNeAyioLyd KOMaHA4y C npasamwu
cynepnosnb3oBaTens:

sudo apt-get install nginx

e  3anycTuTe yCTaHOBNEHHbIN BeBO-CcepBep, BbINMOMHMB C/1efyH0LLY0 KOMaHAy C NpaBaMu Cynepnosib30BaTens:
sudo systemctl start nginx

e JlobaBbTe BeG-cepBep B aBTO3arpy3Ky, BbIMOMHMB CEAYIOLLYH0 KOMAHAY C NpaBaMu Cyrneprosib30oBaTenNs:

sudo systemctl enable nginx
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3.5 NoaroToBKa cpeabl pyHKUMOHMpOoBaHUA ¢ OC «Platform V SberLinux OS Server»
3.5.1 YcTaHOBKa cpeAbl UCNONHeHUA Java

BHumaHue! inA obecneyeHus cepTUULMpoOBaHHON cpeAbl (hyHKLMOHUPOBAHUA Heo6Xoaumo
ycTtaHoBuTb Axiom JDK Certified.

3.5.1.1 YcraHoBKa Axiom JDK Certified

Inga yctaHoskn Axiom JDK Certified Bocnonb3yintecb MHCTPYKLMEN C 0DULIMANBHOIO CaiTa NPOM3BOAUTENS.

3.5.1.2 YcraHoBKa OpenJDK

[nga ycraHoeku Open)DK BoCNonb3ynTeCh MHCTPYKLMEN MO YCTAHOBKE NakeTa ¢ oduumanbHoro canta Platform
V SberLinux OS Server.

3.5.2 YcTaHoBKa u HacTponKka CYb/

BbinosHMTE YCTAHOBKY M HACTPOMKY O4HOM U3 HMXenpuBeaEHHbIX CYB/:
e PostgreSQL u3 cocrasa OC.

e Postgres Pro.

e Jatoba.

MNMopspok paspewenuns koHdnukToB Mmexay CYBJ PostgreSQOL npueeneH B Mpunoxexum 1.

Mopsipok HacTporiku B3aumogencteuns ¢ CYB[, pasmelleHHoM Ha OTAENbHOM y3ne, npuBeneH B [Tpunoxernun 2.

LUentp ceptndumkaumm Aladdin eCA moxeT 6bITb HacTpoeH Ha B3ammopenctame ¢ CYB[ no npotokony TLS.
lporpamMMa He 6yaeT (GYHKLUMOHMPOBATb, €CIM €MY HEe YAaAnocCb ycTaHoBUTb TLS-coepuHeHwe ¢ CYBM. Mopsipok
HacTponku TLS-coenmHenns c CYB npuseneH B Npunoxexun 3.

3.5.2.1 YcraHoBKa CYB/, PostgreSQL!
Mopsapok yctaHoku CYB[ PostgreSQL:
e YcTaHoBuTE nocnegHo AoctynHyo Bepcuto CYB/ PostgreSQL, BbINOAHWB KOMaHAY:

sudo dnf install postgresgl-server

e BbiNosHMTE YCTaHOBKY MOCAEAHEN [OCTYMHOM BepcuM naketa postgresgl-contrib, BbINOAHMB
KOMaHay:

sudo dnf install postgresgl-contrib
e [lpouzBegute nHmumanusaumio CYB/, BbINONHMB KOMaHAY:
sudo postgresgl-setup --initdb

B cnyyae BO3HMKHOBEHMS OWKNOKM Data directory in ‘/var/lib/pgsgl/data’ is not empty..
OYMCTUTE KATaNor KOMaHOOM HUXE U NOBTOPUTL MHUUManu3aumo CYB[.

sudo rm -rf /var/lib/pgsqgl/data
e 3anyctute CYB/, BbINONHUB CNEAYIOLLYI0 KOMAHAY C NpaBaMu Cyneprosib30oBaTens:
sudo systemctl start postgresqgl
o [lo6asbte CYB/ B aBTO3arpysKy, BbINOAHUB CeAyHOLWYH KOMaHAY C NpaBaMu Cynepnonb3oBaTens:

sudo systemctl enable postgresqgl

! I'IoapoGHoe onucaHune npueBeneHo Ha oduruManbHOM CaiTe NpousBoanTens.

AO «AnadduH P..», 1995—-2025 2. Pykosodcmso adMuHucmpamopa. Yacme 1. Ycmaroeka u ob6cnymuganue Llenmpa cepmugukauuu Aladdin Enterprise Certification Authority

Cmp. 41 /113


https://axiomjdk.ru/pages/axiomjdk-install-guide-17.0.14/
https://platformv.sbertech.ru/docs/public/SLO/9.1.0-fstec/common/documents/pfstec/administration-guide/java.html
https://platformv.sbertech.ru/docs/public/SLO/9.1.0-fstec/common/documents/pfstec/administration-guide/java.html
https://postgrespro.ru/docs

Lentp ceptudmkaToB goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.AJ1OE.03.01.020 32 01-1
o  Otpepaktupyiite danin /var/lib/pgsql/data/postgresql.conf! o npaBamu

cynepnonib3oBaTens, ycTaHOBMB A1 YMCNA NOAK/MNIOYEHN max connections 3HaueHne 10002

e OtpepakTupyitte daiin /var/lib/pgsql/data/pg hba.conf® c npaBamu Cynepnosb30BaTens,
M3MEHMB C/leaytoLMe NapaMeTpbl ANs YCNELWHOMO IOKAbHOIO NOAK/IYEHMS NOb30BaTens K 6ase AaHHbIX:

host all all 127.0.0.1/32 ident Ha host all all 127.0.0.1/32 password
host all all ::1/128 ident Ha host all all ::1/128 password
e Bbinonnute nepesanyck CYBM, ans BCTynneHUs M3MEHEHUI B CUAY, BbINOJIHMB CAEAYHLLY KOMaHAay C
npaBamu cynepnonb3oBaTens:
sudo systemctl restart postgresqgl
3.5.2.2 YctaHoBKa CYB/, Postgres Pro 4
Mopsipok ycraHosku CYB/M, Postgres Pro:
e 3arpysuTe CKpUNT 45 A06aBNEeHUS peENO3UTOPUS, BbIMOHMB CIEAYIOLLYI0 KOMaHAY °:

wget --user [kjwou] —--password='' https://repo.postgrespro.ru/std/std-
16/keys/pgpro-repo-add. sh

e  3anycTuTte CKPWNT, BbINOMHMUB C/IEAYIOLLYI0 KOMaHAy C NpaBaMu Cynepnosib3oBaTens:
sudo sh pgpro-repo-add.sh

e (O6GHOBUTE CMMCOK NAKETOB, BbIMOJHMB CNEAYIOLLYI0 KOMAHAY C MpaBaMu Cynepnosib3oBaTens:
sudo dnf update

e YcrtaHoBuTe CYB/[, BbINONHMB CNefyOLLy0 KOMaHA4y C npaBaMuM Cynepnosib3oBaTens:
sudo dnf install postgrespro-std-16

e Otpepaktupyite dain /var/lib/pgpro/std-16/data/postgresql.conf® ¢ npasamu
cynepnonb3oBatend, yCtTaHOBMB A4 YUcnia I'IO,EI,KJ'IPOLIEHMﬁ max_connections 3HaueHme 10007

o  OtpepmakTupyiite dain /var/lib/pgpro/std-16/data/pg hba.conf? C npaBamu
Cynepnosib30BaTensl, U3MEHUB CNeayoLLMe NapaMeTpbl 418 YCNeLWHOro JI0KasbHOro NOAK/IYEHNS NONb30BaTeNs K 6ase
LaHHbIX:

host all all 127.0.0.1/32 ident Ha host all all 127.0.0.1/32 password
host all all ::1/128 ident Ha host all all ::1/128 password

e [lpu OTCYTCTBMM CO3AaNTE CUMBOMYECKME CCbINKM HA YTUAUTBI psql M pg dump, BbINOMHUB Cleaylolme
KOMaHZbl C MpaBaMu Cynepnosib3oBaTens:

sudo 1In -s /opt/pgpro/std-16/bin/psqgl /usr/bin/psgl

! Pacnonoxenne Gaiina MoxeT oTaMuathcs. [na noucka daitna ucnonbsyiiTe koMaHay sudo find / -type £ -name
postgresqgl.conf

2 3Hauenne max connections pasHoe 1000 sBngeTcs pekomMeHayeMbiM. Mpu He06Xx0ANMOCTH yBENNYbTE AAHHOE 3Ha4YeHKe.

® Pacrionoxerue daiina MoXeT oTnndaTbea. [ns novcka daina ucnonbsyiire komanay sudo find / -type £ -name pg_hba.conf

* Moapo6Hoe onucaH1e NPUMBEAEHO Ha 0bULIMANbHOM CaiTe NPOU3BOAUTENS.

> Komanabl Huxe npuseneHa ans CYB[, Postgres Pro Bepcun 16.

6 PacnonoxeHue ¢aiina ykasaHo anst CYB[], Postgres Pro Bepcuu 16. ns noucka daitna ucnonbsyire koManay sudo find / -type
f -name postgresqgl.conf

7 3HaueHne max_connections paBHoe 1000 sBnseTCs peKoMeHayeMbIM. [pu HEOGXOAMMOCTH YBENUYLTE AaHHOE 3HAYEHME.

8 Pacnonoxenue taina ykasaHo ans CYB[, Postgre Pro Bepcuu 16. [ina noucka daitna ucnonb3yire komaHgy sudo find / -type f

-name pg_ hba.conf
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sudo 1ln -s /opt/pgpro/std-16/bin/pg dump /usr/bin/pg dump

o [lepesanyctute CYB[, Postgres Pro, BbINOMHWB ClefyloLwyo KOMaHay € MpaBaMu Cynepnonb3oBaTens:
sudo systemctl restart postgrespro-std-16.service

3.5.2.3 YcraHoBKa CYB/, Jatoba !

Mopsanok yctaHoekm CYB[ Jatoba:

o (Cospavite katanor /localrepo, BbINOMHMB CleAYOLWYI0 KOMaHAy C NpaBaMu Cynepnosib30BaTens:
sudo mkdir /localrepo
o (CkonupyiTte B KaTanor /localrepo HeobxoanMble pannbl ons yctaHosku CYB/L.
BHumaHue! TpebyeTcsa ckonupoBaTh NMOJIHYIO CTPYKTYpPY ¢haifioB 1 KaTanoros U3 AMcTpubyTuBa.
Takxe gonyckaeTcsl ycTaHOBKa € ONTUYECKOro AnUcKa Hanpsimyro. B aTom cny4yae, nonb3oBartento
He TpebyeTcA konupoBaTb pannbl, a BMeCTO Katanora /localrepo BO BCeX Llarax ganee

yKasbiBaTb COOTBETCTBYWLWMA NyTb A0 HOCUTens U pupektopuio penosutopusa CYBL Ha
HocuTene anAa coorBeTcTBylowen OC.

o Jluctpubytmue CYB[, conepxwr:
- KaTtanor /packages.
- Karanor /repodata.

- Mann kntovya RPM-GPG-KEY-Jatoba.

e [IpoBepbTe pe3ynbTaT KONMpoBaHus Bcex ¢arnnos amuctpubytnea CYBM. [ng 3Toro nepengute B Katanor
/localrepo v BbINOMHUTE C/IEAYIOLLYH0 KOMaHAY:

1ls -1
o YcTtaHoBUTE OTKprTbIl;’i K4 peno3nTopus, BbIMOJIHUB cnenyrLyo KOMaHLOy C npaBamu
cynepnosib3oBaTtend:

sudo rpm —--import /localrepo/RPM-GPG-KEY-Jatoba

o (Cospavite dann /etc/yum.repos.d/jatoba-[Bepcua] .repo C OMNUCAHUMEM JIOKANBHOIO
peno3nTopua B CUCTEME, B KOTOPOM pa3MeCTUTe cnenyruiee onmcaHne:
[jatoba-[Bepcusal]]
name=Jatoba [Bepcus] Official Repository
baseurl=file:///localrepo
enabled=1
gpgcheck=1
gpgkey=file:///localrepo/RPM-GPG-KEY-Jatoba
e  O6GHOBWTE ONUCAHUSA MAKETOB, BbIMOJIHUB C/IEAYHOLLYI0 KOMaH4y C MpaBaMu Cyrneprnonb3oBaTens:

sudo dnf makecache

e YcTaHoBMTe OCHOBHble nakeTbl CYB[, BbINONHUB CNeayroLyo KOMaHAy C NpaBaMu Cynepnonb3oBaTens:
sudo dnf install jatobal[Bepcus]-client jatoba[Bepcus]-contrib jatoba[Bepcusa]-libs

Jjatoba [Bepcusa] -server

BHumaHue! MNMakeTbl jatoba [Bepcusi] -client, jatoba[Bepcusi] —contrib, jatoba[Bepcusi] -1libs
M jatoba [Bepcusi] —~server ABNAIOTCA 06s3aTeNnbHbIMY AnsA yctaHoBku CYB[.

! Moppo6Hoe onucaH1e NpUMBEAEHO HA 0bULMAIbHOM CaiiTe MPOMU3BOAMTENA.
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o [lepeiiaute B KaTanor pacnonoxeHus ucnonHsemoix ¢annos CYB[, BbINONHUB Cneayowyo KOMaHAay:
cd /usr/jatoba-[Bepcus]/bin/

o NHuumanusmpyite katanor gaHHbix CYB/, BbINOAHMB CeayoLLyo KOMaHay C NpaBamMu Cynepronb3oBaTtens:
sudo ./jatoba-setup initdb jatoba-[Bepcuga]

o Otpepaktupyite @ann /var/lib/jatoba/[Bepcual /data/postgresqgl.conf ¢ npaBamu
cynepnosib3oBaTtesns, yCTaHOBMB /191 YMCNa NMOAKNIOYEHMIM max connections 3HaveHue 1000~

e Otpepaktupynte  dain /var/lib/jatoba/[Bepcus]/data/pg hba.conf ¢ npasamu
cynepnosib3oBaTens, \3MEHUB cleaytLLMe napameTpbl 41 YCNewWwHOoro J10KasbHOro NOAK/YEHNs Nonb3oBaTens K 6ase
[aHHbIX:

host all all 127.0.0.1/32 ident Ha host all all 127.0.0.1/32 password
host all all ::1/128 ident Ha host all all ::1/128 password

o [lo6asbte CYB/] B aBTO3arpysKy, BbINMOJAHMB CIeAYIOLWYH KOMaHAy C MpaBaMu Cyneprnosib3oBaTens:
sudo systemctl enable jatoba-[Bepcus]

e Bbinonnute nepesanyck CYBM, ang BCTyNAeHUS M3MEHEHUI B CUAY, BbINOJHUB CAEAYIOLWY KOMaHay C
npasBamMu cynepnonb3oBaTens:

sudo systemctl restart jatoba-[Bepcus]

3.5.3 YcTaHOBKa Be6-cepBepa

BHumanue! OC «Platform V SberLinux OS Server» nogaepxuBaeTt Be6-cepepa Nginx n Apache,
KoTopble obecne4ynBaroT cepTucduLMpoBaHHyO0 cpeay ¢hyHKUMOHUpoBaHus. Oba Be6-cepBepa
yCTaHaBNMBaKOTCs U3 OCHOBHOIO peno3utopus ceptudnumpoBaHHon OC.

3.5.3.1 YcraHoBKa Be6-cepBepa Apache

MNMopspok yctaHoBkM Beb-cepeepa Apache:

e  YCTaHOBWTE MAKET, BbINOJHMB CeAYIOLY0 KOMaHAY C MpaBaMu Cynepnosib3oBaTens:

sudo dnf install httpd

e YCTaHOBWUTE A0MOMHUTENbHbIN mMoaynb Ana WUCNoNb30BaHUA MPOTOKONA SSL, BbinonHus cneayruyro
KOMaHAYy C npaBaMu cynepnosb3oBaTend:

sudo dnf install mod ssl

e [lobaBbTe Beb-cepBep B aBTO3arpy3Ky, BbINMOMHMB C/IeflyOLLY0 KOMaHAY C NpaBaMu Cyrneprosib3oBaTens:
sudo systemctl enable httpd

3.5.3.2 YcTraHoBKa Be6-cepBepa Nginx

Mopsipok ycTaHoBKM Beb-cepeepa Nginx:

e YCTaHOBMTE MakKeT, BbINOSHUB CIeAYIOLLY KOMAHAY C NpaBaMu Cyneprnonb3oBaTens:
sudo dnf install nginx

e 3anycTuTe yCTaHOBNEHHbIN Be6-CcepBep, BbINOMHMB C/lefyLLY0 KOMaHAY C NpaBaMu Cynepnosib30BaTens:

sudo systemctl start nginx

! 3HaueHne max_connections pasHoe 1000 fBseTCs pekoMeHayeMbiM. Mpu HEOBXOANMOCTY YBEAUUYLTE AAHHOE 3HAYEHME.
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. HobaBbTe Be6-cepBep B aBTO3arpy3ky, BbiMOJIHMB CnefyoLlyo KOMaHay C NpaBaMu Cynepnoaib3oBaTend:

sudo systemctl enable nginx

3.6 YcTaHoBKa Beb6-cepBepa Cpnginx

MakeTbl Beb-cepepa Cpnginx pacnonoxeHbl B auctpubytuse CK3U «Kpuntollpo CSP». YctaHoBka Beb-
cepBepa BbinosnHsaetcs nocne ycraHoBku CK3UM «Kpuntollpo CSP» (cM. MpunoxeHue 5 HacToswero pykoBoLCTBa).
Mopsipok ycTaHoBkM Beb-cepBepa Cpnginx:

o Pacnakyite apxus c puctpubytmsom CK3U «Kpuntollpo CSP», BbINONHMB cCneayolyto KomaHay C
npaBaMu Cyneprnonb3oBaTens:

sudo tar -zxf <uma gucTpubyruea>.tgz && cd <mma aucTpubyTuba>

e YcTaHoBMTE Cnepytolme NakeTbl:
- JOns OC Astra Linux SE BbinoONHMTE C/iedyloWwyl0 KOMaHZy C MpaBaMu  Cynepnosib3oBaTens
sudo dpkg -1 <HamMeHOBaHMe mnaxkera>.deb:
0 cprocsp-nginx-64 5.0.13000-7 amd64.deb;
o0 1lsb-cprocsp-rcrypt-64 5.0.13300-7 amd64.deb;
o cprocsp-pki-plugin-64 2.0.15000-1 amd64.deb.

- [IOna OC PEO OC wu SberLinux OS Server BbinOAHUTE CleaylolWyd KOMaHAy C MpaBamu
cynepnonb3oBatend sudo dnf install <HamMeHOBaHME [akKeTa>.rpm:

o cprocsp-nginx-64-5.0.13000-7.x86_ 64.rpm,
o lsb-cprocsp-rcrypt-64-5.0.13000-7.x86_ 64.rpm.

- pana OC Anbt CepBep BbINOMHUTE C/EAYIOWYI0 KOMaHAy C MpaBaMu Cynepnofb3oBaTtens

sudo apt-get install <HamMMeHOBaHME MaKeTa>.rpm:
o cprocsp-nginx-64-5.0.13000-7.x86_ 64.rpm,
o lsb-cprocsp-rcrypt-64-5.0.13000-7.x86 64.rpm.

e YcraHoBute Ha CK3WU «Kpuntollpo CSP» cooTBeTcTBYytOWYO nuueH3uno (TLS-cepsep), BbINOMHUB
CNeayoLLy0 KOMaHay C NpaBamMu Cyneprosib3oBaTens:

sudo /opt/cprocsp/sbin/amdé64/cpconfig -license -set "Homep mmieH3um"

e [IpoBepbTe aKTMBALMIO NMLLEH3WUW, BbIMOAHUB CNEAYOLWY KOMaHAy C MpaBaMu Cynepnosib3oBaTens
KOMaHao0M:

sudo /opt/cprocsp/sbin/amd64/cpconfig -license -view

e 3anyctuTe yCTaHOBNEHHbIV BEG-CepBep, BbIMOAHMB C/IEAYIOLLYI0 KOMaHAY C MpaBaMu Cynepnonb3oBaTens:
sudo systemctl start cpnginx.service

e [lo6aBbTe BeO-cepBep B aBTO3arpy3Ky, BbINOJHMB CEAYHOLLY KOMaHAY C NpaBaMu Cynepnonb3oBaTens:

sudo systemctl enable cpnginx.service

3.7 YcTaHoBKa JC-WebClient

JC-WebClient Heob6x0AMMO YCTaHOBUTb Ha KOMMbIOTEP, C KOTOpPOro OyAeT BbIMOMHSETCS YrnpaBleHue
cepBepHoi yacTbto LleHTpa ceptudmkaummn Aladdin eCA yepes Beb-uHTepderic. JC-WebClient obecneunBaeT Bbinyck
CepTMdUKATOB Ha INEKTPOHHBIX KNKOUaX (KNHOYEBbIX HOCUTENSX).

BHumaHue! Mpu yctaHoBke u wucnonb3oBaHun JC-WebClient ceptudcdmumpoBaHHaas cpepa
byHKLUMOHMpPOBaHUA He obecneynBaeTcs.

Ckauavite guctpubytme JC-WebClient c Beb-cavita npov3BoanTens U yCTaHoBUTE 3aBUCUMMOCTY.
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YcraHoBuTe JC-WebClient, BeinonHMB cnepytolwyo KOMaHAy C NpaBaMu Cynepnosib30BaTens:

PEL OC sudo dnf install JC-WebClient-x64-x.x.X.XXXX.rpm

SberLinux OS Server gsudo dnf install JC-WebClient-x64-x.X.X.XXXX.IPM

Astra Linux SE sudo apt install -f JC-WebClient-x64-x.x.x.xxxx.deb

AnpT CepBep sudo apt-get install JC-WebClient-x64-x.X.X.XXXX.rpm

Mepenaute B Katanor /etc/rc.d/init.d/, BbINOAHMB KOMaHAY:
cd /etc/rc.d/init.d/
BoinonHute 3anyck JC-WebClient, BbinonHWB cnegytoLyo KOMaHAy C MpaBaMu Cynepnofib3oBaTens:

sudo sh jcmon start

3.8 YcraHoBKa MO «PyToKeH MNnarnH» v ero pacwumpeHunsa

MO «PyTokeH MNnaruH» 1 ero Be6-6paysepHoe pacwmperme «Apantep PytokeH MnarnH» obecneunsaeT BbiMyck
CepTMOUKATOB HA INEKTPOHHBIX Ktouax (kntouvesbix Hocutensx) PytokeH. MO «PytokeH MnaruH» u ero 6paysepHoe
pacwupenune «Agantep PytokeH lNnarMH» Heo6xoOMMO YCTaHOBWTb Ha KOMMblOTEp, C KOTOPOro GyAeT BbiNOMHSETCS
noakntoyveHue Kk Knuentckon yactn LenTtpa ceptudukaumm Aladdin eCA.

BHumaHue! Mpu yctaHoBke n ucnonb3oBaHum O «PyTtokeH lMMnarMH» wm ero OGpaysepHoro
pacwupeHnsa «Apgantep PytokeH MnaruH» ceptudmumpoBaHHas cpeda PYHKUMOHUPOBAHUA He

obecneuyuBaeTcs.

Ckauvavite guctpubytme N0 «PyTokeH lNMnarnH» ¢ oduUManbHOro carita NpomM3BOAMTENS.

YcraHoBute MO «PytokeH MnaruH» u ero 6pay3epHoe pacwmpeHue «Apantep PyTOKeH» MO MHCTPYKUMM C
obULUMaNbHOro canta NpoM3BoOAUTENS.
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4 YCTAHOBKA MNMPOIrPAMMbI

4.1 PacnakoBKa MHCTANNALUOHHOMO0 KOMMJ/IEKTa nporpamMmmbl

Pacnakyiite WHCTanngUMOHHbIA rpm/deb-nakeT, HaxoAscb B Manke, rae pacrnonoXeH NakeT, BbIMNOMHMB
KOMaHAy € NpaBamMu Cynepnonb3oBaTens:

PEL OC sudo dnf install <HamMMeHOBaHME [aKeTa>.rpm

SberLinux OS Server sudo dnf install <HamMMeHOBaHME NaKeTa>.rpm

Astra Linux SE sudo dpkg -i <HauMeHOBaHMe mnakeTa>.deb

AnpT CepBep sudo apt-get install <HauMeHOBaHME NaKeTa>.rpm

MHcTanngaumMoHHbI rpm/deb-nakeT 6yaeT aBToMaTMyecku pacnakoBaH B KaTanor /opt/aecacCa.
CTpykTypa pacnakoBaHHOIO MHCTaNNSALMOHHOIO rpm/deb-nakeTa npueeneHa B Tabnuue 5.

Tabnuua 5 - CTpyKTypa yCTaHOBOYHOro KomnnekTa LleHTpa ceptudmkaumm Aladdin eCA

CTPYKTYpHbIiA 31EMEHT HasHaueHue anemeHTa

Jopt/ c YCTaHOBOYHbIV KOMMNIEKT NporpamMmsl, a TakXXxe UCNoJsib3yemblie
../ 0P aecala

AONONIHUTENIbHbIE UHCTPYMEHTbI

My6MYHBIN OTKPBITBIN KoY NponsBoauTens ans obecnedexus 3MC

/opt/aecaCa/digsig/keys/aladdin pub.key ]
= OC Astra Linux SE

../opt/aecaCa/bin Kartanor ¢ 4ononHUTeNbHbIMU YTUAUTAMU
./opt/aecaCa/bin/jcverify Kartanor yTunuTbl KOHTPONS LLENOCTHOCTH «jcverify»
./opt/aecaCa/bin/jcverify/jcverify YTunuta KOHTpons LefoCcTHOCTH «jcverifys»

BcnomoratenbHbiv dain ans paboTbl yTUAUTbI LLENOCTHOCTH
./opt/aecaCa/bin/jcverify/jcverify.txt ) . ¢ A p T 4
«jcverify»

nyTb pa3BepTbiBaHUA NPOAYKTA, COAEPXUT CO30aBaeMble

./opt/aecaCa/dist _
BpeMeHHbIe daiinbl
. . ApxuBbl, CGOPMUPOBaHHbIE B pe3y/bTaTe OYUCTKM XypHana
.dist/archive/ .
Co6bITHI
.dist/backup/ Co3paHHble pesepBHble Konun LleHTpa cepTudukaumm

- — Pacnonosxenue pkcs#12 KoHTeiMHepa cepTudUKaTa agMUHUCTpaTopa
.dist/certificates/account

EIZE ZEETIY
.dist/certificates/ssl PacnonoxeHue cepTudukaToB Ans ynpaBneHus ssl-coeguHeHneM
. PacnonoxeHue pkcs#12 KoHTeMHepOB, COAEPXKALLMX OTKPBITbIN U

.dist/cryptotoken/ .

3aKpbITbIN KNoumn LleHTpos ceptudukaumm
.dist/environment/ PacnonoxeHne nepeMeHHbIX OKpPY>KEHWSI CEPBUCOB
.dist/logs/ PacnonoxeHus TeXHUYECKUX XXypPHaNOB CEPBUCOB
./opt/aecaCa/eula Main NMLEH3MOHHOro CcornaleHms

CopepxuT WabnoHbl hanos KOHGUIypaumm ons BHYTPEHHEro
./opt/aecaCa/samples

MCMNONb30BaHMSA NPOrpaMMoNn
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CTpYKTYpHbIi1 3N1€MEeHT HasHaueHue anemeHTa
. CopepxuT cKpunTbl ynpasneHua LieHTpa ceptudukaumm
../opt/aecaCa/scripts )
Aladdin eCA
../scripts/external CopepxXuT ckpunT Ang 3kcnopta wabnoHos MSCS

CKpWNTbI AN BHYTPEHHETO MCMO/b30BaHMS NPOrPaMMbl,
../scripts/internal 3anyckaemMble aBTOMaTUYECKU NPY BbINOSTHEHWM CKPUNTOB 13
KaTarnora CKpunToB

[MonuTtuku, nogkntoyaemsble K selinux, Heobxoaumble ons

/opt/aecaCa/scripts/internal/aeca/selinux .
dyHKuMoHMpoBaHus LienTpa ceptudukaumm Aladdin eCA

CKpunT  pe3epBHOro  KonupoBaHusi  KoHbwurypauuun  LleHTpa

../scripts/backup.sh )
ceptudumkaumm Aladdin eCA

KoHdurypaunoHHbii daiin Lentpa ceptudukaumm Aladdin eCA
./scripts/config.sh (pa3BepTbiBaHME NPOAYKTA, HACTPOVKA NoaKAYeHuna K b,
ynpaeneHue KoHdurypaumern cepemucos)

CkpunT co3aaHus 6a3bl 4aHHbIX HA Pa3BOPayYMBaEMOM cepBepe
./scripts/database create.sh LleHTpa ceptudumkaumm ¢ npenyctaHOBAEHHBIMU NapaMeTpaMu no
YMONYaHUIO (MMEeHeM nonb3oBaTens, HaumeHosannem bl n 1.4.)

./scripts/diagnostics.sh CkpunT c60pa AMArHOCTUYECKUX AAHHDBIX

./scripts/email config.sh KoHdwurypauus ynpasnenus wabnoHamm email-paccoiiku

CKpMNT YCTaHOBKM M OOHOBNEHMS Tekylen Bepcun LleHTpa
./scripts/install.sh P y yu P Lentp

ceptudpukaumm Aladdin eCA

./scripts/integrity check.sh CKpMNT KOHTPONS LeN0CTHOCTU UCMONHAEeMbIX (ainos

CKpUNT BOCCTAHOBNEHMS M3 pPE3EPBHOM KOMWU KOHDUIypaLuu

./scripts/restore.sh ]
LenTtpa ceptndumkaummn Aladdin eCA

CKpunT BOCCTaHOBMEHWs pJocTyna K LeHTpy ceptudwmkaumm

./scripts/restore access.sh .
= Aladdin eCA

Ckpunt 3kcnopta darnos CRL, Delta CRL, AIA u3 LleHTpa

./scripts/export-ca-data.sh i
ceptudumkaumn Aladdin eCA

./scripts/uninstall.sh CkpunT yaanenus Llentpa ceptudukauum Aladdin eCA

, , ®alin  3TaNnoOHHbIX X3W-CYyMM CEPBMCOB W CAMCOK CEPBMUCOB,
./scripts/jc_checksum

noaBepraeMblX KOHTPOKO LENOCTHOCTHU

./opt/aecaCa/services Cepsucbl CepBepHoit yacTu LleHTpa ceptudukaumm

- - KaTanor ¢arinos ons B3aMMoaencTems CO CTOPOHHUM
./opt/aecaCa/services/cryptoproviders .
KpUnTOnpoBaiaepoM

3 ®aiin, copepxawuii kntod wudpoBaHus napons nonb3osatens CYBL,
/opt/aecaCa/scripts/key .
B KOHDUIypaUMOHHOM daline

../opt/aecaCa/static ApTedakTbl Knnentckon yactv LenTtpa ceptudumkaummn Aladdin eCA

BnanmenbueM pacnakoBaHHbIX (aiinoB ByAeT ABNATLCS MONb30BATENb «r00t», ApyrMe Noib3oBaTeny He GyayT
MMETb NMpaB JOCTYNa K MHCTaNASLMOHHOMY KOMM/EKTY.
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4.2 Hactpoiika napameTpoB KOH$Urypauum nporpamMmbl

KoHpurypaums  UeHntpa  ceptudumkaumm  Aladdin eCA  33paetcs € MOMOLWbO  MapameTpoB

KoHdurypaumoHHoro daina /opt/aecaCa/scripts/config. sh.

I'Iepe,u, yCTaHOBKOVI nporpaMMHOro KOMNOHEHTAa ONpenennTe 3Ha4YeHNA CNeayr WX NnapamMeTpoB:

webserver - yKaxuTe ucnonbsyemoit Beb-cepeep (nginx, apache unu cpnginx). Takke 3HayeHue
napameTpa MOXHO byaeT BBECTU MpU 3aMyCKe MHCTANNATOPa B UHTEPAKTUBHOM PEXUME;

webserver path - ykaxuTte nanky c gannamu ansa passéprbiBaHusa Beb6-cepsepa. Takxe 3HaYeHue
napameTpa MOXHO byaeT BBECTM NPU 3aMnyCke UHCTANNSToOpa, B UHTEPAKTUBHOM pexmMe yKasas NyTb
K darinam Beb-cepBepa (KoHdUrypaums nginx pacnonaraercs no nytM etc/nginx; KoHdUrypaums
apache pacnonaraetcs: gnga Astra Linux no nytv /etc/apache?2, ans PE[, OC u SberLinux OS Server
no nym /etc/httpd; ons Anet CepBepa KOHpUrypaums apache pacnonaraertcs no nytu
/etc/httpd2/conf; KOoHbUrypaums cpnginx pacrnionaraetcs no nyTu
/etc/opt/cprocsp/cpnginx) ;

database password - ykaxuTe naposb nonb3osaTtens 6asbl AaHHbIX. [locne co3aaHnsa U HaCTPOAKK
6a3bl JaHHbIX (cM. nogpasgen 4.3) naponb nonb3oBatens 6asbl AaHHbIX OTOOpaxkaeTcs B
KOHdurypaumoHHom danne B wndpoBaHHOM Buae (anroput™M wudposanma AES-256 ¢
MCNONb30BaHMEM CreHepMpoBaHHOIO B dainie /opt/aecaCa/scripts/key Knoya wudposaHus);

BHumaHue! Maponb He gomkeH cogepXxaTb cneymanbHbie CAMBOSbI «[» U «\».

root cert path - abconioTHbI MNyTb K cepTudukaty kKopHesoro LleHTpa ceptudukaumm us
uenoykn ceptudmkaToB cepepa CYB/. 3HaueHne napameTpa HEOBXOAMMO 3aMOSHUTb TONIbKO Mpw
BKIHOYEHHOM dniare 06s3aTenbHOro ucnonb3oBanus TLS pna noakntovenuns k CYBM, (npu 3HaveHum
napametpa use tls=true). MHaue (npu use tls=false) cnegyeT OCTaBUTb MapameTp
He3anosHeHHbIM;

hostname - ykaxute nonHoe uma cepsepa LlenTpa ceptudukaummn Aladdin eCA. YctaHoBNeHHoe
3HauyeHue 3aHocuTcs B aTpmubyTbl «Common name» 1 «DNS Name» aBToMaTMueckM co34aBaeMbIX Npu
pa3BépTbiBaHMM NIOKaNbHOIo cybbekTa Beb-cepBepa u cepTuduKarta Ans Hero.

Mpu ncnonbzoanmn CK3U «Kpuntollpo CSP» kaHan B3anMOAEenCTBMS KJIMEHTCKOM M CepBEpPHOM YacTu

LleHtpa ceptudukaumm Aladdin eCA pomkeH ObiTb opraHusoBaH no npoTtokony TLS TOCT, a Takke [0MkKHa

obecneumBatbcs TLS-ayTeHTUdMKauMsa nonb3oBaTener B LleHTpe ceptudumkauumn Aladdin ¢ wncnonb3oBaHWeEM

OoTeyeCTBeHHbIX Kpuntorpadmyecknux anroputmoB. [119 3Toro HacTponTe KOHPUIrypaunoHHbii ¢ainn B COOTBETCTBMMU C

Tabnuuen 6.

Tabnuua 6 - MNapameTpbl ans HacTporikm TLS TOCT

MNapametp 3HayeHue
webserver ‘cpnginx’
webserver path '/etc/opt/cprocsp/cpnginx’
initial cryptography provider 'CRYPTO_PRO’
initial cryptography key algorithm 'GOST_R_34 10 2012'
initial cryptography key bits '256' unn '512'
initial cryptography hash algorithm 'GOST_R_34 11 2012’
initial ca common name npumep 3Hayenus: 'INITIAL_CA_GOST'
initial admin principal npumep 3HaveHus: 'INITIAL_ADMIN_GOST'
sign provider 'CRYPTO_PRO'
sign key algorithm 'GOST_R_34 10 2012’
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MNapametp

3HaueHue

sign key length

'256' unun '512

sign hash algorithm

'GOST_R_34 11 2012’

OTpenakTupyiite KOHOUIypaLMOHHbIV Paitn /opt/aecaCa/scripts/config. sh, BbINOAHWUB CNEAYIOLLYIO

KOMaHA4Y C npaBaMun cynepnonb3oBaTend:

sudo nano /opt/aecaCa/scripts/config.sh

HactpanBaembie napameTpbl KOHOUIYpPALMOHHOMO daina Nno3BonsT 3a43BaTh:

e napaMeTpbl KOHOUrypauum pas3BEpTbiBaHWUA CEPBMCOB LEHTPA CEPTUDUKALMUMK;

e napameTpbl e-mail

cepTMduKaTa;

yBenoMeHumn

e MapaMeTpbl KOHOUIypauum LeHTpa BanuaaLmum;

nonb3oBateNnsiM 06 WCTEYEHMM CpOKa AEUCTBUS  BblAAHHOMO

e MapaMeTpbl KOHOUrypauuMu TEXHMYECKOrO LEHTpPA CepTUdMKaLMM, CO343aBAEMOrO MO YMONYAHWIO B

npouecce pasBEpTbiBaHMs CEpBepa LeHTPa cepTMdUKaLmu;

e napaMeTpbl cepTudMKaTa TEXHUYECKOTO LIEHTpa cepTUdUKaLmu;

e napaMeTpbl cepTudUKaTa YYETHOM 3anNnUcK aAMUMHUCTPATOPA MHULMANM3ALMMK;

e napameTpbl cepTuduKaTa BeG-cepBepa TEXHONOMMUYECKOrO LEHTPA CEPTUdMKALMM;

e  pacnucaHuWe CMHXPOHM3ALMKU PECYPCHBIX CUCTEM;

e  pacnucaHue nybaukauum cnucka 0TO3BaHHbIX CEPTU(HUKATOB;

e pacnucaHue nNpoBEPKM CpoKa [eNCTBUA CepTUGHUKATOB LEHTPOB CEPTUPMKALMM M BbINYLLEHHbIX

CepTUPUKATOB CYOBLEKTOB;

e pacnucaHue apxMBaLMu XKypHana cobbiTui;

e  KOHObUrypaumio 6asbl JaHHbIX.

OnucaHune napamMeTpoB KOHMUrypaLMoHHOro daina npueBeaeHo B Tabnuue 7.

Tabnuua 7 - OnucaHne napaMeTpoB KOHOUrypaLmm

Mapametp

3HaueHue napameTtpa no yMoa4aHUio

Onucanue

Kondurypauus passeptbiBaHus

webserver

' #CHANGEIT'

Mcnonb3yembliii Beb-cepsep (nginx, apache nnu
cpnginx)

webserver path

'#CHANGEIT'

Manka ¢ dbanamu ans pa3BépTbiBaHMS BED-
cepsepa. KoHdurypaumsa Nginx pacnonaraercs no
nyT™ etc/nginx, KOHbUrypauua Apache
pacnonaraetcsa ans Astra Linux no nytu
/etc/apache2, pna PEL OC u SberLinux OS
Server no nyt1 /etc/httpd, ans Anbt CepBep
KoHburypaums Apache pacnonaraercs no nytu
/etc/httpd2/conf, KOHOUrypaums Cpnginx
pacrnonaraercs no nyTu
/etc/opt/cprocsp/cpnginx.

aeca path

' /opt/aecaCa/dist"'

MNanka ¢ dainamu ans passépTbiBaHus LleHTpa
ceptnudukaumm Aladdin eCA.

environment path

' /opt/aecaCa/dist/environment'

Manka c nepeMeHHbIMU OKpYXeHua onga cepsmcos.

cryptotoken path

'/opt/aecaCa/dist/cryptotoken’

Manka, copepxalias OTKPbITbIA U 3aKPbITbIA KO4YU
L8 A0CTyna (ayTeHTUDUKALMM) K LEHTPY
ceptudumkaumm Aladdin eCA.
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Mapametp

3HaueHne napaMeTpa no yMONYaHuUIo

OnucaHue

webserver config path

' /opt/aecaCa/dist/webserver'

PacnonoxeHnue koHduUrypauum LleHTpa
ceptudukaumm Aladdin eCA pns Beb-cepsepa.

encryption key path

'/opt/aecaCa/scripts/key'

Kntou ans wndposaHus KOHOUIypaLMOHHOTO
danna

ssl protocols

'TLSv1.2 TLSv1.3'

MNMopnepxvBaemble Bepcumn npotokona TLS.
[octynHo ucnonb3oBaHue Tonbko TLS v1.2 u/unm
TLS v1.3 (npu ncnonb3oBaHmMn 060Mx Bepcuii
Heobx0AMMO yKa3blBaTb UX Yepes npoben).

ssl ciphers

I[Io yMOJIlUaHMIO HEe 3aIaHo

MNopnepxueaemble Habopbl Wndpos ans TLS-
coenuHenus. [laHHbI napameTp no3sonser
orpaHun4nTb Habopbl WKHPOB (cipher suites),
KOTOpble MOTYT UCMONb30BaTbCs npu TLS-
coepnHeHun. Paspgenntens Mexay Habopamu - «:».
Ecnu knnMeHT He noafepXXMBAET HU OAUH U3
YKa3aHHbIX B 4AHHOM napameTpe Habopos, TLS-
coefuHeHue He ByaeT yctaHoBneHo. Mo
YMOJIYaHUIO 3HaYEHNEe B JaHHOM MapaMeTpe He
3a[laHO, YTO O3HAYaeT OTCYTCTBME YNPaBNEHUS CO
CTOpOHbI LleHTpa cepTndukaumm nepeyHemM
[0nyCcTUMbIX HabopoB WKUOPOB (cipher suites)
TLS-coennHeHuns pns Be6-cepsepa. B paHHOM
napameTpe MoryT BObiTb yKka3aHbl Nto6ble Habopbl
LWMPPOB, NOLLEPXKMBAEMbIE MCMOSIb3YEMON Ha
cepBepe LleHTpa cepTudumkaumum Bepcmen
Openssl ana TLS Bepcum 1.2. MonyumnTts cnmcok
noanepXXmMBaeMbIX UCNOb3yeMbiM Openssl
HabopoB wudpos ans TLS sepcum 1.2 MOXKHO C
MOMOLLbIO KOMaHAbI:

openssl ciphers -tlsl 2 -s

[laHHbI NapaMeTp y4uTbIBAETCS TONIbKO MpU
Mcnonb3oBaHuWM Beb-cepepoB Nginx Mau
Apache. KoHburypuposaHue HabopoB wndpos
TLS-coeanHeHusa ans Cpnginx OCywWwecTBASeTCs C
MOMOLLbI YyTUANTBI «cpconfig» U3 cocTaBa
CK3M «Kpuntolpo CSP» 1.

MapameTpbl NpoKCcUpOBaHUA nginx

proxy connect timeout

'320"

BpeMs oxuaaHus NoaknoUYeHUs K NpoKCcU-cepBepy
nepep TeMm, kak byaeT BblaaHo coobuieHne 06
owmnbke. Tonbko ans nginx. Hactpaneaercs
pa3paboTtunkom LleHTpa cepTndmkaumnm

Aladdin eCA, pepakTMpoBaTb He Cleayer.

proxy send timeout

'320"

BpeMmsi oxxupaHus oTBeTa OT MpOKCU-CepBepa nocne
oTnpasku 3anpoca. Ecnu oTBeT He nonyyeH B
TEYEHME 3TOr0 BPEMEHM, 3aMpPOC CYUTAETCS
HeynauHbIM. Tonbko Ans nginx. Hactpaunsaetcs
pa3paboTtunkoM LleHTpa cepTudukaumm

Aladdin eCA, pepakTMpoBaTbh He CleayerT.

proxy read timeout

'720"

BpeMms oxxnaaHuUs YTEHUS OTBETA OT MPOKCU-
cepBsepa nocie noayyeHus yCnewHoro 3anpoca.
Ecnu oTBET He NonyyeH B TEYEHWE ITOFO BPEMEHMH,
3anpoc CYMTAETCS HeyaayHbIM. TONbKO ANd nginx.
HacTtpausaetcs paspabotumkom LleHTpa
ceptudukaumm Aladdin eCA, pepaktupoBaTb He
cnepyer.

1 OnucaHme nopsaKa KOHPMrypupoBaHus Habopos LWMBPOB NPeaCTaBNeHo B pasaene 6 MHCTPYKLAM M0 YCTaHOBKE M HACTPOIKE CPNginX.
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Mapametp

3HaueHne napaMeTpa no yMONYaHuUIo

OnucaHue

MyTb A0 pe3epBHbIX KONKIA

backup path

' /opt/aecaCa/dist/backup’

Manka, B KOTOPYIO COXPAHSOTCS pe3epBHble KOMUK
LleHTpa ceptudmkaumm Aladdin eCA.

MyTb XpaHeHUss apxuBa XXypHana cobbITuii

logs base

' /opt/aecaCa/dist/logs'

Manka, B KOTOPYIO COXPaHSETCS XXypHan cobbITUi
(nor-dannbi).

archive path

'/opt/aecaCa/dist/archive’

Manka, B KOTOpYIO COXPAHSETCS apXMB XypHana
Co6bITUI, CHOPMUPOBAHHDINM B pe3ynbTaTe
aBTOMATMYECKOM apXMBaLMM NO 33[laHHbIM
napameTtpam.

logs file max size

'10MB'

MakcumanbHbIv pasmep nor-danna (dpanna ¢
[MarHocTuyeckon nHdbopmauueii) cepeuca nepeg,
ero apxusauuen. Npu 4OCTUXKEHUN LAHHOIO
3HayeHusa Tekywwmm nor-dain (access. log nnu
service.log) byaert 3aapxusupoBaH. Pain
6yneT COXpaHeH B TEKYLLEM KaTanore XpaHeHus

nor-annoB LaHHOIo CepBuca C UMeHeM {access
unu servicel-{mara B dopmaTe YYYY-

MM-DD} . {mHOeKC Jjora}.log

logs max history

10"

MaKCcMManbHbI CPOK XpaHEHWUS apXMBOB C NOT-
dannamm B gHAX. ApXMBbI, CPOK XpaHEHWUS KOTOPbIX
npeBblLIAeT yka3zaHHOe B AaHHOM napameTpe
3HaueHue, ByayT aBTOMaTUYECKM YAANATHCS.

logs_total size cap

'100MB'

MakcuManbHbiv 061w mit 06beM nor-¢ainos,
BKJIHOYAs apXMBbI, KXKA,0ro TUMa (access um
service) ons kaxagoro cepsuca. [pu 4oCTUXEHUH
IaHHoro obbeMa Haubosee cTapble apXuBbI
[aHHOrO TMMa ByayT yaanaTbCs.

MyTb XxpaHeHUa KOHTeitHepa cepTUdMKaTa U KtoUua Be6-cepBepa, a TaKKe Lienovek cepTU(UKATOB paspeLleHHbIX U3paTenei

certificates ssl path

'/opt/aecaCa/dist/certificates
/ssl'

Manka, copepxalas ceptudumkart Beb-cepeepa u
LLernoYkM cepTMPUKATOB paspeLllEéHHbIX U3LaTeneu.

certificates account path

'/opt/aecaCa/dist/certificates
/account'

Manka, copepxallas cepTMhUKaT agMUHUCTPATOpa
WMHMLUMANU3aLmMm B KOHTeiHepe .p12.

KoHdurypauus nonbsoBarens

aeca_user

'aeca'

Mms nonb3osatens LleHTpa ceptudukaumm
Aladdin eCA, ucnonb3yemoe ans paborbl
nporpamMMbl.

aeca_group

'aeca'

[pynna, B KOTOpOM COCTOMT Nonb3oBaTenb LleHTpa
ceptudumkaumm Aladdin eCA.

Kondurypaumus namsatu

memory

'8192"

JIMMUT onepaTuBHOM NamsTH A1t NPOrPaMMbl.
3HauyeHue B M6. LleHTp cepTudmkaumm Aladdin eCA
npu 3anycke pesepBupyeT YKa3aHHOE B JaHHOM
napaMeTpe KOIMYeCTBO ONepaTUBHOM NamsTv Ans
CBOMX CepBUCOB. [pM 3HaYeHnn napameTpa MeHee
8 I'6 LleHTp ceptudukaumm Aladdin eCA He
3anycTuTcs - byaet BblAaHO cooblieHne 06
owubke. MNpu 3HaYeHUU NapameTpa,
NpeBbILIAOLLEM KONMYECTBO ONEepaTUBHOM NamMsTH
XocTa, 6yAeT UCnonb3oBaHa BCS AOCTyMHas
onepaTMBHOM NamaTb xocTa. Heobxoammo
U3MEHSTb NMpU KPYNHOM BHEAPEHUMU.
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Mapametp

3HaueHne napaMeTpa no yMONYaHuUIo

OnucaHue

enable gc diagnostic

'false'

®nar cbopa guarHoctTmyeckoi nHdopMaummn o
namsaTu. Mpu BKNOYEHWUM AAHHOrO dnara 1
BbIMOAHEHUM CKpUNTA cbOpa AMArHOCTUYECKMUX
[LaHHbIX B apXMBE AMArHOCTUYECKMX AaHHbIX! ByaeT
coaepXaTbCs nor cbopLumka Mycopa 1 Aamrbl
namsaTv ANs ynasWwmx NpunoxeHuii LieHTtpa
ceptudukaumm Aladdin eCA.

enable heap dump

'false'

®nar cbopa AaMnoB NamMaTH ANs yNaBLIMX
npunoxenui LlenTpa ceptndmkaumm Aladdin eCA.

KoHgurypauums 6a3bl AaHHbIX

max db pool size

'200"

MakcuMManbHbIM pa3mMep nyna noakKItUYeHUn K
CYBA. HactpausaeTtca paspaboTunkom LleHTpa
ceptnudukaumm Aladdin eCA, penaktMpoBaTb He
cnepyer.

use tls

'false'

®nar o693aTenbHOro ncnonb3oBaHus TLS ang
noakntoyeHus k CYBL (true unu false).

database username

'aeca'

MMsa nonb3oBatens 6asbl AaHHbIX, UCNONb3YEMOE
ans pabotol LieHTpa ceptudmkaumm Aladdin eCA.

database password

' #CHANGEIT'

Maponb nonb3oBatens 6a3bl LaAHHbIX,
ncnonb3yemblii ana pabotel LleHTpa ceptudumkaumm
Aladdin eCA. Maponb He fonXeH copepxatb
CneumanbHble CUMBOMbE « | » U «\».

database host

'localhost'

CeTeBoi aapec 6a3bl AaHHbIX.

database port

'5432"

MopT, MCcnonb3yembli Ans NoakayeHns K base
NAaHHbIX.

database name

'aecaca'

Mma 6a3bl JaHHbIX, Mcnonb3yemoit LleHTpom
ceptudumkaumn Aladdin eCA.

root cert path

‘#CHANGEIT'

ABCONIOTHBIN NyTb K cepTUdUKaTy KOPHEBOTO
LleHTpa ceptudumkaummn ns Lenoukn ceptuduKaTos
cepsepa CYB/L.

KoHdurypauusa aeca-ca

http port

180"

MopT Ans NoAKKYEHNS K NPOrPaMMHOMY
KomnoHeHTy «UeHTp Ceptudukaummn» no
npotokony HTTP.

https port

'443"

MopT ons nogkntoyeHus kK LleHTpy cepTudmkaumm
Aladdin eCA no npotokony HTTPS.

number of services

LAl

KonunyecTBo akTUBHbIX CEPBUCOB B CUCTEME.
Hactpansaetca paspabotyunkom LleHTpa
ceptudukaumm Aladdin eCA, penakTMpoBaTb He
cnepyer.

hostname

'localhost'

Mms cepBepa, Ha KOTOPOM pa3BépTbiBaeTcs LleHTp
ceptudumkaumm Aladdin eCA. Takxke 3aHOCKUTCS B
aTpubyTbl «Common name» U «DNS Name»
aBTOMaTMYeCKM co34aBaeMblixX (Npu pa3BépTbiBaHUM
LleHTpa ceptudumkaumu Aladdin eCA) ceptudukara
Beb-cepBepa M NoKanbHOro cybvekTa. [JonkHO
CoBMaaaTh ¢ hostname cepsepa.

MepeMeHHble OKpYXKeHUS, MCMO/Ib3YeMble BCEMU CEpPBUCaMK

logging response

'false'

®nar ons cbopa U perucTpauum oTBETOB CEPBUCOB.

! PasmelLeHure ckpunTa c6opa AMarHoCTMYECKMX AaHHbIX - /opt/aecaCa/scripts/diagnostics.sh
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Mapametp

3HaueHne napaMeTpa no yMONYaHuUIo

OnucaHue

®nar ona cbopa u peructpaumm nHbopmaumm o

logging sqgl 'false' NOAKNIYEHUAX M 3anpocax K 6aze AaHHbIX
PostgreSQL.
MakcuManbHbIM TakMayT OXMAAHUS OTBETa
internal http read timeout '240" METO[0B CepPBUCOB MPU BHYTPEHHEM
B3aMMOAencTBuu. EanHmua nsmepeHus - cekyHapl.
T T it i MaKcMManbHbIM TaUMaAyT OXKMAAHMS NOLKNHOHYEHUS
interna connection o
= b_ = '60" K CepBMCaM Npu BHYTPEHHEM B3aUMOLENCTBUM.

timeout

EamHMLA M3MepeHus - cekyHAbl.

Kniou ans BHyTpeHHel ayTeHTMdMKauum

api_ key

'2d2ec9b4-ad3d-4ed0-8961-
d2a4ab99d810"

3HauyeHue KNKYa Ans BHYTPEHHe
ayTeHTMduKaumu. [Ins cnyxebHOro nosiib3oBaHus,
[0CTyn K y4éTHOM 3anucu CucteMHoro
aAMUHUCTPATOPa OrPaHUYEH, YCTAHOBKY
NMpOrpaMMbl BbIMONHAET OTBETCTBEHHbIN
cneumanuct

MepemeHHble OKpyXXeHus, ucnonbsyemole certificate-authority-service

pkcsl2 key protection algorithm

'PBEWithHmacSHA256AndAES 256"

ANropuTM XeWwunpoBaHUA BN1S KNo4a KOHTelHepa
PKCS12. fonycTuMble 3HauYeHus:

e PBEWithHmacSHA256AndAES_256 -
pekoMeHAayeTcs;

¢ PBEWithSHA1AndDESede - ycTapesLluunit

pkcsl2 mac protection algorithm

'HmacPBESHA256"

Anroputm xewmpoBaHus MAC koHTeliHepa PKCS12
[lonycTumble 3HaueHus:

o HmacPBESHA256 - pekomeHayeTcs:;

e HmacPBESHA1 - yctapeBwwuit

pkcsl2 certificate protection
_algorithm

'PBEWithHmacSHA256AndAES 256"

AnropuTM xewwmMpoBaHus ansa ceptudukara
KoHTerHepa PKCS12. lonyCTUMble 3HA4YeHUSs:
e PBEWithHmacSHA256AndAES_256 -
pekoMeHayeTcs;

o PBEWIithSHA1AndRC2_40 - ycTapeBLunii

MepeMeHHbIe OKpYXeHus, ucnonbsyemble ldap-service

ldap_sync_connection point

'0 */30 * x Kk %

CRON-BbIpaxeHue, M0 KOTOPOMY 3aMycKaeTcs
YaCTUYHASA CMHXPOHM3ALMS 3apPerncTpUPOBaHHbIX
TOYeK MOAKNYEHMS (3HaYeHMe no ymonyanumio: '0
*/30 * * **' - 3anycK Kaxable nonyaca).

ldap_sync_resource

|O O O * x k!

CRON-BbIpaxeHue, M0 KOTOPOMY 3amnycKaeTcs
NONHas CUHXPOHWU3ALMSA PECYPCHBIX CUCTEM
(3HaueHwne no ymonuaHuo: ‘00 0 * * * - 3anyck
KXY MOMHOYb).

ldap clean queues

'0 */30 * x Kk %

CRON-BbIpaxeHu1e, M0 KOTOPOMY 3anycKaeTcs
04nCTKa HeobpaboTaHHbIX 3NEMEHTOB o4epeae Ha
CMHXPOHM3ALMIO.

ldap partition size

'1000"

MakcuManbHoe KoNMYecTBo 06bEeKTOB,
MOoJTy4aeMbIX M3 PECYPCHBIX CUCTEM MPU KaXLOM
3anpoce.

I'IepeMeHHble OKpYXeHua, ucnosibsyembie pu

blisher-service

crl scheduler

0 */l * x kx X!

CRON-BbIpaxeHu1e, M0 KOTOPOMY 3anycKaeTcs
cnyx6a Bbinycka CRL.

crl clean queues

'O */30 * x ok %

CRON-BbIpaxeHue, N0 KOTOPOMY OYMLLAKTCS
ouvepenm cnyxobbl Bbinycka CRL.

MepeMeHHble OKpyXeHUs, ucnonb3yemble event-delivery-service
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Mapametp 3HayeHue napamMeTpa No yMONYaHUIO Onucanue
email host '127.0.0.1" XoCT NoYTOBOrO CEpBepa.
email port '25" MopT noyTtoBOro cepsepa.
email login 'aeca' JNoruu nonb3osatens.
email password 'aeca' Maponb nonb3osarens.

email from

'no_replyQaeca.com'

MouToBbIN afpec, C KOTOPOro OTNPaBNEHO
coobuieHne. MoxeT He paboTaTtb. Google
NpoCTaBAseT NOTMH.

email schedule

00 12 % * *

CRON-BbIpaxkeHWe ofig 3anycka MeToaa OTnpaBKu
MOYTOBbIX YBELOMNEHW.

®nar OTNPaBKM NOYTOBbIX yBe,D,OMJ'IeHVII?i. Ecnu
OTNpaBKa BbIK/KOYEHA, TO coobleHuns He

email enabled 'true'
= OTMNPaBAAKTCS, HO MOMEYAKTCS, Kak
OTNpaBNEHHbIE.
email protocol 'smtp’ [poToKON NOAKAYEHUS K MOYTOBOMY CEPBEpY.
email smtp auth 'false' ®nar ucnonb3osanna SMTP-aBTopusaumm.
email start tls Vfalse! ®nar ncnonb3oBaHMa AMPeKTMBbI «start tls» npu

NOAKNOYEHNUM K MOYTOBOMY CEPBEPY.

MepeMeHHbIE OKpPY)XXeHUs, ucnonbsyemble settings-service

initial cryptography provider

'EMBEDDED'

KpuntonpoBangep (vcnonb3syetcs ang
TexHonornyeckoro LleHTpa Ceptudukaummu,
cepTMdUKaToB BeO-cepBepa M aaMUHUCTPATOpa
uHMumManusaumm). locrynHole ans Boibopa
3HayeHus: 'EMBEDDED' n 'CRYPTO_PRO'.

initial cryptography key
algorithm

'RSA'

Anroputm kntoya (Mcnonb3lyercs ans
TexHonornyeckoro LleHTpa ceptudukaumm un
cepTudukaToB Beb-cepBepa M agMMUHUCTPATOpa
UHMUManu3aumm). loctynHole ans Bbibopa
3HauYeHUs anropuTMOB KJIKYa:

e [lna ctaHgapTHoro nposaigepa (EMBEDDED) -
'‘RSA" n 'ECDSA’

o [Ins nposanaepa CK3U «Kpuntollpo CSP»
(CRYPTO_PRO) - 'RSA' 1 'GOST_R_34_10_2012'

initial cryptography key bits

'4096"'

[nuHa kntoya (Mcnonb3yeTca ang
TexHonornyeckoro LleHTpa ceptnudukaumm m
cepTMdUKaToB BeO-cepBepa M agMUHUCTPATOpa
WHULMANU3aLMK).

initial cryptography hash
_algorithm

'SHA512"

Xew anropuT™ (Mcnonb3yeTtcs ons
TexHonornyeckoro LleHTpa cepTudukaumm).
[nsa ctanpapTtHoro nposaiaepa (EMBEDDED):
e ans anropuTMa kntoya '‘RSA' goctynHbl
anroputMbl xawuposanua 'SHAL', 'SHA256',
'SHA384', 'SHA512'

e anq anroputMma kntoda 'ECDSA' gpoctynHbl
anropuTMmbl x3awmposanusa 'SHAL', 'SHA256',
'SHA384', 'SHA512'

[ns nposaiaepa Kpuntollpo (CRYPTO_PRO):
e a9 anroputma kntoda 'GOST_R_34 10 _2012'
[OCTYMNeH anroputM X3LWMPOBaHUS
'‘GOST_R_34 11 2012’

e 119 anroputma katoda '‘RSA’ noctynHel
anroputMbl xawupoBaHus 'SHAL', 'SHA256/,
'SHA384', 'SHA512'
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Mapametp 3HayeHue napamMeTpa No yMONYaHUIO Onucanue
initial ca common name "INITIAL CA' Subject DN cepTudmkaTa TeEXHONOrMYECKOro
== = = LleHTpa ceptudukaumu.
initial admin principal "INITIAL ADMIN' WMsi y4eTHOM 33Nk aaMuHNCTpaTopa
= = = WMHULMANU3ALUN.
T P T — PE— Maponb o1 pkecsl2 koHTelMHepa cepTudumkaTta
= = aAMMHUCTPATOPA UHWULMANU3ALIUN.
YT P e e———— PE— Maponb o1 pkcsl2 koHTelMHepa cepTudmkaTta Beb-
= = cepBepa.

o LLIabnoH nmenun daiinos TUdUKATA U 3aKPbITOT
certificate server name 'server' 6o eHn & 08 ceptnd peiTOro
= = Kntoya ceptudukarta Beb-cepsepa.

issuers name 'issuers' LLlabnoH nmenn daiina akTMBHbIX U3paTenen.

MepeMeHHble OKpYXeHus, ucnonb3yemble logs-service

CRON-BbIpaxeHwue, No KOTOPOMY 3anyckaeTcs -

archive cron 'O 001 * = N

= apXxuBaLMs XypHana cobbITui.
archive enabled 'true' @nar BKIOYEeHMs apxuBaumm (true nam false).
arcnive Willis ago 115778800000 Mepurop apxvBauum, MC (apXMBMPOBaTb 3aNUCK

cTapue...).

MepeMeHHbIe OKPYXXEHUSA, UCMONb3yeMble security-service

session max count '100"

MakcuMManbHoe YUCI0 OAHOBPEMEHHBIX CeCCUit
aKKayHTa B BME HaTypasnbHOro uucna. Mpu
YKa3aHMM 3HaYeHMa «-1» orpaHuyeHue Ha
KOJIMYECTBO OLHOBPEMEHHbIX CECCUIA MONb30BaTENS
6yneT OTCYTCTBOBATH.

token expire 118000

Cpok pevicteus JWT-TokeHa (Mapkepa [oCTyna), MC.
Mapkep focTyna npefHa3HavyeH ang
NOATBEPXAEHWUS NOAJIMHHOCTU YYETHOM 3anucu
nocne ayteHTudukaumm no ceptudumkarty. Mapkep
[OCTyNa COOEepPXXMTCS B 3aroJioBKe KaXaoro
3anpoca nonb3osarens.

refresh expire 86400000

Cpok pevicteus JWT-TokeHa 06HOBNeHMs (Mapkep
obHoBneHUs), Mc. Mapkep 06HOBNEHUS
npeaHasHaveH ans BbipaboTKM HOBOrO Mapkepa
[LOCTyna nocsie UCTeYeHMs CPoKa ero AencTus.

sign provider 'EMBEDDED'

MpoBaripep noanucu Mapkepa foctyna
(BbIBUMpaeTCa Mexay cTaHaapTHbIM - 'EMBEDDED',
CK3WU «Kpuntollpo CSP» - 'CRYPTO_PRO'.

sign key algorithm 'RSA'

AnropuTMm Kntoyva noanucu Mapkepa goctyna. [ins
CTaH4ApTHOrO NpoBaiiAepa AOCTYMHbI arOpUTMbl
'‘RSA" v 'ECDSA'. Ina nposarigepa CK3U
«Kpuntollpo CSP» poctynHbl anroputmbl ‘RSA" n
'GOST_R_34_10_2012".

sign key length '2048"

[OnuvHa knova nognucu MapkKkepa ooctyna
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Mapametp

3HaueHne napaMeTpa no yMONYaHuUIo

OnucaHue

sign hash algorithm

'SHA512"

ANrOpUTM X3LUMPOBAHUS MOAMMUCK.

[ina ctanpaptHoro npoeaiaepa (EMBEDDED):
e 19 anroputMa katoda '‘RSA' LocTynHbl
anroputMbl xawmposaHus 'SHAL', 'SHA256',
'SHA512', 'SHA384"

e an4 anropuTt™a Kntova 'ECDSA’ poctynHbl
anroputMbl xawmposaHus 'SHAL', 'SHA256',
'SHA512', 'SHA384"

[na nposainaepa CK3U «Kpuntollpo CSP»
(CRYPTO_PRO):

e an4 anropuTt™a kntova 'GOST_R_34_10 2012
[LOCTYMEH aNropuTM X3LMPOBaHUS
'GOST_R_34_11_2012

e 19 anroputMa katoda '‘RSA' LocTynHbl
anroputMbl xawmposaHus 'SHAL', 'SHA256',
'SHA512', 'SHA384"

block inactive account delay

MNepron HeakTUBHOCTM (MC), NOC/1e KOTOPOro
yyeTHble 3an1cK onepaTopoB 610KUpYHOTCS.
3HauyeHune no ymonyauuio - 0, obo3HavawoLwee
OTCYTCTBUE OrpaHUYeHMs Ha HEAaKTUBHOCTb
y4eTHbIX 3anuceit onepatopos. Onepaunamu,
ob6HOBNSIOWMMM [ATy M BpeMS nocnenHemn
aKTUBHOCTM NO/b30BaTENS, ABASIOTCA:

e ycrewHas ayTeHTMdbuKaums, Bkaoyas
ayTeHTUduMKaumio B LleHTpe ceptudukaumm n
LleHTpe pernctpauuu;

e ycnewHoe o6HOBNEHME MapKepa A0CTYNa,
BK/tOYast ero obHoBneHue B LleHTpe cepTndukalmm
n LleHTpe peructpaumm.

block inactive account cron

|O O O * kK

CRON-BbIpaxeHUe, onpegenstolLee pacnucaHue
3anycka 610KMPOBKM YUYETHbIX 3anucei
onepaTopoB, NepuoL HEaKTUBHOCTU KOTOPbIX
paBeH UK NpeBblILIAET YKa3aHHOE B NapaMeTpe
«block_inactive_account_delay» 3HaueHwue.
3HaYeHWe No YMOMUAHMIO - 3aMyCK KAy
MOIHOYb.

MepeMeHHbIe OKPYXXEHUSA, UCMONb3yeMble ap

i-gateway-service

max requests count

130"

MakcumanbHoe yncno napannensHbix HTTP
3anpocos. [py nNpeBbIleHUn Y1cna 3anpocos B
CUCTEMY LAaHHOTO 3HAYeHUs, ANs NocaeayoLWmx
3anpocoBs byaeT Bo3BpawaTbcs HTTP kof owmnbkm
429 (Cnnwkom MHoro 3anpocoB). Hactpansaetcs
pa3paboTtunkom LleHTpa cepTndumkaumm

Aladdin eCA, pegakTupoBaTh He cnenyer.

MepeMeHHble OKpYXXeHus, ucnonbsyemble subjects-service

ldap automatically certificates

@nar BKNHOYEHMS aBTOMATUYECKOM Nybankauum

1 A\l
publication enable true ceptudukaTos, Tpebytowumx ny6amkaumm.
= = Bos3MoskHble 3HayeHuq: true/false.
CRON BbIpaxeHue, N0 KOTOPOMY 3anycKaeTcs
aBToMaTuyeckas nybnukauus ceptudumKaTos,
ldap_automatically certificates |, (4 « « Tpebyowmnx nybamMkaumn. 3HaueHune no

_publication cron

yMonuaHuo - '0 0 * * * *! ogfo3Havarouiee
3anyck nybnmkauum cepTuhuKaToB, OXMAAIOLLMX
€€, Kaxabli yac.
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4.3 Co3aaHue U HAaCTPOMKa 6a3bl f4aHHbIX

Mepep ycraHoBkow LleHTpa cepTudumkaumm Aladdin eCA HeobxoauMMO €034aTb M HAcCTPOUTb 6asly AaHHbIX
OLHMM U3 ClieflyoLmnx cnocobos:

e B aBromMatMueckoM pexnme nNocpencTBOM 3anycka CKpunTa (B pe3ynbTate byaet co3gaHa 6asa AaHHbIX €
napaMeTpaMu, YyKasaHHbIMM B KOHbUrypaumoHHoM danne /opt/aecaCa/scripts/config.sh). [Mopsnok
CO3[,aHUA U HACTPOMKM H6a3bl AAHHBIX B aBTOMATUYECKOM pexnMe npusefeH B nogpasgene 4.3.1.

e B pyyHoM pexume (B pe3synbTate Oymer co3gaHa 6asa [aHHbIX C MapaMeTpamM, YKa3aHHbIMKM B
KoHdurypaumoHHom danne /opt/aecaCa/scripts/config. sh). [lopsgok co3paHns M HACTPOMKKM H6asbl AAHHbBIX
B py4yHOM pexunme ons PostgreSQL npuseneH B nogpasgene 4.3.2, a ans Jatoba - B 4.3.3.

Mocne co3paHMs M HAcTpoikM 6asbl AaHHbIX MNaposb MoMb30BaTeNss 0a3bl AaHHbIX, 33faHHbIA B
KOHPUrypaunoHHOM (aiine /opt/aecaCa/scripts/config.sh B napamerpe database password,
oTtobpaxaetrcs B 3awudpoBaHHOM Buae. LUudposaHve napons BbinonHaeTcs no anroputMy AES-256 ¢
MCNOMb30BaHMEM AaBTOMATMYECKM CreHepupoBaHHOro B davine /opt/aecaCa/scripts/key knoya wWndpoBaHus.

basa gaHHbIX NpegHa3HavyeHa Ang XxpaHeHUs MHPopMaLmuu:

e 00 yyeTHbIX 3anucsx;

e 0 cepTudmKaTax;

e CBefeHuMi 0 cybbekTax;

e  CBelEeHWI O pecypCHbIX CUCTEMAX;

e 0 wWabnoHax;

e XypHana cobbITuit;

e  CBEAEHMUM O INLEH3UU;

e npodunun cepTMPMKaToB;

e NpoduAN KOHEYHbIX CYLLHOCTEW;

®  LEeHTpbl CEPTUPUKATOB,;

e  HACTPOWMKM OMOBELLEHMS Nob30BaTeNeN No e-mail 06 ncteyeHUn cpoka AencTBus ceptudukaTa;
e 0 pongx nonb3oBarenewn;

e 0 rpynnax cybbekTos;

® 0 JMCKPETHbIX NMpaBax, OnpeAeneHHbIX ANg ponen nofb3oBaTenen;

e  Security Groups.

4.3.1 Co3paHMe N HACTPOMKA 633bl AaHHbIX B aBTOMaTUYECKOM pexume
e [IpegBapwuTenbHo Heob6xo0aUMO:

- pacnakoBaTb MHCTANNALMOHHbIA NAKET NPOrpaMMHOr0 KOMMOHEHTA B COOTBETCTBUM C MOAPA3AENOM
4.1 HacTOAWEro AOKYMEHTa;

- yKasaTb  MapamMeTpbl  C034aBaeMor  6asbl  AaHHbIX B KOHPUrypauuMoHHoMm  daine
/opt/aecaCa/scripts/config.sh (cM. nogpasaen 4.2 HacToAWEro pyKkoBOACTBA).

e 3anyctute CKpUNT CO34aHMS M HACTPOMKM 6a3bl AaHHBIX C MapamMeTpaMu MO YMONYAHMIO, BbIMOMHUB
ClleayoLLy0 KOMaHay € NpaBaMu cynepnosnb3osaTens *:

sudo bash /opt/aecaCa/scripts/database create.sh

B pesynbrate BbIMONHEHMs ckpunTa Oyner co3paHa basa paHHbIX € nmapaMeTpamu, YKas3aHHbIMMU B
KOHpUrypaumoHHoM ¢aiine /opt/aecaCa/scripts/config. sh (MMg nonb3oBatens, Naponb, MMs 6a3bl 4AHHbIX).

! BbinosHeHMe cKpunTa TpeBbyeT Hanmums yTuanTbl psql u3 naketa CYB[, (postgresql, postgresgl-client, postgrespro-std,
jatobad-client).
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4.3.2 Co3paHune N HacTponKa 6a3bl faHHbIX PostgreSQL B py4yHOM pexume
TpeboBaHus K HacTpolike npeaBapuTenbHo yctaHoBneHHon CYB[ PostgreSQL:

e  CO34aHMe MOMb30BaTeNs, OT UMEHM KOToporo Byaer ocywecTenaTbCs B3anmonencrame ¢ CYB[;
e  Co34aHMe 6a3bl aHHbIX, UCMOJIb3YEMONM NMPOrPaMMHbIM KOMMOHEHTOM B npoLecce paboThbl;

®  Ha3HayeHWe CO34aHHOMY NOJb30BaTENO MOJIHbIX NPaB [OCTYNA K CO34AHHOM 6a3e AaHHBbIX.
Bo3moxHO ncnonb3oaHue nokanobHoi CYBM, unu ynaneHHOM, [OCTYNHON ANS NOAKHOYEHWN.

e 3anyctute PostgreSQL, BbINOMHMB CleyOLWY0 KOMaHAY C NpaBaMu Cyneprosib3oBaTens:

sudo systemctl start postgresgl

o [lo6asbte CYBL PostgreSQL B aBTO3arpysky, BbINOMHMB CNefylOLWY KOMaHay C npaBaMu
cyneprnosib3oBaTtens:

sudo systemctl enable postgresqgl

e 3aigute non nonb3oeateneM «postgres» B CYB[, BbINONHWMB CNEAyOLWY0 KOMaHAy C npaBamu
cynepnonb3oBarens:

sudo -u postgres psqgl
o (Cospavite nonb3oBatens 6a3bl AAHHBIX, BbIMOJHUB KOMaHAY:
CREATE USER aeca;

rLe aeca - 33[laBaeMoe WMs TMO/b30BaTeNS MO YMOMYAHMIO, B Cly4ae YKa3aHWs OTIUYHOIO WMMEHM
nonb3oBatens, TpebyeTcs COOTBETCTBEHHO OTPEAAKTUPOBATb KOHDUIYpaUMOHHbIM daiin (cM. nogpasgpen 4.2).

. 3apaniTe naposb Nos1b30BaTENI0, BbIMOJIHMB KOMAHAY:

ALTER USER aeca WITH PASSWORD 'aeca';

roe ‘aeca’ - 3a4aBaeMbli Maponb Nonb30BaTeNs No ymonyaHuw. B cnyyae ykazaHus OTAMYHOro mapons,
TpebyeTcs COOTBETCTBEHHO OTPEAAKTUPOBAaTb KOHMUIYpaUMOHHbIV daiin (cM. nogpasaen 4.2).

BHumaHue! Maponb He goMmKeH cogepXaTb cneymanbHbie CAMBOSbI «|» U «\».
o Cospavite 6a3y AaHHbIX, BbINOJHMB KOMAHAY:
CREATE DATABASE aecaca;

roe aecaca - 3ajaBaemMoe uMs 6asbl AaHHbIX MO YMONYAHUIO, B C/ly4ae YKa3aHUS OTIMYHOTO MMeHM 6asbl
[aHHbIX, TpebyeTcs COOTBETCTBEHHO OTPEAAKTMPOBATL KOHPUIypaLMOHHbIN dan (cM. nogpasaen 4.2).

. Ha3HaubTe BNagenbLeM Co34aHHOM 6a3bl 4aHHbIX CO34aHHOr0 nosb3oBaTend, BbIMOTHMB KOMaHAY:

ALTER DATABASE aecaca OWNER TO aeca;

. Hapenute co34aHHOro Nonb30BaTeNs NOMAHbIMU npaBaMun 00CTyna K Co34aHHOM 6a3e faHHbIX U1 3aBepuunTe
LeNCTBuMS, BbINOMHWB KOMaHAbI:

GRANT ALL PRIVILEGES ON DATABASE aecaca TO aeca;
\q

o [lepesanyctute CYB[, PostgreSQL, BbINONHMB KOMAHAY:
sudo systemctl restart postgresqgl

e YctaHoBuTe paclmpeHne pgcrypto B B PostgreSQL, BbINOSHMB CNeAylOWY0 KOMaH4y OT MMEHM
Nnonb30BaTeNs «postgres» ¢ NpaBaMu Cyrneprosib3oBaTeNs:

sudo -u postgres psqgl -c "CREATE EXTENSION IF NOT EXISTS pgcrypto WITH SCHEMA
pg_catalog;" -d aecaca

roe aecaca - UMf CO34aHHOM 6a3bl AAHHbIX.
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4.3.3 Co3paHune n HacTponKa 6a3bl AaHHbIX Jatoba B py4yHOM pexkume
TpeboBaHUs K HacTpolike NpeaBapuTenbHo yctaHoBneHHor CYB[L Jatoba:
- CO3[aHue NoJsib30BaTens, 0T MUMEHM KOTOPOro OyAeT OCyLWwecTBnaTbCa BCE B3aumoaerictene ¢ CYBL;
- co3paHue 6a3bl AaHHbIX, Ucnonb3yemol MNporpamMmoit B npouecce paboThbl;
- Ha3HayeHWe CO34aHHOMY MO/b30BATENH NOJHbIX MPaB AOCTYMNa K CO3AaHHOM 6a3e AaHHbIX.
Bo3moxHO ncnonb3oaHue nokanobHoi CYBM, unu ynaneHHOM, [OCTYNHON ANS NOAKHOYEHWN.
e 3anyctute Jatoba, BbINONHMB KOMaHAY:

sudo systemctl start jatoba-[Bepcusa]

[Nob6aBbTe 3anyck Jatoba B aBT03arpysky, BbINOJHWB KOMaHAY:

sudo systemctl enable jatoba-[Bepcus]

e 3anauTe nop nosb3oBaTeNeM «postgres» BJatoba, BbINONHMB KOMAHAY:

PEL OC sudo -u postgres psql
SberLinux OS Server sudo dnf install <HauMeHOBaHME NaKeTa>.rpm
Astra Linux SE sudo -u postgres psql

sudo - postgres -s /bin/bash
AnpT CepBep -bash-4.4$ /usr/jatoba-[Bepcus]/bin/psql

psal

o (Co3panTte nonb3oBaTens 6a3bl AaHHbIX, BbIMOJHMB KOMAHAbI:
CREATE USER aeca;

roe aeca - 3alaBaemMoe MMs Nonb3oBaTens.

e 3apaiTe Naposb NOb30BATENO, BbIMOJAHUB KOMaHAbI:
ALTER USER aeca WITH PASSWORD 'aeca';

roe ‘aeca’ - 3aflaBaeMblil Naponb NoSib30BaTeNS.
BHumaHue! MNaponb He gomkeH coaepxkaTb cneyuanbHble CAMBOSbI «|» U «\».

o Cospavite 633y AaHHbIX, BbINOAHUB KOMAHAY:
CREATE DATABASE aecaca;

roe aecaca - 3ajilaBaemMoe UMs 6asbl faHHBIX.

e HasHauybTe BnagenbLeM co34aHHOM 6a3bl AaHHbIX CO34AHHOIO NOAbL30BATENS, BbINOJIHMB KOMAHAY:
ALTER DATABASE aecaca OWNER TO aeca;

. Hapenute co3paHHOro nonb3oBaTens NoAHbIMM npaBaMn 0oCTyna K C034aHHOM 6a3e AaHHbIX U 3asepuunTe
OEeNCTBMS, BbINOMHWB KOMaHAbI:

GRANT ALL PRIVILEGES ON DATABASE aecaca TO aeca;
\g
o T[lepe3sanyctute CYB[ Jatoba, BbinonHUB KOMaHAy:

sudo systemctl restart jatoba-[Bepcusa]
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e YcraHoBuTe pacwupeHune pgcrypto B bl Jatoba, BbINOAHMB KOMaHAy OT MMEHM MOMIb30BaTeNs «postgres»
(c npaBamu root):

sudo -u postgres psgl -c "CREATE EXTENSION IF NOT EXISTS pgcrypto WITH SCHEMA
pg_catalog;" -d aecaca

roe aecaca - UMS CO34aHHOM 6a3bl AAHHbIX.

4.4 YCTaHOBKa NporpamMmol

[ns uHMumManu3aumm npouecca yctaHoBku LleHTpa ceptudumkaumm Aladdin eCA HeobxoLMMO 3anyCTUTb CKPUNT
C NnpaBaMu cynepnonb3osatens

sudo bash /opt/aecaCa/scripts/install.sh

B cnyyae 3amycka OT MMeHM MO/b30BATENS, HE MMEIOLLErO0 COOTBETCTBYIOLWMX NPUBUNETUIA, OYAET BbiIBEAEHO
coobLeHre, Nocae KOTOporo paboTa MHCTaNNATOpa 3aBEPLUMTCS:

"This script must be run as root!"

Mpu ucnonb3oBaHum Astra Linux Special Edition ¥ HanMuMM MaHAATHbIX NOMUTUK 2 MOXET ObiTb BbIBEAEHO
cooblLeHue:

BAXHO: error obtaining MAC configuration for user "aeca"

B naHHOM cnyyae ABHO Ha3Ha4ybTe KﬂaCCl/IqJMKaLI,VIOHHy}O METKY NO0J1b30BaTe/Il0 aeca, BbINOJIHMB KOMaHAY:

sudo pdpl-user -1 0:0 aeca

MOBTOPHO 3anycTUTe CKPUNT YCTaHOBKM. [locne WMHMUMANM3aLMM MpPOLLEeCcCa YCTAHOBKM WMHTEPAKTUBHbIN
MHcTanngTop 6yAer 3anyleH 1 nosb3osaTtento ByaeT NnpeanoXxeHo (B Ciyyae, ecin paHee Ha cepeepe 6blf1 yCTaHOB/IEH
LeHTp ceptudmkaummn Aladdin eCA):

e YcraHosuTb LleHTp ceptudmkauum Aladdin eCA.
e YctaHoBuTb 06HOBNEeHUe LleHTpa cepTudukaumm Aladdin eCA.
e 3aBepwuTb paboTy MHCTannsTOpA.

MoaTBepanTe BbIOOP AENCTBMS, BBOAOM LUMPPbI «1» M NpoLecc yCTaHOBKM NpoayKTa OyaeT 3anylueH.

B cnyuae, ecnn B KoHurypaumoHHoMm danne /opt/aecaCa/scripts/config.sh He onpepenéd
ucnonb3yemblil Beb-cepBep WAM BBEAEHO HEBEPHOE 3HauyeHue napameTpa webserver, TO B NpoLECCe YCTaHOBKM
nosib3oBaTento 6yaeT npeanoXxeHo BbibpaTh MCNONb3YEMbIN BeO-cepBep:

e apache;
e nginx;
e cpnginx.

MNMonteepamTe BbIGOp AEWCTBMUS, BBOAOM LUUDPLI «1%, «2%» unm «3».

B cnyuvae, ecn B KOHdUrypaumoHHoMm ¢anne /opt/aecaCa/scripts/config.sh He onpeneneHo
pacrnonoxeHune KoHpurypaumum ebibpaHHoro seb-cepsepa (napameTp webserver path), To B npouecce yCTaHOBKM
nonb3oBaTento 6yaeT NpeanoXxeHo BBECTU pacnonoxeHne (KOHOUrypaumna nginx pacnonaraeTcs no Nyt etc/nginx;
KoHdurypaumus apache pacnonaraetcs: ans Astra Linux no nytm /etc/apache?2, ana PELL OC n SberLinux OS Server
no nytm /etc/httpd; ona Anet CepBepa KoHpUrypauma apache pacnonaraercs no nytM /etc/httpd2/conf;
KoHduUrypaums cpnginx pacnonaraercs no nytm /etc/opt/cprocsp/cpnginx).

B npouecce ycTaHOBKM NporpamMMmbl OCyLLECTBASETCS:

. CO34aHMEe CMCTEMHOrO NoNb30BaTeNda U COOTBETCTBy}OIJJ,EI;I rpynnbl, OT UMEHU KOTOPbIX CPYHKLLI/IOHI/IpyET NpoAayKT,

! BbinosHeHue cKpunTa TpeBbyeT Haimums yTuanTbl psql u3 naketa CYB[, (postgresql, postgresgl-client, postgrespro-std,
jatobad-client).
2 Moapo6Has nHdpopMauma no ayteHtudmkaummn 8 CYB[ PostgreSQL npueeaeHa Ha obuuMabHOM caiiTe NpomM3BoaUTENS.
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e YCTaHOBKA MpaB 4719 CO3[43aBaeMOro noib30BaTens NpoayKra;
®  MOAroTOBKA, YCTAHOBKA NMapaMeTpoB U CyXebHbIX CepBUCOB;

®  3anycK C1yXebHbIX CEPBUCOB;

e  3anucb HoMmepa cbopku LieHTpa ceptudukaumm Aladdin eCA B 6a3y AaHHbIXY;

e  CO3JaHME U BbINYCK cepTUduKaTa TEXHONOMMUYECKOrO LeHTpa cepTuduKaumu;

e  BbINYCK cepTUdUKaTa BeO-cepBepa TEXHOIOMMYECKOro LLeHTpa cepTUdUKaLmm;

e  CO34aHMe YYETHOM 3aMMCU U BbINYCK cepTUdmMKaTa aAMUHUCTPATOPa MHULMANU3ALUN.

XoL YCTaHOBKM MPOrpaMMHOIO KOMIMOHEHTA OTOGpakeH B BWMAE TOPM3OHTANbHOW LWKaNbl C YKa3aHWEM
MPOLEHTOB BbIMNOJIHEHUS YCTAHOBKM.

B pe3synbTaTe yCnewHow ycTaHOBKM NpOrpaMMmbl:

e B katanore /opt/aecaCa/dist/certificates/account (3HauyeHwe NO YMOMYAHMIO MapameTpa
certificates account path kouburypaumonHoro @aina config.sh) Oyner BbinyweH cepTudumkar
afMMHMCTPATOPa MHULMANM3ALMM (C UCNONb30BaHUEM BbiGpaHHOro anroputMa - RSA, ECDSA unu FOCT?) - KoHTeiHep
33KpbITOro Kntoya INITIAL ADMIN.pl2 (INITIAL ADMIN GOST.pl2) (MM KOHTEMHepa 3afaHo B napametpe
initial admin principal KOHOUrypaunoHHOro daina).

e  BrinyuweH TexHonorMyeckuii ceptudukat Beb-cepeepa (C UCNonb30BaHWEM BbIOpaHHOro anroputma - RSA,
ECDSA unu T'OCT) n npuMeHEH B KauecTBe cepTudmKaTa Beb-cepBepa TexHonormyeckoro LieHTpa cepTudukaumm;

o (Co034aH TEXHONOMMYECKMI LieHTp cepTudmuKaummn INITIAL CA (INITIAL CA GOST) (3HayeHue 334aH0
B napaMeTpe initial ca common name KOH®UIypauMOHHOro daina).

BHumaHue! TexHonoruyeckum LieHTp cepTucpmnkaumm ncnonb3oBaTh ANA BbiMyCcKka cepTUdPmKaToB
3anpeLleHo.

Mocne nepeuuHoOl ycTaHoBKM LleHTpa ceptudukauumn Aladdin eCA cuctemMHoMy nonb3oBatento aeca byner
Ha3HayeHa kKoMaHaHas obonouyka /sbin/nologin, KOTopas 3anpeLiaer MHTepakTuBHbIM Bxod B OC. MNpu 06HOBNEHUM
MO koMaHAHas 060104Ka He MeHsieTcs. YToBbl CMEHUTL KOMAHAHYH 000/104KY, BbINOSHUTE KOMaHAY:

sudo usermod -s /bin/bash aeca

B cnyyae BO3HMKHOBEHMS OWMOKM yCTaHOBKA ByaeT npekpalleHa, coobuieHne o6 ownbke 6yaeT BoiBeAEHO B
KOHCO/b Nonb30BaTens.

4.5 NopAAoOK COBMECTHOW YCTAHOBKU KOMMNOHEHTOB NPOrpaMMHON0 CpeacTBa Ha 0AHOM
cepBepe

B LleHTpe cepTudukaToB 4OCTYNa NoaAepXKMBAETCS coBMecTHas paboTa LleHTpa ceptudumkaumm Aladdin eCA,
LenTpa perncrpaumnn Aladdin eRA u UenTpa Banuaauum Aladdin eVA (nanee B pasaene - KOMMOHEHTbI NMPOrpaMMHOro
CcpencTea) Ha OAHOM XxocTe. Takke MnoAAEepXMBAETCS COBMeCTHas pabota [ABYX BblOpaHHbIX KOMMOHEHTOB
NpOrpaMMHOro CPefCTBa Ha OJHOM XOCTe.

MopsfoK COBMECTHOM YCTaHOBKM BCEX KOMMOHEHTOB MPOrpaMMHOro CPeACTBa Ha OAHOM XocTe 3

e BobinonHuTte noarotoBky cpenbl QYHKLMOHMPOBAHMS KOMMOHEHTOB MPOrPaMMHOI0 CpPeAcTBa Ha XocTe
(cM. pazpen 3 HacTosLLero pykoBoacTaa).

e BBegute XOCT B OOMEH pECYPCHOW CUCTEMbI B COOTBETCTBMM C [OKYMEHTaUMeN NpPOM3BOAMTENS
ucnonbsyemoin OC.

! 34aueHne HoMepa cHOpKM 3anmCbiBaeTcs B Tabnuuy «build_info» cxemsbl «aeca_info».
2 Mapkepbl goctyna 6yayT noanucansl no anroputmy FOCT P 34.11-2012/34.10-2012 256 Bur.
3 AHanor1uHbIM 06pa3oM BbINOIHAETCA COBMECTHAA YCTAHOBKA [ABYX BbIGPAHHbIX KOMMOHEHTOB Ha OAHOM CEpBEpE.

AO «AnadduH P..», 1995—-2025 2. Pykosodcmso adMuHucmpamopa. Yacme 1. Ycmaroeka u ob6cnymuganue Llenmpa cepmugukauuu Aladdin Enterprise Certification Authority

Cmp. 62/113



Lentp ceptudmkaToB goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.AJ1OE.03.01.020 32 01-1

e Onpepenute nmsa xocta (hostname) Ang Kaxporo KOMMOHEHTa MpPOrpaMMHOr0 cpeactsa. MMs xocta
KOMMOHeHTa dopmupyeTcs nytem Ao0aBneHUs K peanbHOMY CETEBOMY MMEHM XOCTa, HA KOTOPOM BbIMOHSETCS
COBMeCTHasl YyCTaHOBKA KOMMOHEHTOB NPOrpaMMHOro cpeacTea, npedukca, MAEHTUPUUMPYIOLLETrO AaHHbIA KOMMOHEHT.
Hanpumep, ums xocta ra.eca-host ana LlenTpa peructpaumm Aladdin eRA, B KOTOpoM ra 370 npedukc, a
aeca-host 3T0 peanbHoe UM xocta (hostname), Ha KOTOPOM BbINOJIHAETCS COBMECTHAs YCTAaHOBKA KOMMOHEHTOB
NporpamMMHOro cpeacTBa.

e Otpepaktupyiite dann etc/hosts, CONOCTaBMB B HEM MMEHA XOCTOB KOMMOHEHTOB MPOrpaMMHOM0
CpeacTBa, BKOYas 4OMEHHYH YacTb, IP-agpecy 127.0.0.1.

B ykasaHHOM Hmxe npumepe cogepxaHus danna etc/hosts npedukc ca upaeHtubuumpyet LeHTp
ceptudmkaummn Aladdin eCA, va - LleHTp Banupauun Aladdin eVA, ra - LleHTp peructpaumm Aladdin eRA, a
eca-host.ad.local - 310 nofHoe foMeHHoe uMga xocTa (FQDN), Ha KOTOPOM BbIMOJHAETCS COBMECTHas
YCTaHOBKA KOMMOHEHTOB NPOrpaMMHOro CpeacTBa.

127.0.0.1 ca.eca-host.ad.local
127.0.0.1 wva.eca-host.ad.local

127.0.0.1 ra.eca-host.ad.local

lpn coBMecTHOM ycTaHOBKE KOMMNOHEHTOB NporpamMmHoro cpeactea B cpene OC Astra Linux Special Edition u
B3aMMOLEWCTBMM C AOMEHHOM cnyxboi katanoros Samba DC, AneT JomeH unu MS AD 3anonHenue daina
etc/hosts He BbinonHsetrca. pu atom Ha B DNS-cepsuce poMeHa pecypcHOM CuCTeMbl HEO0H6X0AMMO
no6asutb DNS-3anucu, conoctaBus BblIbpaHHbIE UMEHA XOCTOB KOMMOHEHTOB MPOrpaMMHOro cpeacrtsa |P-
agpecy XocCTa, Ha KOTOPOM BbIMOJTHAETCS COBMECTHAs YCTAHOBKA KOMMOHEHTOB NPOrpaMMHOro CpeAcTBa.

@®opmaTt KoMaHAbl ang nobasnenns DNS-3anucu Ha KOHTponnepe AoMeHa:

sudo samba-tool dns add [IP-azmpec kOHTpoOJIJlIepa IoMeHa] [IHomMeH] [MMa xocTa
KoMIIOHeHTa] A [IP-ampec xocta] -U [MMs yd4eTHOM 3alMCU aAIMMHMCTPATOPAa IOMEHA ]

MpuMep KOMaHAbI:

sudo samba-tool dns add 192.168.86.129 ad.local ca.eca-host A 192.168.86.138
-U admin dc

e YcraHosuTe LeHtp ceptudmkaummn Aladdin eCA, ykasas B KOHUrypaumoHHOM davine B napameTpe

hostname Bbi6paHHoe ans LeHTtpa ceptudmkaummn Aladdin eCA nmsa xocTa, BKNHOYAS SOMEHHYHO YacTb (CM. pa3genbl
4.1-4.4 nHacToswero pykoBoAcCTBa) (HanpuMmep, ca.eca-host.ad.local).

e YcTaHOBUTE cepTMdMKAT aAMMHUCTpATOpa MHMLMANM3auMu TexHonornyeckoro LleHTpa ceptudmkaumm
(cM. paspen 6 HacTosLLero pykoBoAaCTBa):

- KoHTelHep 3akpbiToro kawoda INITIAL ADMIN.pl2 B XpaHunuuie ceptudukaTos Beb-bpaysepa,
ecnu cepTMdUKaT Bbin BbIMYLLEH C UCMONb30BaHKEM anroputMoB RSA unu ECDSA.

- KoHTelHep 3akpbiToro kntoya INITIAL ADMIN GOST.pl2 B M4HOE XPaHUAWLLE MOAb30BaTeNs ¢
NoMoLLbio yTUANTblI cptools mn3 coctaBa CK3M «Kpuntollpo CSP, ecnun cepTndukaT 6bin BbIMYLLEH C
ucnonbsosaHuem anroputmos [OCT.

o T[logkniouutech K Beb-uHTepdeiicy LeHntpa ceptudukaumm Aladdin eCA (cMm. paspen 6 HacTosulero
PYKOBOACTBA) U NpoRanTe ayTeHTUPUKALMIO C MOMOLLbI0 CepTUdMKaTa aAMMHUCTPATOpa UHMLManu3aumu. B kauectse
appeca LleHtpa ceptudukaumm Aladdin eCA Heob6x0AMMO yKa3aTb MMS XOCTa KOMMOHEHTA, BKNKOYas ALOMEHHYH Y4acTb
(Hanpumep, https://ca.eca-host.ad.local).

e  YCTaHOBMTE IMLLEH3MIO U BbIMOMHWUTE MHMLManU3aumio LleHTpa ceptudumkaumm Aladdin eCA (cM. nogpasgen
2.2 v pasgen 3 pokyMeHTa «LleHTp ceptudmkatos pgoctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoacTBo agMuHUCTpaTopa. YacTb 2. ®yHkumm ynpasnenus LeHtpa ceptudumkaummn Aladdin Enterprise Certification
Authority» (nanee B paszene - 4acTb 2 pyKOBOACTBA aAMWHMUCTPATOPA)).
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e BbinonHute nopknueHue pecypcHol cuctembl K LleHTpy ceptudmkaummn Aladdin eCA (cM. nogpazgen
7.9.1 yacTn 2 pyKOBOACTBA a[MUHUCTPATOPA).

o (Co3paiiTe y4yeTHYH 3anmMcb NOb30BaTENS IOKANBHOIO pecypca (CM. noapasaen 7.6.1 yactu 2 pykoBOACTBa
aAMUHUCTPATOpPA) UK cybbekTa pecypcHomn cucteMsbl (CM. noapasgen 7.8.8 4actu 2 pyKOBOACTBA aAMUHUCTPATOPA) C
poNblo «KAOMUHUCTPATOP» AN YNPaBIEHUS KOMMOHEHTaMM NPOrpaMMHON0 CPeACTBA U BbINyCTUTE AN Hee cepTUdumKaT
C 3aKPpbITbIM KNOYOM No WwabnoHy «User» (cM. nogpasgensl 7.6.7 unu 7.8.7 4actu 2 pykoBOACTBA aAMUHUCTPATOPA).

o (Co3spaiite CybbEKT NIOKANbHOM pecypcHOM cucTeMbl Ans Beb-cepBepa LeHTpa cepTUdMKaLMM, YKa3aB B
atpubytax «Common Name» n «DNS Name» nMs xocta KOMNoHeHTa, BolbpaHHoe ans LeHTpa ceptudumkaumm Aladdin
eCA, BkNtoYasi OOMEHHYK 4YacTb (CM. nogpasgen 7.8.5 yactv 2 pykoBOACTBA aflMUHWUCTPATOpPA), BbIMYCTUTE ANS
CO3[,aHHOro cybbekTa cepTUMUKAT C 3aKPbITbIM KNOYOM Mo WwabnoHy «WEB-Server» n ycTaHOBUTE AaHHbIN cepTudumKaT
B KauecTBe cepTudumkaTta Beb-cepeepa LieHTpa ceptudumkaumm Aladdin eCA (cM. nogpaszenst 7.8.7 n 7.13.1 yactu 2
pYyKOBOACTBA aAMUHUCTPATOPA).

o (Cospavite cybbEKT NOKaNbHOW pecypcHon cuctemsl ang Beb-cepeepa LleHTpa pernctpauun Aladdin eRA,
yka3ae B atpnbyTtax «Common Name» u «DNS Name» umsa xocta KOMNoHeHTa, BbibpaHHoe ans LleHTpa pernctpaumu
Aladdin eRA, Bkntoyas LOMEHHYI0 YacTb (CM. nogpasaen 7.8.5 yactu 2 pykoBOACTBa aAMUMHUCTPATOPA) M BbINYCTUTE A5
CO3[3HHOro cybbekTa cepTMdUKAT C 3aKpbITbIM KIOYOM No wabnoHy «WEB-Server» (cM. nogpasgen 7.8.7 vactm 2
PYKOBOACTBA aAMUHMUCTPATOPA).

o Cospanite pans LleHTpa pernctpaummn Aladdin eRA  y4yeTHy 3anMCb MONb30BAaTENS C  PONbHO
«ALMUHWUCTPATOP» U BbINYCTUTE A1 Hee cepTMdUKAT C 3aKpbITbIM KOYOM Mo wabnoHy «User» (cMm. nogpasaensi 7.6.1
n 7.6.7 4yactn 2 pyKoBOACTBA aAMWHUCTPATOPA).

o (Co3paiite cybbeKT NOKANbHOM pPecypcHOM cuctemsl ans Beb-cepepa LleHTpa Banuzaumm Aladdin eVA,
yka3ae B aTpubytax «Common Name» u «DNS Name» nMs X0CTa KOMMNOHEHTA, BbibpaHHoe ans LleHTpa Banupaumu
Aladdin eRA, Bkntoyas 4OMEHHY YacTb (CM. nogpasaen 7.8.5 yactu 2 pykoBOACTBa aAMUHUCTPATOPA) M BbINYCTUTE O1S
CO3[aHHOro cybbekta ceptMdMKAT C 3aKpbITbiM KAOYOM Mo wabnoHy «WEB-Server» (cm. nogpasgen 7.8.7 vactm 2
PYKOBOACTBA aAMUHUCTPATOPA).

o Cospavite ang LeHtpa Banuaaumun Aladdin eVA yyeTHy0 3anmMcb Nonb30BaTeNs ¢ ponblo KAGMUHUCTPATOP»
W BbINYCTUTE ON19 Hee cepTUdMKAT C 3aKPpbITbIM KNHOYOM No wabnoHy «User» (cMm. nogpasgens! 7.6.1 u 7.6.7 yactu 2
PYKOBOACTBA aAMUHUCTpaTopa). JaHHbI cepTudmkaT ByaeT MCNONb30BaTbCA B AaNbHENWEM AN NOAKMHYEHUS K
LeHTpy ceptudmkaummn Aladdin eCA.

e Cospaifte nonb3osatens-cnyx6y HTTP u keytab-daiin' Ha KoHTponnepe AOMeHa PeCypCHOM CUCTEMBI:

- [Onsa LUentpa peructpauum Aladdin eRA (cM. nogpaspen 3.4 pokyMeHTa «PykoBOACTBO
afMuHucTpatopa. Yacte 5. LleHtp pernctpaummn Aladdin Enterprise Registration Authority» (nanee B
pasgene - 4acTb 5 pyKoBOACTBA aAMUHUCTPATOPA).

- [nga LenTtpa Bannpaumu Aladdin eVA (cMm. nogpasgpen 3.4 nokymeHTa «PykoBOACTBO afMUHUCTpaTOpa.
Yactb 4. LleHtp Banupauumn Aladdin Enterprise Validation Authority» (nanee B pa3spene - yactb 4
PYKOBOACTBA afiMUHUCTPATOPA).

MNpn coBmecTHOM ycTaHOBKe KoMnoHeHToB B cpeae OC Astra Linux Special Edition u B3auMopenctemm ¢
[OMEHHoW cnyxboi kaTanoros Samba DC, AnbT JoMmeH unn MS AD co3paiite Tonbko ogauH keytab-daiin. Mpu
co3paHun keytab-daiina B cOOTBETCTBYIOLWLEN A9 LOMEHHOM CNYXObl KaTanoroB KOMaHAE YKaXuTe MOMHOE
fomeHHoe uMa xocta (FQDN), Ha KOTOPOM BbINOAHAETCS COBMECTHAst YCTaHOBKA KOMMOHEHTOB NMPOrPaMMHOI0
cpeacTea (Hanpumep, eca-host.ad.local).

Hactporiky HTTP-cnyx6bl B soMeHHOM cnyxbe katanoros ALD PRO Heobx0anMO BbINOMHATL Yepes nHTepdeic
Free IPA.

! Keytab-chaiin ucnonb3yercs ans ayTeHTUdMKaLMM JOMEHHBIX Nonb3osateneit B LleHtpe pernctpaummn Aladdin eRA ¢ ucnonb3osaHuem
Kerberos 6e3 BBoga napons.
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e YctaHosute LleHTp peructpaummn Aladdin eRA (cm. paspen 4 yactu 5 pykoBoACTBa agMMHUCTPaTOpa),
yKa3aB B KOHDUrypaLMOHHOM daine:
- B napametpe hostname BbibpaHHOe ans LleHTpa pernctpaummn Aladdin eRA umsa xocra.
- B napameTpe aeca_ca_ host BbibpaHHoe ana LieHtpa ceptudumkaumm Aladdin eCA nma xocta.
- 3HayeHus NnapaMeTpoB aeca_user, aeca_group M database username AOMKHbI OTAMYATLCA OT
3HaYEHMUM 3TUX XXe NapaMeTpoB B KOHDUrypaunoHHoM daiine LieHTpa ceptudukaumm Aladdin eCA.
OcTanbHble napaMeTpbl KOHPUIYpPaLMOHHOTO dakina yKasblBaloTCS B COOTBETCTBMM C NOApasfenom 4.2 yactu
5 pykoBoacTBa agMMHKUCTpaTopa.
e YcraHosute LeHTp Banupauum Aladdin eVA (cm. pasgen 4 yactv 4 pykoBoACTBa aAMUHUCTPATOPA), YKa3as
B KOHGUIypaunoHHOM daine:
- B napametpe hostname BbibpaHHoe ang LleHTpa Banuaaumm Aladdin eVA nms xocta.

- 3HauyeHus NapaMeTpoB aeca_ user, aeca group M database username AO/XKHbI OTANYATLCS OT
3HAYEHWUM ITUX XKe MapaMeTPOB B KOHPUIypauMoHHbIX @aiinax LeHtpa ceptudukaumm Aladdin eCA m

LeHtpa pernctpaunm Aladdin eRA.

OcTanbHble napaMeTpbl KOHUIypaLMOHHOTO daiina yKasbiBaloTCs B COOTBETCTBMM C Noapasnenom 4.3 yactu

4 pykoBoACTBa aAMUHUCTPATOPA.
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5 3AMNYCK N OCTAHOBKA POl PAMMDI

LUeHTp ceptudmkaumm Aladdin eCA 3anyckaeTcs aBTOMaTUYECKMU:
e B (Jly4yae BbINOJIHEHUS YCMELWHOM YCTaHOBKMU NPOrpaMMbl.

e B C/lyyae BbINOSHEHWUS YCNEWHOro 06HOBIEHMS MPOrpaMMmbl.
e nocne 3anycka OC.

[na npoBepku coctosiHug LleHTpa ceptudukaumm Aladdin eCA B TepMuHane BbINONHUTE KOMaHAY C NpaBaMu
cynepnonb3oBaTens:

sudo systemctl status aeca-ca.service

Bo3moxHble BapWaHTbl OTBETA:

e active (running) - cepBMC 3anylieH, C MEpPeYnUCIEHMEM MOAyNeN U WX CTaTyca (OXMAaHWE 3anycka,
yCMeLWHo 3anyLueH, He YAAN0Ch 3anyCTUTb CEPBUC);

e inactive (dead) - cepBuC 0CTaHOBNEH, C BbIBOAOM MHPOPMALMKM O NOCNEAHUX 3anyLLEeHHbIX MOAYNSX.
[lns npoBepkuM aBTO3arpy3ku NporpaMMbl BbIMOSIHUTE KOMaHAY C MpaBaMu Cyneprnonb3oBaTens:

sudo systemctl is-enabled aeca-ca.service

[na nobagneHuns nporpamMMbl B aBTO3arpysKy BbIMONHUTE KOMaHAY C MPaBaMu Cynepnosib30BaTens:

sudo systemctl enable aeca-ca.service

[lns 3anycka nporpamMMbl BbINOJHUTE KOMaHAY C NpaBaMu Cynepnosb3oBaTens:

sudo systemctl start aeca-ca.service

Ons nepesanycka nporpamMmmbl BbiINOJIHUTE KOMaHAY C NpaBaMy Cynepnosib30BaTend:

sudo systemctl restart aeca-ca.service

MNpwu 3anycke LleHTpa ceptudmkaumm Aladdin eCA BbINOAHAOTCS CeayoLlme NpoBeEPKU:

. I'IpOBepKa BO3MOXHOCTM NoAKYEHUS K 6a3e aaHHbIX. Ecin He YO3AETCS NOAKNIOYUTCS K 6a3e gaHHbIX, TO
nporpaMMa He 3anyckaeTtcs.

e [lpoBepka COOTBETCTBMSI HOMEPA CBOeW CO0pPKM M 3HaYEeHUS HOMepa CBOPKM, yKasaHHOW B 6a3e AaHHbIX:

- Ecnm B 6a3e paHHbIX OTCYTCTBYET HOMep COOpKM, TO NporpaMma He 3anyckaeTcs.
- Ecnm Homep cbopku He paBeH HOMepy CHOpKM Mporpammel, TO Nporpamma 3aBepliaeT 3anyck C
ownbkon «Tekylas Bepcus cxeMbl 6a3bl AaHHbIX HE MNO3BOMSET BbIMOMHUTL 3aNycK Cnyxbbl. Tekylias
Bepcus cxembl 6asbl AaHHbix: X.X.X.X. Heobxoammas Bepcus cxembl 6asbl AaHHbiX: Y.Y.Y.Y.», roe
«XX.X.X» - HOMep cHOpKM yKazaHHbIM B Hase AaHHbIX, a «Y.Y.Y.Y» - HOMep cHopku 3anyckaeMoi
nporpammel.
e [lpoBepka LENOCTHOCTU KOHTEMHEPOB 3aKPbITOro KAYa Bcex LleHTpos ceptudumkaumm nporpaMmel. Pesynbtat
NPOBEPKM LeNIOCTHOCTU NS KKAO0IO KOHTEMHEPA 3aKPbITOrO K/Ya 3anMCbiBAETCS B XKYpHaN COObITUIA:
- CobbiTne c kogoM CAENVO76 - npu ycnewHolM NpoBepKe LEenoCTHOCTH.
- Cobbite CAENVO77 - npu HeycnewHoM NpoBepKe LeA0CTHOCTH.
[Ona 3aBepweHus pabotbl UeHntpa ceptudmkaummn Aladdin eCA BbINOAHWTE KOMaHAYy C MNpaBaMu
cynepnonb3oBaTens:

sudo systemctl stop aeca-ca.service

Llentp ceptudpukaummn Aladdin eCA npu octaHoBKe OTKOYaeT OT Beb-cepBepa CBOK KOHdurypauuio. B
pesynbTaTe OTK/IOYEHWS OT Beb-cepBepa KOHGMUrypauMu 3aKpbiBalTCs MopTbl i, ucnonbayemble Ang poctyna K

! MopTbl 6yAyT 3aKPbITbl TONLKO B TOM Cy4ae, €Cn OHM Bbinn OTKPbIThI LleHTpoM cepTudmkaumm Aladdin eCA.
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«http port» KOHpUrypauMoHHOro ¢anna

/opt/aecaCa/scripts/config.sh), ecnu faHHble NOPTbl HE UCMOMb3YIOTCS MHBIMKU NPOTrPAMMaMM.

Mogaynu UeHTpa ceptudukaumm Aladdin eCA 3anyckaioTcs noovepénHO B NopsaKe, NpuBeLeHHOM B Tabauue

Hwxe (Tabnuua 8).

Tabnuua 8 - Mogynu nporpamMmbl

Mopspok UcnonHsembiii
. HanmeHoBaHune HasHaueHue
3anycka daiin
1 logs-service.jar Moaynb xypHana Ob6ecneunBaeT uKcaLmo CObbITUIA B XXypHane U nonyyeHne cobbiTuit
cob6bITUI M3 XXypHana, NpoCMOTPa M NOUCK 3anucen )ypHana cobbITUiA, 3KCNOPT U
APXMBALMIO 3aMnuMCel XXypHana cobbiTui
2 storage- Mopaynb XpaHeHus Ob6ecneunBaeT xpaHeHue 1 ynpasneHue dannamm ceptudukaTos
service.jar [aHHbIX
3 templates- Mopaynb wabnoHos Ob6ecneunBaeT NpoCMOTP, CO3AaHME, PeAAKTUPOBAHME U YaANeHue
service.jar wabnoHoB cepTUHUKATOB
4 subjects- Mopaynb paboTbl € Ob6ecneunBaeT B3aMMoLeNCTBME C rpynnamm 6€30nacHoOCTH U1
service.jar cybbekTamu cybbekTamu
5 license- Mogaynb nuueHsmpoBaHus | ObecneynBaeT ynpaBneHMe NULEH3UIMU NPOrPaMMbl
service.jar
6 export- Mopaynb 3kcnopTa AaHHbix | ObecneynBaeT ynpaBneHme 3KCnopTom (GaiioB NporpamMMbl
service.jar
7 security- Mopaynb 6e30nacHoOCTM MNpepHa3HaveH ong MaeHTMOUKaALMM M ayTeHTUdUKALMM NoNb3oBaTenemn
service.jar NporpaMMsl, yrpaBneHus y4eTHbIMU 3aNUCSIMU NoNb3oBaTenemn
nporpamMMmel, NpefocTaBieHns MHbopMaLum 0 Nob30BaTENAX
nporpamMMmsl.
8 ldap-service.jar Mogynb paboTel ¢ LDAP Ob6ecneunBaeT B3aMMOAENCTBME C PeCYpPCHbIMU CUCTEMAMU U
obecneymBaeT nybankaumo cepTMOUKATOB B PECYPCHYIO CUCTEMY, A
TakXe nosy4yeHue AaHHbIX U3 pecypCHOM CUCTEMBI
9 event-delivery- Mognynb onoBeLleHus MpenHa3HayeH onsg OnoBeLLeHMs NOCPeACTBOM PacChlIKM YBeAOMIEHUN
service.jar nonb3oBarenei no aApecaM 3MeKTPOHHOM NOYThbI BNagenbLeB cepTUdUKaToOB
10 certificate- Mognynb cepTudukaToB Ob6ecneunBaeT co3paHue ceptudurKaTa, NOANUCH cepTuduKaTa (BKoYas
authority- uenoyku ceptudukaros), reHepaumio CRL, Bannpaumio ceptudukara,
service.jar B3aMMOJeiCcTBMe YNOIHOMOYEHHOMO NOb30BaTens C KOHTEMHepaMu U
TOYKaMM PacrnpoCTPaHEHUS.
11 publisher- Mogaynb nybavkauum O6ecneunBaet obcnyxuBaHue Touek nybnmkauum CRL, Delta CRL u AIA
service.jar
12 validation- Mogaynb Banuaoauuu Ob6ecneuynBaeT B3aMMOLENCTBMS C TOYKAMM PACNPOCTPAHEHMS, A TaKXKe
authority- Ans Banupaunm ceptndukaTos
service.jar
13 external- Mopaynb BHEWHUX MNpenHasHayeH ong npenocTaBieHns NoNb30BATENSM UM BHELHUM
integration- MHTerpaumn cucTeMaM J0CTyna K NporpaMMHbIM MHTepdericam (nybanuHbli API)
service.jar NpOorpaMMmsl, peannusyembiM ApYrumMu MOAYNSMU.
14 settings- Mogaynb HacTpoek Ob6ecneunBaeT ynpaBneHUe XM3HEHHbIM LMKIOM NporpaMMmsl, eé
service.jar COCTOSIHMEM M MapaMeTpaMu (BaHHble O NPOAYKTe, KOHPUrypaums
cepBepHoro ceptudukata SSL, paspelueHHble u3gatenu cepTMduKaTos)
15 routes- Moaynb ynpasneHus MNpepocTaBnseT nonb3oBaTenbckme Be6-uHTEpdencol, obecneumsaer
service.jar pasrpaHuyeHue fOCTyna Ha OCHOBE ponel nonb3oBaTenen
16 api-gateway- Moaynb NPOKCMPOBAHMUS MpepHa3HaveH AN nepeHanpasieHns NOCTyNaoLWwmMx B NporpamMmy
service.jar 3anpoCoB B HYXHbI CEPBUC (HA OCHOBAHMM AaHHbIX, YKa3aHHbIX B URL
3anpoca), a Takxe A1 NepeHanpaBieHns 3anpocoB K MOAYIO
6€30MacHOCTM C LeNblo ayTEHTUPUKALLMU MONb30BaTENS
17 x509-provider- Mopaynb ayteHTMdMKaumm | NpepgHa3HaveH ang ayTeHTMdMKaLmMm nonb3osaTenien B mporpaMmme no
service.jar no ceptudumkaty cepTudukaty focrtyna.
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6 MOAK/IOYEHUE K BEB-UHTEPD®ENCY

6.1 O6wue cBegeHUA

Beb6-uHTepdeiic npeactaBnseTcs cobor rpapuueckuin uHTepdeiic B BUAE COBOKYNMHOCTU AMHAMUYECKUX BeO-
CTpaHuu, oTobpaxaembix B Beb-bpaysepe. Beb-uHTepdeic peanus3oBaH KIMEHTCKMM KOMNoHeHTOM LleHTpa
ceptudumkaummn Aladdin eCA v npepHasHayeH An9 ynpaBleHUs CepBEPHbIM KOMMOHEHTOM LleHTpa cepTudukaumm
Aladdin eCA (BbINOAHEHMS LOCTYMHbIX NOJb30BATEN0 B pAMKax ero NoJIHOMOYUiA AeNCTBUIA).

MopkntoueHne Kk Beb-uHTepdeiicy LleHTpa ceptudukaumm Aladdin eCA BoinonHsetcs u3 Beb-6paysepa
YAANEeHHO MO CeTU Nepeaaym AaHHbIX C BbIAENEHHOIO KOMMbIOTEPA, HA KOTOPOM pa3BepHyTa cpeaa PyHKLUMOHUPOBAHUS.

KaHnan ynpaBneHus sBNSeTCA 3alUMLLEHHbIM — OpraHu3oBaH no npotokony HTTPS/TLS c ABycTOpOHHe#
ayTeHTMdUKaumMen n wudposBaHMeM nepepaBaeMblX AaHHbIX. MoeHTudukaums u ayTeHTUGUKaUMS Nonb3oBaTenem
BbINOHAETCS MO NpeabsBNeHHOMY CepTUDUKATY, KOTOPbIM AOMKEH ObITb NpeABapUTENbHO YCTAHOBNEH B XPaHWULLE
Be6-bpaysepa unu xpaHunuuwe ceptudukatos mncnonbsyemort OC. Mpumep yCTaHOBKM cepTUPUKATA agMUHUCTPATOPA
MHULMANU3aLMM U3 KOHTelHepa 3aKkpbiToro Kntoua PKCS#12 (no ymonyaumioo INITIAL ADMIN.pl2) npuseneH B
nogpasgene 6.2.

Mpn wucnonbsoBanun CK3U «Kpuntollpo CSP» kaHan B3aMMOAEWCTBUMS KAMEHTCKOTO W CEpPBEPHOro
KOMMOHEHTA NPOrpaMMHOro CpeacTBa AO0MKEH OblTb opraHu3oBaH no npotokony TLS TOCT ¢ wmcnonb3oBaHueM
0TEYEeCTBEHHbIX KpUNTOrPadUUeCKMUX anropuTMOB.

[na 3Toro Ha KoMnbloTepe, MNpeAHa3HAYeHHOM ANa MOAK/IKYEHUS K BeG-uHTepdeicy, A0MKHbI BbiTh
BbIMOJIHEHbI CIEAYIOLLME AENCTBUS:

o YcraHosneH kpuntonpoBangep CK3U «Kpuntollpo CSP» B COOTBETCTBMM C MHCTPYKUMEN, ONUCAHHOM B
pasgene 2 pokymeHTa «CK3U «Kpuntollpo CSP». PykoBoactBo agMuHucTpatopa 6esonacHocTu. Mcnonb3zosaHue CK3U
nog, ynpaenenmem OC Linux» XT41.00101-03 91 03.

e YcTaHoBneHa kaueHTckas  nuuensua  CK3U «Kpuntollpo CSP», patowas npaBo  MCMNOAb30BaTh
[BYCTOPOHHIOO ayTeHTUdMKauno no npotokony TLS. Mopsaok yCTaHOBKM NULEH3MM ONUCAH B pasfene 4 AOKyMeHTa
«CK3M «Kpuntollpo CSP». PykoBoacTBo agMuHUcTpaTopa 6e3onacHoctu. Mcnonb3osaHune CK3U nog ynpasnernmnem OC
Linux» XXT$11.00101-03 91 03.

o  CepTndMKAT aAMMHUCTPATOPA MHULMANM3ALMM U3 KOHTEMHEPA 3aKpbIToro kntova PKCS#12, BbinyLeHHOro
€ ucnonb3osaHueM anroputmos FOCT npu yctaHoBKe nporpammbl (M0 ymonyaHuio INITIAL ADMIN GOST.pl2),
[loNXKeH ObITb YCTAaHOBNEH B JIMYHOE XPaHWAMULLE MONb30BaTeNss C MOMOLWbK YTUAWTBI cptools M3 COCTaBa
CK3M «Kpuntollpo CSP». MopsaoK ycTaHOBKKM cepTUdUKATa M3 KOHTEMHEPA 3aKPbITOrO K/o4a NpUBEAEH B Noapasaene
2.6.5 pokymeHTa «CK3U «Kpuntollpo CSP». WMHCTpyKuMss N0 MCNONb30BaHMIO FpadMyeckoro NpUIOXKeHMS
WHctpymeHnTsl Kpuntollpo (cptools)» XT41.00101-03 92 06.

e YctaHoBneH Beb-6paysep Chromium c¢ nogaepxkor TLS TOCT u3 coctaBa MCNonb3yemon
ceptuduumpoBarHHoin OC. [aHHbi Be6-6pay3ep BxoamT B cocTaB 6asoBbix penosutopueB OC Astra Linux SE, Anbt
Cepsep, PEL], OC n SberLinux OS Server.
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6.2 YcTaHOBKa cepTUPMKaATa aAMUHUCTPATOPA UHULNANU3ALUMN

Mocne yctaHoBku LleHTpa ceptndumkaummn Aladdin eCA cdhopMmnpoBaH KOHTEMHep 3akpbiToro knwoya PKCS12,
cogepxawmn ceptudukat aAMUHUCTPATOPA MWHULMANM3ALMM  TEXHONOrMYECKoro ueHtpa ceptudukaumm. [lo
YMONYaHUIO KOHTEMHep pacrnonoxeH B KaTtanore /opt/aecaCa/dist/certificates/account/ (katanor
onpefeneH napametpoMm certificates account path KoHdurypaumnoHHoro caina). lMaposnb OT KOHTEMHEpPaA C
cepTupmkaTomM onpepeneH B napametpe initial client password KOHGMrypaunoHHoro daiina (no
ymonuanuio - «INITIAL»).

YctaHoBuTe cepTMdUKAT aAMUHMCTpaTOpa MHMUManuM3auum INITIAL ADMIN.pl2 (MM KOHTelHepa no
YyMO/IYaHMI0) B JOBEPEHHOE XpaHuUnuLLe cepTudmrkaToB Beb-6paysepal.

MopsipoK yCTaHOBKM cepTudMKaTa agMUHUCTPATOPa MHULMANM3aLmMmn B XxpaHunuuwe seb-bpaysepa Firefox:

e Ortkponte 6paysep Firefox - Hactporiku - MpuBatHocTe M 3awmTa - Ceptudukatel (cM. PucyHok 1).
Haxxmute kHonky <IpocMoTp ceptudmKaTos>.

“— C @ @ Firefox  about:preferences#privacy

(i) Baw 6payaep ynpasaseTcs Bawen opraHu3aume

@ OcHosHble
3awmra
@ Hauano
MoaAeAbBHO® COASPXMMOEe M 3ALUMTA OT BReACHOCHBIX MPOrpamMmm
Q Mowck BAOKMPOBOTE ONACHOS K OOMOHBIBOKOLLES CoasmiuMOoe MNoppobHes
E] MPMBATHOCTL M BAOKMPOBATE ONACHBIE 3TrPy3KM
3awmta

Q CUHXpOHU3aAUKa

CepTtudukaTtel

3aopawwmears y OCSP-cepeepos NOATBCPMASHUES TEKYLLEMD MpocMoTp CepTUdGUKATOR. ..

craryca ceptiduKaToR
YCTpolcTBa 3ALMThI. . .

PucyHok 1 - OkHo HacTpoek 6pay3epa

e Ha Bknagke «Bawwwm ceptndukaTtbl» HaxXMUTe KHONKY <MMnopTupoBaTh> (CM. PucyHok 2).

YNpaBAeHue CepTUdUKaTaMIA X

OTUBHKATE PelSHMA NO ayTEHTHOMKALMI Mopm Cepespel LieHTPE CEpTUGHMKTLIAN

Y BAC XPOHATCH CEPTMOMKOTEI OT CASAYHOLLMX ODTCHMICLIMIA, CAYKALLME AN BOLLISH MASHTUGIKOLMAM

Hma cepridmkara YCTPORCTED 3aLUMTE CepuiaHsIn HoMep LeRcTEMTEASH NO

a

MMnopTMpOBEaTh. ..

PucyHok 2 - OkHO ynpaBneHus ceptudukaTamu

o YKaxuTe NyTb K KOHTEMHepy C CepTMPMKATOM aAMUHWUCTPATOPA MHULMANM3ALMM U HAXKMUTE KHOMKY
<OTKpbITb> (CM. PucyHok 3).

! CepTMdMKaT aAMUHMCTPATOPa MHULMANM3ALMM M3 KOHTEHepa 3akpbiToro knwua PKCS#12, BbINYWEHHOO C WCMOMb30BaHWUEM
anroputmoB [OCT, ycTaHaBAMBAETCS B IMYHOE XPaHWIMULLE MONb30BaTeNs C NOMoLbio yTuanTbl cptools n3 coctasa CK3M «Kpuntollpo CSP» (cm.
noapasgen 6.1).
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BHumaHue! 3anpewaetcsa kakuMm-nmb6o o6pasom yaansatTb cepTuukaT TEXHONOrMYECKOro LeHTpa
ceptucdmkaumum «INITIAL _CA», cosgaHHOro npu pasBéptbiBaHuu LleHTpa cepTudmkaumun.

WmnopTupyemeiid daitn ceptndurkata — Nopran _ 0O X
Manka: KomnboTep > JomalHas ~ ~ o + [MBug ~ M@
WN36panHoe » Bugeo * adminral.p12
& nokymenTw 8 [okyMeHThl T web.p1z
EJ MzoB6paxeHus + 3arpyzku T webl.p12
£ My3bika ™ WzobpaxeHns
Bugeo A Myzbika
by 3arpyzrm ‘W OBuenocTynHbie
MecTa PaBoume cTonsl
NoMalHAA B8 PaBo4wii cton 1
=) Pabo4ui cTon 1 & CucTeMHble obou
il KopauHa WabnoHb!
01 waiinosas cuctema adminra.p12
Hakonutenwn
P NP - e e
MyTh: adminra.p12 OTKpBITE
DUNLTP MMeH: | Dainbl PKCS12 (*.p12 *.pfx) v OTMeHa

PucyHok 3 - OkHo Bbibopa umnopTtupyemoro darna ceptudukara

e B OTKpbIBLUEMCS OKHE BBEAWUTE NapPO/ib OT KOHTEMHEPA U HAXMUTE KHOMKY <OK> (CM. PUCyHOK 4).

YnpasaeHwe ceprudukarami x

Miopn Cepaeps LeHTpEl cepTUdMKaLbm

PelueHHa N ayTeHTUDMKTILIKM

BawwM cepTHdmkaTs

Y BOC XpaHsaTCs g

Password Required - Mozilla Firefox

BeepuTe NAPOAL, MCNOALIYEMBIA AAS LUIMDPOBAHUS PE3SPBHOM KOMUKM CepTMdMKaTa:

OmveHa

CoXpaH9Ts BCe. .. HMMNopTHpoRaTE. ..

OK

PucyHok 4 - OkHO BBOAA Napons OT KOHTeMHepa
e B pe3synbtate B OKHe «YnpaBneHue cepTuduKatamMu» MOSBUTCA 3anucb 00 MMMNOPTUPOBAHHOM

ceptudumkate (cM. PucyHok 5). 3aBeplunte ycTaHOBKY cepTudmMKaTa, Haxas KHonky <OK>.

YnpaeaeHHe cepTMduKkaramm x

Bawm cepTidrkaT: Pewenus no ayTeHtdMiaLmm Aroam Cepeepbl LeHTpbl ceptMriKaLmmn

Y BOC XPOHSTCS CEPTMGNKATE OT CABAYIOLMX ORIOHU3CLIAMA, CAYKOLLME AN BOLIEN MASHTUGHKOLIMA

Hma ceprmmrara ‘ YCTROMCTEO 3CLUMTE ‘ CepWiHLEIn HoMep ‘ AeHcTeuTensH No B
~ INITIAL_ADMIN
INITIAL_ADMIN MoAYAL 3QLLMTEI 1B:9D:EC: 1F.C4:11:BC:31:1C... 19 miona 2025 .

COXpPaHWTE BCE. .. WmnoptupoeaTe. ..

PucyHok 5 - OkHo «YnpaBnenue ceptudmkatamm»
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6.3 NoaknioveHue K Be6-uHteppency

MopsipoK NoaKNtoYeHUs K Be6-uHTepdency:

e 3anyctute Beb6-6pay3ep n B aapecHor cTtpoke BeeamTe IP-agpec unm noOMeHHoe nMs cepeepa, Ha KOTOPOM
ycTaHoBneH LleHTp ceptudukaumm Aladdin eCA. Hanpumep, https://172.22.5.21.

e B oTkpbiBweMcs OkHe Bbibepute cepTUdUKAT aAMUHMCTPATOPa MHWMLMANM3auuu (CM. PucyHok 6) u

HaXXMUTe KHOMKy <OK>,

3anpoc WAEHTUHWMKELWK NONb30BATENA

CaiTy Heo6X0AMMO ONPeASANTb, C KOKMM CepPTUGMKATOM Bac acCOUMMPOBATE:
172.22.5.21:443
OpPra=HM3aumMa; w
BelAQHO:
BuiSepuTe cepTMdmKar AAS HASHTHOMKALMK:

INITIAL_ADMIN (39:DA:DB:D0:2E:20:24:03:96:5A:4A:78:37:32:AF:C0:C3:89:D04:.82) ~
MHGOpMaUMA O BREPAHHOM CepTudMraTe:

Komy esiaan: CN=INITIAL_ADMIN

Cepuianoin Homep: 39:DA:DB:D0:2E:20:24:03:96:5A:4A:78:37:32: AF:.C0:C3:89:D4:82
Aenctemrened ¢ 28 aer. 2025 ., 16:05:30 GMT-4 no 27 asr. 2026:1., 16:05:30 GMT-4
Mcnoaszosanma knowa: Digital Signature Non-Repudiation Key Enclphement
Aapeca an. noutst: Initial@admin

Kem suipon: CN=INITIAL_CA

MecTto xpaHeHun: MoAyAs 30LWIMTE

3aNOMHMTE 3TO PELeHHEe

OmveHa QK

PucyHok 6 - OkHo Bblbopa cepTuduKaTa

e [lanee Ha OTKPbIBLUENCS CTPaHULE C NpeaynpexaeHMeM cucteMbl 6e30nacHOCTU (CM. PUCYHOK 7) HaxxmuTe
KHOMKY <[l0NOSIHUTENBHO>, MPUMUTE PUCK U MPOLOKUTE MOLKIIOYEHME,

<« C @ £ He saupero 17222521 w

Mpeaynpexaenune: BeposiTHas yrpo3a
6e30MnacHoOCTA

FIrefox oBHapY»uA BEPOSITHYIO Yrpo3y 6€30MacHOCTH U HE CTAA OTKPbIBATL 172.22.5.21. ECAM Bbl NOCETUTE 3TOT CAMT,
3AOYMBILLAEHHIKIA MOYT MOMBITATLCS! MOXMTUTB BALLY MHGOPMALMIO, TAKYIO KK MAPOAU, GAPECT SAEKTPOHHOM MONTI
AU AQHHbIE GAHKOBCKMX KAPT.

Kak Bl MOXeTe 370 MCTpaBuTL?

Ckopee Bcero, 370 NPOBAEMA CBA3AHA C COMUM BEG-CQITOM, 1 Bbl HUYETO HE CMOXETE C 3TUM CAEAQTb.

ECAV Bbl HOXOAMTECH B KOPMIOPATUBHOI CETU MAM MCTIOALIYETE QHTMBMPYCHYIO NMPOTPAMMY, Bbl MOXETE CBSI3ATLCS CO
CAYXO0M MOAASPIKKM AAS MOAYHEHUS MOMOLLM. Bbl TAKKE MOXETE COOBLIMTL QAMUHUCTPATOPY Be6-cairta 06 310
npobaeme.

Moapobree.

BepHyTbca Ha3aA (PeKomeHayeTcs) AONOAHUTEABHO. ..

PucyHok 7 - CtpaHuua ¢ npegynpexaeHnemM cuctembl 6€30MacHOCTH
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o B pesynbrate Bbl nogknwountech K Beb-nHTepdency LleHTpa ceptudukaumm Aladdin eCA, roe 3anyweH
MacTep UHMLManM3aLmu (NepBebliii War - yCTaHOBKA JIMLEH3MM) (CM. YaCTb 2 HACTOSLLEro PYKOBOACTBA aAMUHUCTPATOPA).

A B cucteme OTCYTCTBYeT aKTUBHARA NNUEH3NA X
3arpysuTe $aitn nuUeHsUM

LleHTp CepTudunKaumnm

Aladdin Enterprise CA

3arpyavTe ¢aiin nnueH3un

Daiin He BeibpaH Bui6pare daiin

PucyHok 8 - OkHO nHuMumanmsaummn Lentpa ceptudukaumm. LWar 1 - Boi6op nnueH3um
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7 KOHTPO/1b LUENOCTHOCTU UCMOJTHAEMbIX ®ANOB
NMPOIrPAMMbI

KoHTponb uenoctHoctu wucnonHsembix @annos LeHnTpa ceptudukaummn Aladdin eCA Heobxopum pns
OTC/IEXXMBAHUS HEU3MEHHOCTM U KOHTPONS COCTOSIHUS (ParNoB, nepeyeHb KOTOPbIX NPUBEAEH HUXKE:

e Bce dannbl U3 Katanora «/opt/aecaCa/samples» M €ro NOAKATanoros;

e Bce dainbl 3 Katanora «/opt/aecaCa/scripts» 1 ero nogkatanoros, kpome dannos «config. sh»

M «jc_checksumy»,
e BCe «.jar» dannbl B KaTanore «/opt/aecaCa/services» u ero nogkatanorax;
e Bce dainbl B KaTanore «/opt/aecaCa/static» U ero noaKkaTanorax;
e Bce dannbl B Katanore «/opt/aecaCa/bin» 1 ero nogkatanorax;
e Bce dannbl B Katanore /opt/aecaCa/digsig 1 ero nogkaranorax.

KoHTponb LEenocTHOCTM OCYLLeCTBASETCS C MOMOLWbI CKpunTa integrity check.sh, Haxopgwerocs B
Katanore CKkpuntoB /opt/aecaCa/scripts. CkpunT 1integrity check.sh ocCywecTBaseT npoBepKy
LeNOCTHOCTU mcnosiHsiembix dannos LleHTpa ceptudmkaummn Aladdin eCA cpeactBamMu yTMAUTbE «YTUAUTA KOHTPONS
uenoctHoctn 2.0» -jceverifyt.

CkpunT integrity check.sh NpuHMMaET B Ka4yecTBe OMNLMOHANbHOrO BXOAHOrO napaMeTpa nyTb K daiiny
C KOHTPOJIbHbIMW CYMMaMU, Ha OCHOBAHMU KOTOPOTrO OJIKHA BbIMOHATLCS NpoBepKa. B cnyvae, ecnm nytb K danny He
yKa3aH, TO N0 ymMon4yaHuio 6yaeT ncnonb3osatbes dain /opt/aecaCa/scripts/jc checksum.

@ann c 3TaNOHaMM KOHTPOAbHbIMM CymMMaMu Jjc_checksum ¢opmupyerca npu cbopke nporpammbl C
NOMOLLbIO YTUIUTbI KOHTPONA LLENOCTHOCTU jcverify.

[lng BbINOMHEHMS KOHTPONS LLeNOCTHOCTM MCNOMHAEMbIX GaiioB 3anycTuTe CKpUNT integrity check.sh
C MpaBaMu cynepnonb3oBaTens:

sudo bash /opt/aecaCa/scripts/integrity check.sh

B paHHOM cnyyae 6ypeT ucnonb3oBaH (ain C 3TaNOHAMWM  KOHTPONbHbIX CYMM MO YMOMYAHUIO -
/opt/aecaCa/scripts/jc_checksum.

Mocne 3aBeplueHns paboTbl CKkpUnTa HEOBXOAMMO MPOAHANM3NPOBATL MNOJTYYEHHbIE AAHHbIE.

Mpu ycnewHow npoBepke LEenoCTHOCTM GyaeT BbiBeAeHO cooblieHue: «YcnewHas npoBepKa KOHTPOJbHbIX
cymmy, [pu 3TOM B XypHane cobbituii 6yaeTt 3adumkcmpoBaHo cobbitve ¢ kogom CAENVO074 (cobbitne «YcnewHas
NpOBEPKa KOHTPOJIbHbIX CYMM>),

Mpu owwnbke NpoBepku LLeNocTHOCTM OyneT BbiBefeHO coobuieHne «HeycnewHas npoBepka KOHTPONbHbIX
CYMM», @ TaKkxe cooblieHre 06 olwmnbke, reHepupyemoe yTuauTon jcverify. [pu 3ToM B XypHane cobbiTuii bynet
3adumkcnpoBaHo cobbitne ¢ kogom CAENVO75 (cobbiTne «HeycnewHas npoBepka KOHTPOIbHbBIX CyMM»).

! NaHHas yTuauTa BKItoYeHa B cocTas LleHTpa ceptudmkaumm (katanor «/opt/aecaCa/bin/jeverify).
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8 CBOP ANArHOCTUYECKON NHOOPMALINA

Cbopa amarHoctuyeckon nHGoOpMaLum KOMMNOHEHTOB HEOOX0AMM AN NPeaoCTaBleHUs B CNyXOy noanepxku
nonb3oBatenen nHdopmaumum o npobnemax B pabote nporpammel.

B npouecce pabotbl LUeHTpa ceptudmkaumm Aladdin eCA cucteMHble ciykObl MU KOMMNOHEHTbI NPOrpaMMbl
perucTpupyroT BCe Npou3BOAUMble AeicTBus. [lpousolwenine cobbiTUs 3anuCbIBAOTCS B (aifibl perucrpauuu
CobbITMi 1 C pacwupeHneM .log, pacrnofioXeHHble B Mankax COOTBETCTBYHOLMX CEPBUCOB, KOTOPbIMU Bbiiu
MHULMMPOBAHbI COBbITMA no nytM /opt/aecaCa/dist/logs/ (onpepenserca napameTpoM logs_base
KOHbUrypaumoHHoro daina). MakcuManbHbI pasmep nor-daina Kaxaoro Cepsmca nepes ero apxmeaLmen coctaBnser
10 M6ant (onpenenserca napametpoM logs file max size KoHdurypauuoHnHoro ¢aina). Cpok XxpaHeHus
apxmsoB coctasnger 10 aHen (onpepensetca napameTpoM logs max history KoHdurypauuoHnHoro daiina).
MakcuManbHbIi 06wmit 06beM ainoB perncTpaumm cobbiTUiA, BKIKOYAS apXUBbl, KaXA0ro tuna (access.log unm
service.log) ans kaxaoro cepsuca coctasnger 100 M6ant (onpepengeTtcs napameTpom logs total size cap
KoHdurypaumnoHHoro daina).

B npouecce aBromatusmpoBaHHoOro cbopa pauarHoctuyeckor wuHdbopmaumm ByneT cobpaHa cnemyrowas
nHdopmaums:

e O paborte cepsucos nporpammsl (hainbl B popmate . 1og).

o KoHburypaumoHHbiit dain /opt/aecaCa/scripts/config.sh.
o 0 paborte Beb-cepeepa Nginx/Apache (B dopmate .1og u .gz).

e O paborte cuctemsl ynpasnerus 6a3on aaHHbix PostgreSQL.

e O pabote cucteMbl ynpaeneHus 6a3oi aaHHbIx Jatoba.

e 0O pabote OC (cuctemHas).

e [laHHble CUCTEMHbIX NOFOB, NpeACTaBNeHHbIe B Tabnuue 9.

Tabnuua 9 - [laHHble CUCTEMHBbIX JIOTOB

CucteMHblit nor PEL OC u SberLinux OS Server Astra Linux SE AnbT CepBep
/var/log/audit/ + + +
/var/log/samba/ + + +
/var/log/httpd/ + - -
/var/log/messages/ + + +
/var/log/secure/ + - -
/var/log/cron/ + + -
/var/log/auth/ - + -
/var/log/syslog/ - + +
/var/log/httpd2/ - - +
/var/log/httpd/ - - +

Mpu  BKAOYeHHOM  dnare  cbopa  AMarHocTMyeckoW  MHGOpMauMu 0  namatu  (napameTp
enable gc diagnostic  KoHdurypaumoHHoro  ¢danna /opt/aecaCa/scripts/config.sh  apxus
[MArHOCTUYECKMX AAHHBIX AOMONHUTENBHO COAEPXKMUT:

e Jlor cbopuimka Mycopa.

e [laMnbl NaMaTU ans ynaewux npunoxexui LleHTpa ceptudukaumm Aladdin eCA.

! ainbl perncTpaumnm cobbITWiA, Co3aaBaeMble B noakatanorax /opt/aecaCa/dist/logs/, MMeloT npasa goctyna 640 (rw-r-----).
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MpenBapuTenbHO BbIMOMHUTE MEPEXon B AUPEKTOpMI0, rae OyneT COXpaHEH apxwB C AMArHOCTUYECKOM
uHpopmauuel B popmaTte tar . gz, BbINOAHUB KOMAHAY:
cd /' mamka pasMemeHrS apxXuBa
[ns BbinonHeHns cbopa AMAarHOCTUYECKOM MHDOPMaLMKM 3anycTUTe CKPUNT OT UMEHU Cynepnonb3oBaTens:
sudo bash /opt/aecaCa/scripts/diagnostics.sh

CcdhopMMpoBaHHbIN apxmB B popmaTte tar.gz C AMarHoCTM4eckon nHdopmaumen 6yaet COXpaHéH B KaTanor,
M3 KOTOPOrO 3aMnyCKancs CKPUMT.
[nga BbiBOAA TekyLieln paboyen OMpeKTopuM UCMONb3yiTe KOMaHay: pwd
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9 PE3EPBHOE KOMNMPOBAHNE N BOCCTAHOBJ1IEHUE OAHHDBIX
NMPOIrPAMMbI

Co3gaHne pe3epBHbIX KOMUI  ABNSETCS HEOTbeEMNEMOM YacTblo paboTbl agMuHUcTpaTopa LleHTpa
ceptudukaumm Aladdin eCA.

Mepepn, BbINONHEHWEM KaKUX-TMOO HACTPOEK, U3MEHEHUI U OOHOBNEHUI NPOrPaMMHOr0 KOMMOHEHTa ceayeT
B 0043aTeIbHOM NopaaKe BbINOJHUTL pe3epBHOE KOMMPOBAHMeE.

PesepBHble KONuK co3paroTca ans:

e COAEPXMMOrO KaTasora, COAEpXallero cepTudukaTbl U KioUuu Beb-cepBepa, paspeléHHbIX u3aaTenei,
NyTb K KOTOpPOMY onpegenéH 3HayeHueM napametrpa certificates ssl path KoHdwurypaumoHHoro canna
/opt/aecaCa/scripts/config.sh (no ymonyaHuio - /opt/aecaCa/dist/certificates/ssl);

®  3aKpbITOrO M OTKPbLITOrO K/KOYel LeHTpa cepTUdMKaLMM M3 KaTanora, NyTb K KOTOPOMY OnpenenéH
3HaueHneM napameTpa cryptotoken path KoHOUrypaumoHHoro dainna /opt/aecaCa/scripts/config.sh
(no ymonuaHuio - /opt/aecaCa/dist/cryptotoken);

e 6a3bl AAHHbIX, MMSI KOTOPOM YKa3aHO B 3HaYeHuM napameTpa database name KOHOUIrypaLMOHHOMO
¢danna /opt/aecaCa/scripts/config. sh (N0 yMONYaHUIO - aecaca);

e  KOHdUrypaumoHHoro daina /opt/aecaCa/scripts/config. sh;

Pe3epBHOEe KOMMpOBaHWEe OCYLLECTBASETCS HA JIOKaNbHbIA OMCK B Manky, nyTb K KOTOPOW onpenenéd
3HaueHneM napameTtpa backup path KoHourypauuoHHoro Qaina /opt/aecaCa/scripts/config.sh (no
yMon4yaHuio - /opt/aecaCa/dist/backup/) C yKazaHueM AaTbl U BDEMEHU CO3[aHUS pE3EPBHOM KOMUK B UMEHU
apxuBa. Katanor xpaHeHus apx1MBoB BblIbpaH MCXOAS M3 TOrO, YTO HEO6XO0AMMO XPaHUTb pe3epBHble KOMUKU BPEMEHHO
W He yBeNMuMBaTb pa3Mep 3aHATOro MPOCTPAHCTBA XeCTKOro Aucka. [1ns nocTosHHOro xpaHeHus TpebyeTcs co3aath
MexaHu3M nepeHoca ¢ainnos.

[lns NOCTOSIHHOrO XpaHeHUs pe3epBHbIX KOMWIA CeayeT:

e  ONpenenuTb Katanor AN XpaHeHWUs pe3epBHbIX KOMWiA;
e  COCTaBMTb CLEHApWIt NS CO34aHUA PE3EPBHOM KONWMK;
e  HACTpOWTb pacnucaHMWe BbI30Ba CLiEHAPMEB.

Co3paHune pesepsBHOlM konuu LleHTpa ceptudmkaumun Aladdin eCA ocyuwecTBnseTcs 3anyckoM CKpunTa C
npaBaMu cynepnosib3oBaTens (root):

bash /opt/aecaCa/scripts/backup.sh

MNMocne 3anycka cKpunTa pe3epBHOr0 KONMPOBAHMUS CO3[AETCA KaTanor /opt/aecaCa/dist/backup, rae
6yner pasMelléH apxumB, COAEPXKALLMIA B UMEHU JATy U BpeMS CO3[1aHuUs NOMHOM pe3epBHOM KOMuu.

Mpy ycnewHoM CO34aHUM pe3epBHOM KOMWWM B XXypHane CO6bITUIM MpOAYKTa AOMKHO PerucTpupoBaThCs
cobbiTne ¢ kogom «CAENV086». B cniyyae owmnbKM co30aHNS pe3epBHOM KOMUK B XXypHane cobbITUi NpoayKTa AOMKHO
perucTpmpoBatbcst cobbiTue ¢ kogom «CAENVO87».

9.1 PacnucaHue pe3epBHOro KONUMPOBaHUA

Onsa cHuxeHus noTepb [AdHHbLIX BO BpeM4a c60oq BbINOAHMTE HaCTpOﬁKy dBTOMATHUYECKOro pe3epBHOro
KOnnMpoBaHuA, HaCTponB CMUCTEMHbIN NNaHNPOBLWUK paCnnUCaHnA crontab.

e BbinonHute nepexopn B pexuM penakTMpoBaHUa crontab, BbINOJHMB KOMaHAY:
sudo nano /etc/crontab
e YKaxuTe Bpems 1 nepuoj 3anycka cleHap1es CO30aHMA PE3EPBHbIX KOMMIA:

0 0 1 w * /Jopt/aecaCa/scripts/backup.sh
0 0 1 12 * /Jopt/aecaCa/scripts/backup.sh
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roe:
- nepBas CTpoOKa OMMUCHIBAET 3aMyCck Pe3epBHOIO KOMMPOBAHWA OAMH pa3 B Mecal,
- BTOpas CTPOKa OMWCLIBAET 3aMyCck pe3epBHOr0 KOMMPOBAHMA OAMH Pa3 B rOA.

Ons NpoCMOTPpa HACTPOEHHOTO pacnmMcaHna NCNosib3yeTca KOMaHaa:

crontab -1

BHumaHue! B cny4yasx, korga uameHeHUn Mexay pe3epBHbLIMU KONMUAMU OOGHapPYXEeHO He Oblno,
BO3MOXHO OTOOpaXeHue COOOLWEeHNA O HEeKOPPEeKTHOM cpabaTbiBaHuM ¢yHKuumn stat
cnepywowero Bupa: tar: /tmp/l/inc/copia_*: ®yHKumMA stat 3aBepwmnacb ¢ owmnbkomn: No such file
or directory

9.2 BoccTaHOBNEeHUE [aHHbIX U3 pe3epBHOA KONuu

BoccTaHoBfeHMe [aHHbIX MPOM3BOAMTCS M3 MNankW, NyTb K KOTOpOW OnpeaenéH 3HayeHWeM napameTpa
backup path KOHMUrypaLuMoHHOro danna /opt/aecaCa/scripts/config.sh (no
yMonyaHuio - /opt/aecaCa/dist/backup/), Ha cepsepe LleHTpa ceptudukaumm Aladdin eCA.

Ecnu BoccTaHOBNEHWE NPOMCXOAMT Ha TOM Xe CepBepe, AJis KOTOPOro paHee COo3[4aHa pe3epBHas Konus, U
MyTb K MAnKe He U3MEHEH (3HaYeHWe NO YMOMYaHWI0), BbINOSHUTE KOMAHAY:

sudo bash /opt/aecaCa/scripts/restore.sh ‘nyTb kK [HAIKe COXPaAHEHUS PE3EPBHOM
KONMM  /apxuUB PEe3epBHOM KOOMMU.tar

rae ‘MyTb K Nanke COXpaHeHMs pe3epBHOM Konuu' onpenenéH 3HaueHuem napametpa «backup path»
KOHUIypaLMOHHOro danna /opt/aecaCa/scripts/config.sh (no
yMON4YaHuio - /opt/aecaca/dist/backup/).

Ecnun BoccTaHoBNeHMe nponcxoguT nocne nepeyCcrtaHoOBKU OGC, BbinonHuTe:

e OArOTOBKY K YCTaHOBKE MNPOrpaMMHOr0 KOMMOHEHTa B COOTBETCTBMM C pasfenoM 4 HacToslEero
LLOKYMEHTa;

. YCTAaHOBKY NpOrpaMMHOro KOMMNOHEHTa B COOTBETCTBMU C pa3aesioM 4 HacTosuwero AOKYMEHTA,;

e  CO3[aHMWe KaTanora XpaHeHWs pe3epBHbIX KOMWIA, MyTb K KOTOPOMY onpeaenéH 3HayeHWeMm napaMeTpa
backup path KOHpUrypaLMOHHOro danna /opt/aecaCa/scripts/config.sh (no
yMOnuaHui - /opt/aecaCa/dist/backup/), BbINOJHUB KOMAHAY:

sudo mkdir -p /opt/aecaCa/dist/backup
e  KOMMpOBaHMe B CO3A4aHHbIM KaTanor gamnna pes3epsHOM KONuu,
e  BOCCTaHOBJMIEHME JaHHbIX U3 Pe3epPBHOM KOMWUK, BbIMOJHUB KOMaHIy:

sudo bash /opt/aecaCa/scripts/restore.sh /opt/aecaCa/dist/backup/apxmus pe3epBHOM
konmu. tar

MNpu ycnewHOM BOCCTAHOBNEHMM U3 pPE3EPBHOM KOMWW B XypHane COObITUIA npoayKTa OOSIKHO
perucTpmpoBatbes cobbiTne ¢ kogom «CAENVO88». B cnyyae owmnbkm BOCCTAaHOBEHUS U3 pe3epBHOM KOMUU B XXypHane
CObbITMI NPOAYKTa AOMIKHO PErncTpupoBaTbcs cobbiTe ¢ kogoM «CAENVO89».
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10 BOCCTAHOBJ1IEHWE OOCTYNA R NPOIrPAMME

BoccraHoBneHue poctyna Kk LleHTpy ceptudumkaumm Aladdin eCA He06X0AMMO BBINOMHUTb B CJTy4ae OTCYTCTBUA
paHee CO3[aHHOM pe3epBHOM Konuu W 610KMpoBKM aocTyna K LleHTpy ceptudukaumm Aladdin eCA, BO3HMKLWEN B
pesynbTaTe:

e HeKOoppeKkTHOro yfaneHus TeXHONOrMYEeCKUX COCTaBNSIOWMX.
o WcteueHuns cpoka pencteus ceptudukarta LleHtpa ceptndukanmm.
e  WcteueHus cpoka aencraus ceptudmkata agMUMHUCTPATOpa.

e VYpanenus KopHeBoro LleHTpa cepTudumKaummn ¢ aBTOMaTMYECKMM yaaneHUMeM aKTMBHOrO og4YMHEHHOro
LleHTpa ceptudmkaumm.

BHumaHue! NMocne o6HoBneHus MO ¢ Bepcui 2.1.2 oo Bepcumn 2.3 nepen BOCCTaHOBIEHMEM AoCTyna
ycTaHOBMTE napameTpy initial cryptography key bits KoHcurypauuoHHoro cpbanna
/opt/aecaCa/scripts/config.sh (Bcny4yae, ecnu napameTp Obin KW3MeHeH paHee npu
aKcnnyaTtaumm) 3Ha4eHue B COOTBETCTBUM CO CrieayoLUMm yCrOBUAMM:

—Ecnu B napamerpe initial cryptography key algorithm BbIGpaH anropuTm RSA,
ycTaHoBUTe NapameTpy initial cryptography key bits 3HayeHue He meHee 4096.

—Ecnu B napametpe initial cryptography key algorithm BbIGpaH anroputm ECDSA,
ycTaHoBUTe NnapameTpy initial cryptography key bits 3HayeHue He MeHee 384.

—-Ecnm B napametpe initial cryptography key algorithm BbIGpaH  anroputm
GOST R 34 10 2012, yctaHoBMUTe NnapameTpy initial cryptography key bits 3HauyeHue 512.

Nocne n3meHeHUsi 3HaYeHUs MapameTpa 3anycTUTe CKPUNT C NpaBamMu cyneprnonb3oBaTens
KomaHOoun sudo bash /opt/aecaCa/scripts/install.sh u BblGepuTe pexxMum oGHOBMEHMWS.

OnucaHHble 4ENCTBUA MOXHO BbINMOJIHUTL U Nnepen o6HoBneHnem LieHTpa ceptudmkaumm Aladdin
eCA po Bepcum 2.3.

[Ona BocctaHoBneHns poctyna K LleHtpy ceptudukaumm Aladdin eCA 3anyctuTe CKpUNT OT MMEHWU
cynepnosib3oBaTtens:

sudo bash /opt/aecaCa/scripts/restore access.sh

B pesynbTaTe BbINOAHEHMS CKPUMTa BOCCTAHOB/IEHMSA AOCTYNa K Nporpamme:

e byayt co3paHbl u BbinyweHbl TexHonoryeckuin LleHtp ceptudukauumn «INITIAL_CA» (no ymonuanuio
CTaTyC «aKTUBUPOBAH») U cepTudmkaT TexHonormueckoro LleHtpa ceptudumkaumm «INITIAL_CA».

e byaer 3ameHeHa y4éTHas 3anucb agMuHucTpatopa «INITIAL_ADMIN».

e byayt BbinyweHbl “ 3aMeHeHbl cepTUOUKAT Yy4éTHOW 3anucu agmuuuctpatopa «INITIAL_ADMIN» wu
cepTMdMKaT TEXHONOrMYecKoro Beb-cepseepa.

[na panbHeviwero poctyna kK LeHTpy cepTudukaumm BbIMONHUTE ayTEHTUOMKALMIO MO BbIMYLLEHHOMY
ceptudukaty yuétHoi 3anucu «INITIAL_ADMIN» (cM. pa3gen 7 HacTosiLLero AOKYMEHTa).
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11 OBbHOBJ1EHUE MNMPOIrPAMMDI

O6HoBneHne 6asbl AaHHbIX M Mopynei LleHTpa ceptudukauumn Aladdin eCA obecneumBaeT akTyanbHOCTb
BEPCMM MPOrpaMMHOro obecrneyeHus.
MNpn 06HOBNEHMM NPOrpaMMBbl PeLLATCA CnefyoLlmne 3a4a4u:

e McnpaBneHne 06HApYXeHHbIX 33 BPEMS CYLLECTBOBAHMS MPOrpaMMbl HELOUYETOB M OLIMOOK.
e YcTpaHeHue BbISIBNEHHbIX YA3BMMOCTEN.

e  VI3MeHeHMe unu ynyyweHune GyHKUKUIA Nporpammsl.

o [lo6aBneHue HOBbIX PYHKLMA 1 BO3SMOXHOCTEN.

KoMnaHus Bepet yuet nokynartener LeHtpa ceptudumkatoB goctyna. BoinonHgeTcs perucrpaums cnepyowen
UHpopmMaLuu:

e  HaMMEHOBaHME OpraHu3aLuu;
e  aJpec opraHusaumu;

e  KOHTaKTHasi MHbOpMauMs (COLEPXMT 3NEKTPOHHbIA MOYTOBLIM afpec AuMua, 06ecrneymBaloLLEro
aAMUHUCTPUPOBAHME MPOrpaMmbl).

YBenomneHue nonb3oBaTeniei 0 BbiNyCKe HOBOM Bepcum LleHTpa cepTudmKaToB A0CTYNa BbINOMHAETCS NyTeEM

nyb6aumKaumMm nHpopmaumm Ha oduumnanbHom caite KomMmnaHum u (Mnm) pacchbiiKoM 31eKTPOHHBIX MOYTOBbIX COODLLEHMI
Ha 3/1eKTpPOHHble agpeca notpebutenei. Paccblika MOXET MNPOMCXOAMTb 33 CYET MPUMEHEHMS CPeacTs,
obecneymBalolMX OOBEAEHME YBEAOMNEHUI A0 noTpebutens asTomatuyecku. Bmecte c dainamu HOBOM Bepcuu
NpOrpaMMHOro CPefCTBa MOXET NpeaoCcTaBnATbCs 0OHOBNEHHAs [OKYMEHTALMS 418 UCNONb30BaHUS NMPOrpaMMbl.

MonyyeHune dainos ons 06HOBNEHMUS NPOrPAaMMHOIO CpeacTBa U COOTBETCTBYIOLLMX UM KOHTPOJIbHBIX CYMM
BO3MOXHO:

. C ucnonb3oBaHnem 3ﬂ€KTp0HH0171 noYyThl.

e [lyTeM 3arpy3ku c Be6-caiiTa u3rotoBuTeNs (MPOU3BOAUTENS).

MNpoBepka KBANMGULMPOBAHHOM 3NEKTPOHHOM MNOANUCK WU3roToBMUTENs (nNpousBoauTens) ¢arnnos Aang
0OHOBMEHNS MPOrPaMMHOr0 CpeacTBa U GaifoB COOTBETCTBYHOLLMX UM KOHTPOJSIbHbIX CYMM BbINOAHAETCS Nt06bIM
[OCTYNHbIM CNOCOBOM, €CIM CBEAEHUS O HaNMuMM OOHOBMEHWUS He MNPELMUCHIBAT MHOW MOPSLOK MPOBEPKM
MOAJIMHHOCTU U LLENOCTHOCTM OBHOBEHMS.

KoHTponb uenoctHoctu dainnos ang obHoBAEHMS NporpamMMmbl BbiMoaHgeTcs nytemM pacdeta KC nonyyeHHbIx
YCTQHOBOYHbIX MAaKEeTOB (AUCTPUOYTMBOB) C WCMOSIb30BAHWMEM MpeABaAPUTENIbHO YCTAHOBIEHHONO MNPOrpaMMHOro
obecneveruns «OUNKC-Unix 1.0» unmM nporpaMMHOro cpefcrea «YTuauTa KOHTpons uenoctHocty 2.0» M3 cocTaea
NpOrpaMMHOro CPeaCTBa, U €€ CpaBHEHUEM CO 3HAYEHUEM KOHTPObHOM CyMMbI N5 3TOr0 0OHOBEHMS (CM. NoA, pa3gen
1.5.2 HacTOAWEro AOKYMEHTa).

BHumanue! Ha cnyyan, ecnu Bo BpemMsi npouecca o6HOBNeHusi NpousonaéT cbom, pekomeHayem

npeaBapuTENbLHO caenaTtb pe3epBHYH KOMUIO AaHHbIX nporpamMmbi (CM. pasgen 9 HacTosiLero
pykoBoACTBa).

Cxema 06HOB/IEHMS NMPOrPaMMHOI0 CPEACTBA NPELACTABIEHa HA PUCYHKE HUXKE.
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PucyHok 9 — Cxema 06HOBNIEHMS NPOrpaMmbl

Mopsaok 0GHOBNEHMS MPOTPaMMBI:

e [lepeHecute AMCTpUOYTMB C HOBOW BepcMel NPOrpaMMbl Ha KOMMbIOTEP C YCTAHOBAEHHBbIM LleHTpom
ceptudukaumm Aladdin eCA.

e [IpoBepbTe LenocTHOCTb AncTpmbyTMBa nyTeM noacuéta KC (cm. nogpaspen 1.5.2 HacTosWwero 4oKyMeHTa);
e  BbInonHWTe pacnakoBKy YCTAHOBOYHOrO MaKeTa:
- pna PEL OC u SberLinux OS Server koMaHpoi: sudo dnf install aeca-*.rpm;
- pna OC Astra Linux SE koMaHpol: sudo dpkg -1 aeca-*.deb;
- pna Anet CepBep KOMaHAoN: sudo apt-get install aeca-—*.rpm.
e 3anycTuTe NpoLecc yCTaHOBKM NPOAYKTa B pexxMMe 0OHOBNEHMS, BbIMONHWMB KOMAHAY:
sudo bash /opt/aecaCa/scripts/install.sh
YcTaHoBLMK OBHapyXUT Tekylwyk Bepcuto LeHntpa ceptudwmkaummn Aladdin eCA n npepnoxut BbibpaTh
HeobxoaMMoe feNcTBME B MHTEPAKTUBHOM pexuMme:

- YDnanutb yCTaHOB/MEHHYIO BEPCUIO CO BCEMM AAHHBIMM U BbIMOJHUTL YACTYIO YCTAaHOBKY aKTyasbHOM
BEPCMU NPOrpamMMbl.
- BbinonHWTbL 06HOBNEHWE YCTAHOBNEHHOM BEPCUM A0 aKTyasbHOM BEPCUM MPOrPaMMBbI.

- [pepBaTb NpoLECC YCTaHOBKMU.
[lns npononxeHus npouecca 06HOBNEHUS BBEAMTE B TEpMUHANE LUMbPY «2».

MNpn obHOBNEHMM nporpamMma nposepsieT COOTBETCTBME HOMepa COOPKM M 3HayeHuss Homepa cOopku,
ykasaHHoi B B!, uMs KOTOpO/ yka3aHO B 3HayeHWM mapameTpa database name KOHMUrypaUMoHHOro daina
/opt/aecaCa/scripts/config.sh:

! 34aueHne HoMepa c6OpKM ykasaHo B Tabauue «build_info» cxembl «aeca_info».
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e Ecnan Ha momeHT obHOBNEeHUS B Bl oTcyTcTBYEeT HOMep cbopkuM, TO Nporpamma 3anucbiBaeT B bl Homep
yCTaHAB/IMBAEMOW COOPKMU.

e Ecam Ha MoMeHT obHOBneHus B 6aze AaHHbIX MPUCYTCTBYET HOMep COOpPKM, M OH MeHblie HoMepa
yCTaHaBnMBaeMon c6opku, To LleHTp ceptudmkaumm Aladdin eCA nepesanucoiBaet HoMep cbopku B B/, 3amMeHuB ero
HOMepOM yCcTaHaBNMBaEMOW COOPKM.

e Ecnn Ha MoMeHT obHoBNEHUS B B/l 3anuncaH HoMep c60PKM, M OH paBEH HOMEpPY YCTaHaBIMBAEMOM COOPKMU,
nporpaMma He U3MEHSET ero.

e Ecnu Ha MoMeHT obHoBneHus B B[, 3anucaH Homep c60pKu, M OH BoNblie HOMepa YCTaHAB/IMBAEMOW
cbopku, TO MporpamMMa 3aBepluaeT npouecc 0bHOBNeHUs € owwnbkon «Tekylwas Bepcus cxembl 6asbl JAHHbIX HE
MO3BONIIET BbIMOMHUTL YCTAHOBKY WAM OOHOBNeHWe cnyxbbl. Tekylas Bepcus cxeMbl 6a3bl AaHHbix: X.X.X.X.
Heobxoanmas Bepcus cxembl 6a3bl gaHHbIX: Y.Y.Y.Y.», roe X.X.X.X - HoMep cbopku, 3anmcaHHbii B B, a Y.Y.Y.Y - Homep
yCTaHaBnMBaemow cbopku nporpammel. Homep cbopku B Bl npu 3TOM He MeHsieTcs.

MNMocne o6HOBNEHUS NpOrpaMMbl 3anycTuTe Be6-6pay3ep M OUMCTUTE ero AaHHbIE.
3anyctute 06HOBNEHHbIN LieHTp ceptudukaumm Aladdin eCAL, nogknioumtecs K Be6-uHTEpPdECY M NpoBeEpbTE
BEpCMIO NporpaMMbl B okHe «O nporpammens.

BHumaHwue! Nocne o6HoBneHus LieHTpa ceptudukaumm Aladdin eCA ¢ Bepcui 2.1.2 go Bepcum
2.3 naponb nonb3oBaTensa 6a3bl [AaHHbIX, 3adaHHbIA B KOHMUrypauuMoHHowm danne
/opt/aecaCa/scripts/config.sh B napameTpe database password, oTobpaxaetrcA B
3awmdpoBaHHom Buge. LlndpoBaHne naponsa BbinonHAeTcA no anroputmy AES-256 ¢
Mcnonb3oBaHWeM aBTOMaTU4YeCKM creHepupoBaHHoro B channe /opt/aecaCa/scripts/key
KInroya wudgpoBaHms.

! OnucaHmne NpoBepok npu 3anycke, BbinonHseMbix Lientpom ceptudukaumm Aladdin eCA, cM. B pasaene 6 HaCTOALLErO PYKOBOACTBA.
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12 YOAJIEHWE NMPOIPAMMDI

[na uHMLManM3aLmu npoLuecca yaaneHus nporpamMmmsl BbINoOAHUTE KOMAHAY C MpaBaMu Cyneprnonb3oBaTens:
sudo bash /opt/aecaCa/scripts/uninstall.sh

B pe3ynbTaTe BbINONHEHWS AAHHOMO AEUCTBUS OYAYT NONHOCTBI YHUUTOXKEHDI:

e Bce pobaBneHHble Npu ycTaHOBKE NPOrpaMMbl CUCTEMHbIE CNTYXObI.

e Bce pobasneHHble Npy ycTaHOBKE NPOrpamMMbl NMosib30BaATENU U FPYRMbI.

e Bce nobaBneHHble Npu yCTaHOBKE NporpamMmel Gaisibl U CTPYKTYpa KaTanoros.

Mpouecc yfaneHus BbINONHAETCA BHE 3aBUMCMMOCTU OT Hanuumsa coeguHeHus ¢ b1, Mg KOTOpoW ykazaHo B
3HaueHun napameTpa database name KOHOUrypaLMOHHOro daina /opt/aecaCa/scripts/config. sh.
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13 YOAJIEHWE BA3bl JAHHbBIX POSTGRES

13.1 YpaneHue 6a3bl AaHHbIX

[lns yonaneHus paHee co3aaHHOM 6a3bl AaHHbIX «aecaca» (N0 YMONYaHWI0) HEO6X0AMMO BbINOAHWUTL KOMaHAbI
C NpaBaMu Cyrnepnonb3oBaTens:

e 3anauTe nop nosnb3oBaTeneM «postgres» B Postgres, BbINOJHMB KOMaHAY:
sudo -u postgres psqgl
e [Ingd npenoTBpaLLEHNS BO3MOXHOCTM HOBbIX MOAK/OYEHMI BbINMOAHUTE KOMAHAY:
UPDATE pg database SET datallowconn = 'false' WHERE datname = 'aecaca';
o [1nd 3aKpbITMS BCEX TEKYLIMX CECCUI BbINMONHUTE KOMaHAY:
SELECT pg terminate backend(pg stat activity.pid)
FROM pg stat activity
WHERE pg stat activity.datname = 'aecaca' AND pid <> pg backend pid();
e Ypanute 6a3y AaHHbIX, BbIMONHUB KOMAHAY:

DROP DATABASE aecaca;

13.2 YpaneHue nonb3oBaTena 6a3bl AaHHbIX

[na ynaneHus paHee CO3[aHHOroO nosb3oBaTens 6asbl JaHHbIX «aeca» (MO YMOMYaHWK) HeobxoaumMo
BbINOSIHUTL KOMaHAbl C NpaBaMu Cynepnosib3oBaTesns:

e 3anauTe noa nosnb3oBaTeneM «postgres» B Postgres, BbINOSHWMB KOMaHAY:
sudo -1 -u postgres

e Ypanute nonb3oBatens «aeca» B Postgres, BbINMOMHUB KOMaHAY:
dropuser aeca -1

o [lepesanyctute CYB[ Postgres, BbINOAHWB KOMaHAY:

sudo systemctl restart postgresqgl
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14 MOWUCK N YCTPAHEHWUE HEMCMNPABHOCTEN

Mpo6nema

Bo3smoxHas npuimHa

Cnoco6bl pelueHns

Owwubka npwm 3anycke
CKpUMTa YCTaHOBKM
install.sh «error
obtaining MAC
configuration for user
«aeca»»

Y nonb3oBatens

postgres HeT npaB Ha
yTeHue B[] atpnbyTos
KOH®UAEHUMANBHOCTH

[lna npefocTaBneHWe fONONHUTENbHBIX NPaB NOMb30BaTeNto postgres

BbIMONTHUTE KOMaHAbI:

usermod -a
setfacl -d
setfacl -R
setfacl -m

sudo
sudo
sudo
sudo

-G shadow postgres

-m u:postgres:r /etc/parsec/macdb
-m u:postgres:r /etc/parsec/macdb
u:postgres:rx /etc/parsec/macdb

Owwnbka 3anycka
CepBMCOB NoC/Ie 3anycka
ckpunta install.sh
N9 YCTaHOBKM
nporpammbl

Ha cepsepe 6bin1a
YCTaHOBMEHA M yAaneHa
6onee paHHaa BepCus
nporpammbl

Ouunctute KOHdUrypaumio nginx, BbINOAHUB KOMaHAbI:

sudo rm -rfv /etc/nginx/general-configs
sudo rm -rfv /etc/nginx/conf.d/default.conf

He xBaTka annapartHbIx
pecypcos

[poBepbTe nokasaTenb 3arpy>XeHHOCTM OMnepaTMBHOM namaTn. [ns
KOppeKTHOM paboTbl NporpaMmel TpebyeTcsa He MeHee 6 6 cBo6OAHOM

onepaTMBHOM NaMATH

Owwnbka npwm 3anycke
CKPUMTA YCTAaHOBKM
install.sh

«MuHMManbHoe
KOMIMYeCTBO OnepaTuBHOM
namsaT1 ons
pa3BepTbIBAHMS CUCTEMDI
cocTasnsiet 8192
Merabaviral»

3HayeHWe napaMeTpa
memory B danne
KOHUIypaumm mMeHblLe
8192 wnu He 3asaHo

B ¢aline /opt/aecaCa/scripts/config.sh pns napametpa
memory yKasaTb 3HavyeHne 8192:

memory="'8192"

Owwbka npu 3anycke
CKpUMTa YCTaHOBKM
install.sh «psql:
FATAL: remaining
connection slots are
reserved for non-
replication superuser
connections»

HepoctaTouHoe uncno
coeguHeHuit K b/,

B cdanne

postgresqgl.conf

HeobxoanmMo YCTaHOBUTb B

max connections 3HayeHue 1000 u boneel.

! NapameTp max_connections 3afaeTcs B MHCTPYKLMAX M3 pa3aenax npo ycraHoske u Hactporike CYB/,.
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NMNPUNJIOHEHUE 1. PASPELLEHNE KOHOJINKTA
MNP YCTAHOBKE CYB1 POSTGRES N POSTGRES PRO

B cnyyae, ecnm apyroit npoaykt Postgres! yctaHoBneH, TO 48 paspelleHus KOoHGAMKTAa HeoBXOAMMO
BbINOJIHNTb Cnegyroumne KoMaHabl:

o (Co3paiiTe HavasnbHyto 6asy [aHHbIX, 3anNyCcTMB BCMOMOraTefibHbld CKPUNT pg-setup C npaBamMu
Cynepnosib30BaTens U KIYoM initdb:

/opt/pgpro/std-16/bin/pg-setup initdb [--tune=xonbémrypaumus] [mapameTpr initdb]

roe aprymeHT tune BblOMpaeT BapuaHT KoHdurypauum 6asbl AaHHbIX; napaMeTpbl _initdb — 06bluHble
napameTpbl initdb.

e [lng HACTpOWKM aBTO3anycka cepBepa 3anyCcTuTe CKPUNT pg—setup CO CleayrWwumMn napaMmeTpamu:
/opt/pgpro/std-16/bin/pg-setup service enable
e 3anyctute cepBep C MOMOLLbI CKPUNTA pg—setup, BbIMOMHMB KOMaHAy C MpaBaMu Cyneprnonb30BaTens:

/opt/pgpro/std-16/bin/pg-setup service start

! MoapobHoe onncaHme NpUBEAEHO B 0DULMANLHON AOKYMeHTaLmMmn Ha PostgreSOL.
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MPUNTOHEHUNE 2. HACTPOMKA NOAK/TIOYEHMA K
BHELUHEWN CYBA

[nga nopgkntouenuns LleHtpa ceptudmkaumm Aladdin eCA k BHewHeln CYB[ Heobxoaumo:
e  BbINOJIHUTL HAcTPolKy Ha xocTe CYB/[, B cooTBeTCTBUM € noapa3nenoM 2.1 HacTosLero NpunoXeHus.

e  BbINO/MHUTbL HACTPOMKYy Ha xocte Aladdin eCA B coOTBETCTBMM C nopapasnenom 2.2 HACcTosawero
MPUNOXKEHMS.

2.1 HacTtpoiika Ha xocTe CYB/[]

Ha BHewHeM xocTe c yctaHoBneHHow CYB[l) B 3aBucumocTn oT ucnonb3syemoit Ha Hem OC Heobxoanmo
BbINONHUTL CleaytolMe HaCTPONKH:

e Ecmm B kavectee OC Ha xocte CYBM, umcnonb3syetcs Astra Linux Special Edition 1.7, Heobxogumo
pa3pewunTb nogxknodeHune no npotokony TCP ans nopta CYB/, BbINOAHMB B TEpMUHANE HA 4AHHOM XOCTE CleAyoLLY0
KOMaHzay:

sudo iptables -A INPUT -p tcp --destination-port port -j ACCEPT

roe port - nopt ang nogknodenuns k CYB[ (no ymonuanuio B nogaepxumsaemoix CYB[ ucnonbsyetca nopt
5432). JanHasa koMaHAa paspewuT nogkntodeHune Kk CYB[ ¢ noboro IP-agpeca.

e B cnyyae, e HeobxoaMMo orpaHuuutb poctyn K nopty CYBM, npefocTaBMB €ro TOMbKO [Afs
onpepnenexHoro IP-agpeca, HeE06X0LMMO UCMOb30BATL CIEAYIOLLYH0 KOMaHAY:

sudo iptables -A INPUT -s IP -p tcp --destination-port port -j ACCEPT

roe IP - IP-apgpec, pocTyn ¢ KOTOporo HeobxoaMMO paspellnTb, a port - NopT Ana noakntoverus Kk CYB/ (no
yMonyaHuio B nopaepxunsaembix CYB[ ncnonbsyertca nopt 5432).

e Ecnu B kauectee OC Ha xocte ¢ CYB ncnonbsyetcsa PEL OC, SberLinux OS Server n OC AnbT 8
CM, Heobxomaumo  oTpepakTupoBaTb  Gann /var/lib/pgsgl/15/data/pg _hba.conf  wuau
var/lib/jatoba/ [Bepcus] /data/pg_hba.conf, ecnn ucnonssyercs CYB/ Jatoba) !, npusens ero
K cnefyrouwemy Buay:

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all all peer

# IPv4 local connections:

host all all 0.0.0.0/0 password
# IPv6 local connections:

host all all ::1/128 password
# Allow replication connections from localhost, by a user with the

# replication privilege.

local replication all peer
host replication all 127.0.0.1/32 ident
host replication all ::1/128 ident

! MyTb K haitny MOXET OTAMYATLCA B 3aBUCMMOCTM OT Bepcim PostgreSQL mam Jatoba.
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Kpome Toro, HeobxoamMmo oTpeaakTMpoBaTb Gann /var/lib/pgsqgl/15/data/postgresgl .conf (Mnu
var/lib/jatoba/4/data/postgresql .conf, ecnm wucnonbsyerca CYB[, Jatoba)!, ykasaB ana napametpa
listen addresses 3HauyeHune ™

listen addresses = '*'

3HaveHune ™' no3sonuT noakntodatecs K CYB[, ¢ noboro IP-appeca. B cnyyae, ecnin Heo6xoamMMo OrpaHMynTb
pocrtyn k CYB[, npenoctaBmB ero Tonbko Asig onpegeneHHoro |IP-agpeca, Heo6xoamMMo ykasaTb AaHHbIV IP-agpec B
napameTpe listen addresses, Hanpumep:

listen addresses = '192.168.111.100"'

e 3atem Ha xocte CYB[ HeobxoamMmo nepesanyctuTb ucnonbsyemyto CYB[, BbinosHMB KOMaHAy sudo

systemctl restart postgresqgl (MnM sudo systemctl restart jatoba-[Bepcusa] e UCNOb3YeTCS
CYBA Jatoba).

e 3ateM Ha xocte CYB[, Heob6xoamMO co34aTb M HACTPOWUTb Basy AaHHbIX. [eNcTBMS NO CO34aHMI0 U
HacTpoMke 6a3bl LaHHbIX ONMCaHbl B noapa3gene 4.3. B pesynbtate fokHa 6biTb CO34aHa 6a3a AaHHbIX C BbIOpaHHbIMU
napaMeTpamu (MMs NoAb30BATENS, NMAPOSb, UMS 6a3bl AAHHbIX).

2.2 HacTpoiKa Ha xocTte LleHTpa cepTuduKauyum Aladdin eCA

BHumaHue! Ha xocte LleHTpa ceptucpmkaumm Aladdin eCA npeaBaputenbHO AONXHa ObITb
yctaHoBneHa CYB[. NMpu atom He HyxxHO HacTpamBatb CYB[l, ycTaHOBNeHHy Ha xocTte LleHTpa
ceptudkaumum Aladdin eCA.

Ha xocte UeHTtpa ceptudmkaumm Aladdin eCA HeobxoaMMO OTPenaKTMPOBATb KOHMOWUIYPaUMOHHbIA dann
/opt/aecaCa/scripts/config. sh, yka3aB B HEM 3HaYeHUS CNleflyloWMX NapaMeTPoB:

Mapamer, 3nauenme no Onucanue
P P YMOTHaHUIO

Mdnar 0653aTenbHoro ucnonb3osaHua TLS ana nogknoyernms Kk CYBOZ

use tls false
= [onycTuMble 3HaYeHus: true, false.

Mms nonb3osatens 6a3bl AaHHbIX, MCNONb3yemoe ans pabotel LieHTpa
database username | 'aeca' ceptudukaumm Aladdin eCA. Heo6xoaMMO BHECTU 3HAUYEHMeE, YKazaHHOe Mpu
CO34aHMM U HacTpolike 6a3bl AaHHbIX Ha xocte CYB/.

Maponb nonb3oBatens 6a3bl AaHHbIX, UCMONb3YEMbI Ans paboTsl LleHTpa
database password | #CHANGEIT ceptudukaummn Aladdin eCA. Heo6xoaMMO BHECTM 3HAUYEHME, YKazaHHOe Mpu
CO34aHMM U HacTpolike 6asbl faHHbIX Ha xocte CYB/.

database host 'localhost' | CeteBoii agpec xocta CYB[.

database_port '5432" MopT, ncnonb3yemblii Ang NOAKIOYEHNUS K 6a3e AaHHbIX.

Mms 6a3bl AaHHbIX, cnonblyemoit LleHTpom ceptudumkaumm Aladdin eCA.
database name 'aecaca' HeobxoanMo BHECTH 3HaYeHUe, yKasaHHOoe Npu CO34aHMM 1 HAcTpoike 6asbl
NaHHbIX Ha xocTe CYB/.

ABCONOTHBIA NYyTb K cepTUhUKaTy KopHeBoro LleHTpa cepTudUKaLmMmu U3 Lenouku

root cert path #CHANGEIT
= = ceptudukatos cepeepa CYBI3.

e 3ateM Ha xocte Aladdin eCA Heo6xoaMMO NMPUMEHUTb M3MEHEHUS KOHMUIypaumoHHOro daina nytem
3anycka KoMaHgbl sudo bash /opt/aecaCa/scripts/install.sh u panbHerwero Bbibopa [AeNCTBUS
«[Update]». Ecnn Aladdin eCA He 6bin ycTaHOBNeH paHee, BbibOp AelCTBMS He noTpebyetcs, u OGyaeT BbINOAHEHA
YCTAHOBKA C YKa3aHHbIMU B KOH(MUIYypaLMOHHOM (aine napameTpamu.

1 MyTb K baitny MOXKET OTNNYATLCA B 3aBUCMMOCTH OT Bepcum PostgreSQL mm Jatoba.
2 NMoapo6Hast HGOpMaLms 0 NapameTpe use tls npuseaeHa B MpunoxeHnn 3.
* Nopapo6Has nHdopMaums o napameTpe root cert path npuseneHa B MpunoxeHun 3.
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MPUTOMEHNE 3. HACTPOMKA TLS-COEANHEHWMA C CYBA

BHumaHue! na HacTtpomku TLS-coeauHeHusa LleHTpa ceptucpmkaumm Aladdin eCA ¢ CYB[
Heob6xoAMMO B NpeABapuUTesIbHO pa3BepPHYTOM M MHMLManu3npoBaHHoM LleHTpa ceptudmkaumm
Aladdin eCA co3paTtb cepTudmKaT ¢ 3aKpbITbiM Kntouom (PKCS#12) ana cepBepa CYB[. NMpu 3Tom
B cepTudmkarte cepBepa CYB[ B atpubyte « Common Name» unu B atpubyTte «Subject Alternative
Name» Tuna «dNSName» o6s13aTenbHO AOMKHO ObITb YKa3aHO fJOoMeHHoe cepBepa CYB[ (vnum IP-
agpec)?, Tak Kak nporpaMmMHbIA KOMNOHeHT LleHTp cepdTukauum Aladdin eCA ayteHTUdnumnpyeT
cepBep CYB[] B pexume «verify-full», kKoTopbil npegnonaraetT NPpoBepKy COOTBETCTBMA MMEHU
y3na cepBepa UMeHMn, 3anucaHHomy B cepTtudukarte. [Ins cosgaHmsa ceptucpmukata MoxeT ObITb
ucnonb3oBaH wabnoH «WEB-Server» (Heo6xoauMmo npeaBapuTeNibHO cO3A4aTh JOKalNbHbLIN
cy6beKT, ykazaB emy Heob6xoaumblie aTpubyTbl «Common Name» n «kDNS Nameny).

Bo usbexxaHue ownbok B paboTte LleHTpa cepTtucpmkaumm Aladdin eCA nepea Ha4anom HaCTPOMKU
TLS-coeauHeHus ¢ CYB][] pekoMmeHAyeTCA OCTaHOBUTL PaboTy nNporpaMmbl NyTeM BbINONHEHUA
KoMaHAbl sudo systemctl stop aeca-ca.service.

[nsa HacTporikm TLS-coeamnHenuns LenTpa ceptudumkaumm Aladdin eCA ¢ CYB/[l Heobxoaumo:
e  BbinonHuTb HacTporiky CYB/, B COOTBETCTBMM C NOAPa3AeoM 3.1 HACTOSALWEro NPUNOXeHUs;

e BbinonHute HacTtporiky LleHTpa ceptudumkaumm Aladdin eCA B cooTBeTcTBMM C noapasgenom 3.2
HaCTOSILLEro MPUNOXKEHMUS.

3.1 HacTpoiika CYBA

Ha xocte C YCTaHOBNEHHOM " HaCTPOEHHOW CybL OTpeaaKkTMpoBaThb dann
/var/lib/pgsqgl/15/data/postgresgl.conf (unM var/lib/jatoba/4/data/postgresqgl.conft,
ecnm ucnonbsyetca CYB/ Jatoba) 2, ykasas:

e B napaMetpe «ssl» 3HauyeHue «ony;
e B napametpe «ssl_cert_file» abcontoTHbI NyTb K daitny ceptudmkaTa cepsepa CYB3;

B napametpe «ssl_key file» aBcontoTHbIN MyTh K hainy 3aKpbITOro Kitoda cepeepa CYbA*;

B napametpe «ssl_ca_file» abcontoTHbIM NyTb K danny uenoyku ceptuduMKaToB uspatens ceptudukata
CypL>.

Mpn 3TOM yKasaHHble Bbile (annbl JOMKHbI MMeTb MeTKy aoctyna «600», yCTaHOBUTb KOTOPYH MOXHO C
noMoLLbto KOMaHAbl sudo chmod 600 myTe k_daniy Ang Kaxaoro daina. BnagenbueM Bcex yKasaHHbIX Bbille
dannos  HeobXx0AMMO  Ha3HAuWMTb  MOAb30BaTens  «postgres»,  BbINOMHMB  KOMaHAy  sudo chown
postgres:postgres nyTe k_ dairy A0S BCEX NEPeYMCeHHbIX Gannos. YKasaHHble Gainbl  AOMKHbI
pacnonaratbCs B KaTtanore, K KOTOpPOMY MMeeT AOCTyn no/b3oBaTeNb postgres (Hanpumep, /tmp). B cayvae
ucnonbsoBanus OC PEL OC unu SberLinux OS Server Ha xocte CYB/[, yka3aHHble Bbilwe Gakinbl LOMHKHbI pacnonaratbes
B KaTanore /var/lib/pgsql (unu /var/lib/jatoba, ecnm ucnonbsyetca CYB[, Jatoba). Mpu 3ToM ykasaHHble
Bbilwe davnbl AOMKHbI BbITb CKOMMPOBAHbI B HYXKHbIM KaTanor, a He nepeMeLleHb!.

MpuMep 3HaueHUIt OTpeaaKTMPOBaHHbIX MApaMeTpoB KoHdurypaumoHHoro ganna CYB[l postgresqgl . conft:

! YkasaHHoe B cepTudukare gomeHHoe cepsepa CYB[ (unu IP-agpec) AOMKHO COOTBETCTBOBATL 3Ha4EHWIO napameTpa «database_host»
KoHdurypaumoHHoro daina LleHtpa ceptudumkaumm Aladdin eCA.

2 MyTb K aiiny MOXeT OT/IM4YaTbCs B 3aBUCMMOCTH OT Bepcumn PostgreSQL wnw Jatoba.

> ®aiin ceptudmkata cepsepa CYBI MoxeT 6biTb CKauaH M3 MONb30BaTeNbCcKoro uHTepdeiica Llentpa ceptudukaumm Aladdin eCA.
Hanpwumep, B kapTouke nokanbHoro cybbvekta cepsepa CYB[.

4 Main 3akpbiToro kmoya cepsepa CYB[ MoxeT 6biTb MONYYEH M3 KOHTEMHEpa 3aKpbiToro katoua cepsepa CYB[ nyTeM BbiNOMHEHMS
KOMaHabl openssl pkcsl2 -in container.pl2 -out key.key -nocerts -nodes, rge container.pl2 - nyTb K KOHTelHepy
3aKpbiTOoro kntova cepeepa CYB[, a «key.key» - nyTb K dainy ang cOXpaHeHMs 3aKpbITOro Karya.

5 Maiin uenoukn ceptudukaTtos mspatens ceptudmukata CYBI MoxeT BbiTh CkadaH B kapTouke LleHTpa cepTudukaumm, BbINyCTUBLIErD
ceptudukat cepsepa CYB/.
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# - SSL -

ssl = on

ssl cert file = '/tmp/cert.pem'
ssl key file = '/tmp/key.key'
ssl ca file = '/tmp/chain.pem'

Ha xocte CYB/[, nepesanyctute CYB/[, BbINONHWMB KOMaHAy sudo systemctl restart postgresqgl (Mnu
sudo systemctl restart jatoba-[Bepcua] ecim ucnonbdyerca CYB[, Jatoba).

3.2 HacTtpoiika LeHTpa ceptudpurauum Aladdin eCA

Ha xocte UeHTpa ceptudukaumn Aladdin eCA  oTpefnakTMpoBaTb  KOHOUIYpaUMOHHbIA  daiin
/opt/aecaCa/scripts/config.sh, ykasaB B HeM B napaMeTpe KoHdurypaummn bl use tls 3HaueHue true,a
B NapaMeTpe root cert path abconoTHbii NyTb K daitny cepTMduKata KOPHEBOro M34aTeNs M3 LENOYKM
cepTudumkaTos cepsepa CYBA!.

Mpu 3TOM yKasaHHbIV Bblwe dann cepTudukaTa KOPHEBOro U3JaTens U3 LEenoyku ceptudukaToB cepeepa
CYBL ponxeH nmetb MeTky goctyna «600», yCTaHOBUTb KOTOPYH MOXHO C MOMOLbID KOMaHAbl sudo chmod 600
nyTs_ k_arty. Bnagenouem daina ceptudukata KOpHEBOro usaaTtens u3 Lenoyku ceptudukaTtos cepsepa CYb[,
HeobX0AMMO Ha3HAYMTb NONb30BaTENs «aeca», BbINOAHUB KOMaHAY sudo chown aeca:aeca nyTe K _danmy.
YKasaHHbIM darn AOMKeH pacnonaratbCsa B KaTasore, K KOTOPOMY MMeeT AOCTYN Nofb3oBatenb aeca (Hanpumep,
/tmp). B cnyyae ncnonbzosaHna OC PEL OC uau SberLinux OS Server Ha xocTe LleHTpa ceptudmkaummn Aladdin eCA
dann ceptTndukaTta KOPHEBOro mlgaTens U3 uenoyvku ceptudukatos cepsepa CYBJ pomkeH pacnonaratbCs B kKaTtanore
/opt/aecaCa (uau B ero nogkartanorax). Kpome Toro, B cnyyae ncnonb3zosaHua OC PE[ OC unu SberLinux OS Server

Ha xocte LleHTpa ceptudmkaummn Aladdin eCA He06X0AMMO AOMONHUTENBHO BbINONHUTL KOMaHAy  restorecon -
Rv “mnyTe k OQanny cepTudmMKaTa KOPHEBOTO M3ITATEJNd U3 LENOUKM CepTUPMKATOB CepBepa

CYBIO™.

Ha xocte LeHTpa ceptudumkaumm Aladdin eCA npuMeHUTb M3MeHeHUs KOHbUrypaumoHHoro danna nytem
3anycka KoMaHgbl sudo bash /opt/aecaCa/scripts/install.sh W panbHeiwero Bblbopa AeHCTBMSA
«[Update]».

Mo 3aBeplIeHMIO BbIMOJHEHUS YKAa3aHHOM KOMaHAbl AanbHeMWnin o6MeH AaHHbIMK LleHTpa cepTudumkaumnm
Aladdin eCA ¢ CYB[l 6ypeT ocywecTBnsTbCca Tonbko Mo npoTtokony TLS. Ecnm B CYB[, K KOTOpOWM BbIMOAHSETCS
noakntoyeHue, otkntodeH TLS, To LleHTp ceptudmkaumm Aladdin eCA He 6yaeT BbINOSIHATL OOMEH AaHHbIMKU C TakoM
CYBA. Mpu 31oM LleHTpa ceptnudukaumm Aladdin eCA cmoxeT ycTaHoBUTL coeamHenne ¢ CYB[ Tonbko B ciiyyae, ecim
ee cepTMduKaT mM3gaH usgatenem, NyTb K cepTUdMKaTy KOTOPOro ykasaH B KOHGurypauuMoHHoM ¢aine LleHTpa
ceptudukaumm Aladdin eCA n Tonbko B cnyyae, ecam uMmsa xocta cepeepa CYB[ cooTBeTcTBYyeT yKas3aHHOMY B
ceptudumkare.

L Ecin ceptudmkat cepsepa CYB[, BbinylieH noguuHeHHbIM LleHTpom ceptudukaumm, Heobxoammo ykasaTb NyTb A0 cepTudukaTa
KopHeBoro LleHTpa ceptudumkaumm.
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MPUJIOHEHUNE 4. PASBEPTbIBAHNE RJTIACTEPA

MporpaMMHoe cpenctBo obecneynBaeT obbeguMHeHUE Heckonbkux LleHTpoB cepTtudumkaummn Aladdin eCA B
knactep. Knactepusaumm obecneyvBaeTcs B OTKa30yCTOMYMBOM peXMMe C UCMOSIb30BAHWMEM BHELLHEro CpeacTsa
6anaHcMpoBkM Harpysku HAProxy l. OTKasoycToMuMBbIA pexuM Knactepusaumu obecneymBaeT KakK XoNogHoe
«active-passive» 2, Tak M ropsayee «active-active» > pesepsupoBaHue. [opsauee «active-active» pesepeBupoBaHue
BO3MOXHO TO/IbKO MpH «source» * 6anaHcUpoBKe.

PasBepTbiBaHus knactepa LleHTpa ceptudukauum Aladdin eCA BO3MOXHO B CnefylWmMX BapMaHTax:

e B BUpTyanbHOM MHGPACTPYKTYpe MYTEM KIOHUPOBAHWUS BUPTYaNlbHOM MalMHbI OCHOBHOIO y3/a.

o C noMoubio nepeHoca KOHTEVIHepOB 3aKpbITOro Kjilo4a OCHOBHOIO y3na.

4.1 Pa3BepTbiBaHWe Knactepa B BUPTYaNbHOW cpefe C X0N0AHbIM pe3epBUPOBaHUEM
«active-passive»

Knactep BK/tOYaEeT CieaytoLme y3bl:

e BupTyanbHag MallMHA C YCTAHOBAEHHBIM U MHULMANM3UPOBAHHbLIM LleHTpoM cepTudmkaumm Aladdin eCA
(nanee - BM1) - ocHoBHOW y3en knactepa.

e KnoH BMI1, co3paHHbI cpasy nocne 3aBeplieHus uHUumanusaumm Ha BM1 Lentpa ceptudumkaumm
Aladdin eCA (panee - BM2) - pesepBHbIii y3en knacrepa.

e BupTyanbHag MalwuMHa € ycTaHOBIEHHOM M HacTpoeHHol CYB/ (manee - BM3).

e BupTyanbHas MalMHA C YCTAHOB/IEHHbIM M HACTPOEHHbLIM CPeACcTBOM BanaHcMpoBkM Harpy3ku HAProxy
(nanee - BM4).

e KnoH BM1, CO3[aHHbIN npwu HeobxoaMMoCTH npu 3Kcnayaraymm Knacrepa
(nanee - BMP) — nononHuTenbHbIN pe3epBHbIV y3en knactepa.

Ha Bcex ykasaHHbIX Bbille BUPTyaibHbIX MallMHaX AOMYCKAaeTcs mMcrnonb3oBaHue Tonbko OC, onpeaeneHHbixX
TpeboBaHusaMM B noapasgene 2.1.1 Hactoswero pykoBoAcTBa. LomyckaeTcs MCNONb30BaHWE OOHOM BMPTYanbHOM
MaLUMHbI gNig peanusaunn BM3 1 BM4.,

MopsaoK pa3BepTbiBaHMS KiacTepa:

e Bbinonuute cnepyowme nerncteus Ha BM3:

- BbINOAHWUTL YCTAHOBKY 0AHOM U3 HUXenpusenéHHbIX CYB/:
o PostgreSQL u3 cocrasa OC
o Jatoba.
- YBennubTe MakKCMManbHOe KonauyectBO nogknwodenmidt kK  CYB[, ykasaB B napamertpe
max connections 3Hadenune 2000 ° B daiine ¢
o /var/lib/pgsqgl/15/data/postgresql.conf gna CYB[ PostgreSQL.
o var/lib/jatoba/[Bepcusa] /data/ostgresql.conf ana CYB[ Jatoba.

! CepsepHoe nporpaMMHoe obecriedeHne ans 06ecrneyeHns BbICOKOW AOCTYMHOCTM M BanaHCMpoBku Harpysku ans TCP- u HTTP-
MPWUNOXEHWI NOCPEACTBOM pacnpefeneHuns BXOAALWMX 3anpoCcoB Ha HECKOIbKO 0BCNYXMUBAOLMX CEPBEPOB

2 370 KOHPMrypaLMsa 0TKa30yCTONUMBbIX KNacTEPOB, B KOTOPOM OfHM Y3/bl HA3HAYAKOTCH aKTUBHbLIMM, @ IPYrMe — Pe3epPBHbIMMU, FOTOBbLIMM
B39Tb Ha cebs paboTy B C/lyyae O0TKa3a aKTMBHOIO y3na.

% 3T0 apXWTEKTYPHbI MOAXOA NOCTPOEHMUS KACTepa, NP1 KOTOPOM 06a UM BCE Y3/bl aKTUBHBI M paboTakoT 04HOBPEMEHHO, 06pabaTbiast
3anpocbl U Tpaduk.

4 3T0 pexxuMm, Npu KOTOPOM BaNnaHCMPOBLUMK BbIBUPAET Y3en KnacTepa Ha OCHOBE X3LU-CyMMbl MCTOYHMKA IP-aapeca, ¢ KOTOPOro KAMEHTbI
OTMPaBASIOT 3aNPOChl. ITO rapaHTUPYET, YTO OAHM U Te XKe MOAb30BaTENN UCMONb3YIOT OAMH M TOT Xe y3en knacrepa.

5 3naueHne 2000 ykasaHO M3 HeobxoaMMocTh Hanmums 1000 noaknoueHnid ans Kaxaoro sksemnaspa Llentpa ceptudukaummn Aladdin
eCA, B3aumogericteytowero ¢ CYB[.

6 MyTb K Gaiiny MOXeT OT/IM4YaTbCs B 3aBUCMMOCTH OT Bepcumn PostgreSQL wnu Jatoba.
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- I'Iepe3anyCTMTe MCNoJsib3yeMyHIo CYBLI,, BbIMOJIHMB KOMaHAY C NpaBaMun Ccynepnosib30BaTena:

o sudo systemctl restart postgresqgl ana CYB]l PostgreSQOL.
o sudo systemctl restart jatoba-[Bepcusa] gna CYB[ Jatoba.

e BbinonHute cnepyowme aencTems Ha BM1:

- BoinonHute ycrtaHoBky LleHTpa ceptudmkaummn Aladdin eCA (cm. pasgenbl 4 -5 HacToswero
pyKOBOACTBA) C nopkntoveHneMm BHewHer CYBM, yctaHoBneHHow Ha BM3 (cwm. MpunoxeHue 2
HacTosLWero pykoBoACTBa).

- [Nopkntountecb Kk Beb-uHTepdeiicy LleHTpa cepTudumkaumm Aladdin eCA nop y4veTHOM 3anucbio
aAMUHUCTPATOPA UHULMANU3ALLMU TEXHONOIMUYECKOTO LLEHTPa CepTUDUKALIUM.

- BbinonHute nepsuuHoe nuueHsuposaHue LeHTtpa ceptndmkaumm Aladdin eCA (cm. nogpaspen 2.2
HoKyMeHTa «LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoactBo agMuHucTpatopa. Yacte 2. ®yHkumm ynpasnenus LleHTpa ceptudwmkaummn Aladdin
Enterprise Certification Authority»).

- BblnonHute wHuumanusaumio LleHtpa cepTudukaumm (cM. noapasgen 3.1 pokymeHTta «LleHTp
ceptudpukatoB poctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoacTso
agMuHucTpatopa. Yacte 2. ®yHkumu ynpaBneHus LeHwtpa ceptudukauum Aladdin Enterprise
Certification Authority».

e (CpepncTBaMMu MCMONb3YEMOrO rMNepBM3opa KNoHMpyiTe BM1, Tem cambiM co3pas BM2.

e 3anyctute BM2 1 noxautech 3aBepLueHus 3anycka cnyxbbl aeca-ca.service.

BHumaHue! B cnyvyae, ecnm Ha BM1 6bin co3gaH LeHTp ceptudmkaumm, y KOTOpoOro
KpuntonpoBangepom Kakoro-nub6o anroputma siBnserca CK3U «Kpuntollpo CSP», Ha BM2
Heo6XoAMMO BbINONHUTL aHanormyHyro BM1 yctaHoBky CK3U «Kpuntollpo CSP» wn
noaKroYeHne BHELWHEN raMMbil.

B cnyuyae, ecnu Ha BM1 6b1n co3aaH LleHTp cepTucpmnkaumm, MecTtom xpaHeHUsi 3aKpbITOro Knroya
kotoporo ssnsetrca NAKM «Kpuntollpo HSM», Heob6xoaumo BbinonHutb Ha BM2 nogknioyeHue
CK3U «Kpuntollpo CSP» k Tomy xe NAKM «Kpuntollpo HSM».

e BbinonHute cnepytowme aencTens Ha BM4:

- YcTaHoBuTE cpencTBo 6anaHcMpoBKM Harpysku HAProxy, BbINOMHUB CleaytoLLyo KOMaHAay C npaBamu
cynepnosb3oBaTens:

o sudo dnf install haproxy- ans PE[ OC u SberLinux OS Server.
o sudo apt install haproxy- ang OC Astra Linux SE.
o sudo apt-get install haproxy-ana OC Anbt Cepsep.
- BbinonHWTe pepakTMpoBaHME  KOHOUrypaumoHHOro @ainna /etc/haproxy/haproxy.cfq,
npuBeas ero K cnefytolemy Buay:
global
log /var/log/haproxy/log local0
log /var/log/haproxy/log locall notice
chroot /var/lib/haproxy
stats socket /run/haproxy/admin.sock mode 660 level admin
stats timeout 30s
user haproxy
group haproxy
daemon

defaults
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log global

mode http

option httplog

option dontlognull

timeout connect 5000

timeout client 50000

timeout server 50000
frontend ft app

bind *:443

mode tcp

default backend bk app
backend bk app

mode tcp

server main IP VM1:443 check

server clone IP VM2:443 check backup
listen stats

bind *:8404

stats enable

stats uri /stats

stats auth admin:password
roe:
o IP_VMI1 - IP-agpec BM1.

o IP VM2 - IP-appec BM2.

o admin:password - UM$ M Naponb YY4ETHOM 3aMMcK ANg LOCTyNa K MaHeau MOHUTOPMHIA
HAProxy.
- [Mepesanyctute HAProxy, BbINMOAHMB CledyloWyl0 KOMaHAy C nNpaBaMu Cynepnosb3oBaTens

sudo systemctl restart haproxy.service.

B knactep MOXHO NOAKAOYATb [LOMOSMHWUTENbHbIE pe3epBHble y3nbl BMP. [1na noaknioyeHus HOBOrO
pe3epBHOro y3na BPM Heo6xoaMMO BbINONHUTL LENCTBKS, aHANOMMYHbIE AEMCTBUAM NO NOAK/IYEHUIO y3na BM2:

e (CpepcrtBaMu UCNONb3YEMOrO rMnepem3opa KnoHupyinte BM1, tem cambiM co3pas BMP.

e 3anyctute BMP 1 poxautech 3anycka cnyxbbl aeca-ca.service.

BHumaHue! B cnyvyae, ecnm Ha BM1 O6bin co3gaH LeHTp cepTudumkaumm, y KOTOpoOro
KpuntonpoBangepom Kakoro-nuoo anroputma saBnsetca CK3U «Kpuntollpo CSP», Ha BMP
HeoOxoAMMO BbINONMHUTL aHanornyHyio BM1 yctaHoBky CK3U «Kpuntollpo CSP» wn
noaknyYeHne BHELWHEeN raMMbl.

B cnyu4ae, ecnu Ha BM1 6bin co3paH LleHTp cepTudurkaumm, Mectom xpaHeHUsi 3aKpbITOro Krnya
kotoporo saBnsetcAa NAKM «Kpuntollpo HSM», Heo6xoaumo BbINoNHUTL Ha BMP nogknioveHue
CK3U «KpunTollpo CSP» k Tomy xe NAKM «Kpuntollpo HSM».

e Bbinonuute cnepytowme nerictens Ha BM4:

- BbinonHuTe pepakTMpoBaHMe  KoHUrypaumoHHoro @daina  /etc/haproxy/haproxy.cfg,
nobasus B cekumio backend bk _app nHdopmauumio 06 IP-agpeca BMP B cooTseTcTBMM C NpuMepoM,
NpeacTaBieHHOM HUXE:
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backend bk app
mode tcp
server main IP _VM1:443 check
server clone IP VM2:443 check backup

server clone IP VMR:443 check backup

roe IP_ VMR - 3710 IP-agpec BMP.

o [lepesanyctute HAProxy Ha BM4, BbinONHWMB crefyolyo KOMaHAy C MpaBaMu Cyneprnonb30BaTens:

sudo systemctl restart haproxy.service

B pe3synbTtaTe B knactep 6yneT nob6aBneH AOMNONHUTENbHbIN pe3epBHbIN y3e.

B pesynbrate BbINONHEHHOM HACTPOWKM Knactepa BCe 3anpochl, Hampasnsemble K LleHTpy ceptudukaumm
Aladdin eCA yepe3s cpeactBo 6anaHcMpoBkM Harpysku HAProxy, 6yayT nepeHanpaBnaTbCs Ha OCHOBHOM y3en Knactepa
BM1. lMpu HepoCTymHOCTM OCHOBHOrO y3Na Knacrepa BCe 3anpocbl 6yayT nmepeHanpasnsTbCs Ha pe3epBHbIV y3en
knactepa BM2. lMpu HegocTynHocTM BM2 BCe 3anpockl 6yayT nepeHanpaBnaTbCs Ha AOMONHUTENbHbIV pe3epBHbIN y3en
knactepa BMP. [1n9 MOHMTOpPMHra COCTOSIHMS Y3NOB KiacTepa MCMNOb3yiTe naHenb MoHuTOpuHra HAProxy. [ns
MOAK/IIOYEHMS K NaHenn MOHMTOPUHIa BBEOMTE B aJpeCcHOi cTpoke Beb-6paysepa http://IP VM4:8404/stats
(roe IP_VM4 - IP-agpec BM4) u npoigute naeHTMOUKALMIO M ayTEHTUOMKALMIO C MOMOLLbIO UMEHM M NapOAs YY4ETHOM
3aMNMCK, YKa3aHHbIX MPU HACTpOiKa KOHPUrypaumoHHoro daina HAProxy.

BHumaHue! B cny4vae panbHenwero co3gaHua LleHTpoB ceptudmkaumm B pa3BepHYyTOM B
BUPTyasribHOW WHGPACTPYKType Knactepe HeobXoaMMO COXpPaHATb COOTBETCTBME MNepeyHs
3aKpbITbIX KNOYer, XxpaHUMbIX riokanbHo u B xpaHunuuwe HDIMAGE CK3WU «KpunTtollpo CSP» Ha
BM1, BM2 1 Bcex AonosiHUTeNbHbIX pe3epBHbIX y3nax. Hanpumep, ecnu akTUBHbIM Yy3nom
KInactepa B MOMeHT co3faaHus LieHTpa ceptudmkaumm asnsanca BM2, ckonpynte cos3gaHHbIN
3aKpbITbi Kntov LleHTpa ceptucdbmkaumm c¢ BM2 Ha BM1, a 3atem nepesanyctute cepBuUC
aeca-ca.service Ha BM1.

3akpbITble Kntoumn LleHTpoB cepTudmkaunm, onsa KkoTopbix npu cosngaHum LleHTtpa ceptudmkaunm
Obuno BbIOpaHo MecTo XpaHeHus «JlokanbHOY, XPaHATCA B KaTanore
/opt/aecaCa/dist/cryptotoken. [lpu KonupoBaHuu ¢annoB HeobxoaMMO Ha3HauaTb
Bnagenbuem AaHHbIX ¢painoB Ha kKOHe4YHou BM nonb3oBaTtens aeca (Mo ymon4yaHuio).

3akpbITble Kntoumn LleHTpoB cepTudmkaunm, onsa KkoTopbix npu cosngaHum LleHTtpa ceptudmkaunm
Obino BbIOpaHo MecTo xpaHeHus «Kectkun auck (HDIMAGE)», no ymonuyaHuio XpaHATCA B
katanore /var/opt/cprocsp/keys/aeca. UmeHa hainoB KOHTEMHEPOB 3aKpPbITbIX KNto4ven B
DaHHOM KaTanore COOTBETCTBYWT nepBbiMm 8 cumBonam wuaeHTudpumkatopa LleHTpa
ceptudukaummn. MNMpn konupoBaHuu channoB HeoOxoAMMO Ha3Ha4vaTb BragenbLeM [aHHbIX
crarnoB Ha KoHe4yHo BM nonb3oBaTtens aeca (Mo ymonyaHuio), 3aTeM nepesanyckatb Ha JaHHOMN
BM CK3U «Kpuntolpo CSP».

3akpbITbie Kntoum LleHTpoB cepTudmkaunm, onsa koTopbix Npu cosngaHum LleHtpa ceptudmkaunm
O6bino BblIGpaHO MecTo xpaHeHusi MAKM «Kpuntolpo HSM», He TpeGyrT konupoBaHuA. Ons
noaAepXKU paboTbl C TaKMMM KNOYaMu Heob6XoAMMO COXpPaHATb MOAKIMYEHUEe BCEX Y3IOB
knacTtepa k ogHomy NMAKM «Kpuntollpo HSM».

4.2 Pa3BepTbiBaHUEe KNacTepa C X0N04HbIM pe3epBMpPOBaHUEM «active-passive» nytem
NepeHoCa KOHTelHepa 3aKPbITOro KA4Ya OCHOBHOIO Y313

Knactep BKk/touaeT cienytoLme y3bl:

e (epBep C YCTaHOBMAEHHbIM W  WHULMANM3UPOBaHHbIM LleHTpom cepTudumkaumm  Aladdin eCA
(nanee - APM1) - ocHoBHOWM y3en knacTepa.

o (epBep C YyCTAaHOBMEHHbIM U UHWULMANU3UMPOBaHHbIM LleHTpoM cepTudmkaumm Aladdin eCA, Ha KOTOpbIN
6yneT BbINOMHEH NEPeHOC KOHTEMHepa 3aKpbITOro ktuva (fanee - APM2) - pe3epBHbIii y3en knactepa.
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o (epBep C YyCTaHOBMEHHbIM U UHWULMANU3MPOBaHHbIM LleHTpoM cepTudumkaumm Aladdin eCA, Ha KoTOpbIN

OyneT BbIMOMHEH MEpPEHOC KOHTelHepa 3aKpbiToro knawua (nanee - APMP) - nononHUTENbHbIV pe3epBHbIA y3en

Knacrepa.

o CepBep C ycTaHOBNEHHOM M HacTpoeHHoM CYB/, (nanee - APM3).

o (epBep C YCTAHOB/EHHbIM U HACTPOEHHbIM CpeacTBOM BanaHcMpoBku Harpy3ku HAProxy (nanee - APM4).

Ha Bcex YKa3aHHbIX Bbille cepBepaxX AOMNYCKAETCA UCNOJIb30BaHME TOJIbKO Cneayruwmx OC, onpeaneneHHbIX

TpeboBaHuamu B nogpasgene 2.1.1. lonyckaeTcs UCnofnb3oBaHWE OJHOMO cepBepa Ang peanusauun APM3 u APM4,

MopsfoK pa3BepTbiBAHMS KnacTepa:

e BbinonHute cnegytowme genctens Ha APM3:

BbinonHWTL ycTaHOBKY 0fHOM U3 HMkenpuBen&HHbix CYB/:

o PostgreSQL un3 coctaBa OC

o Jatoba.

YBenuubte MakCMManbHOe KonuyectBO nogknwouenmnt kK CYBM, ykasae B napameTpe
max_connections 3HayeHne 2000' B paiine %

o /var/lib/pgsqgl/15/data/postgresqgl.conf ana CYB[ PostgreSQL.

o wvar/lib/jatoba/[Bepcusa] /data/ostgresql.conf ana CYB[ Jatoba.

Mepe3sanyctute ncnonbsyemyto CYB[, BbINOAHMB KOMaHAY C NpaBaMu Cynepnosib30BaTens:

o sudo systemctl restart postgresqgl ans CYB[ PostgreSQOL.

o sudo systemctl restart jatoba-[Bepcusa] gna CYB[ Jatoba.

e Bbinonuute cnepytowme gernicteus Ha APM1:

Boinonuute ycraHoBky LleHtpa ceptudumkaumm Aladdin eCA (cM. paspenbl 4 -5 HacTosuwero
PYKOBOACTBA) C noakntouveHneM BHewHer CYB[, yctaHosneHHow Ha APM3 (cm. Mpunoxenue 2
HaCTOSALLEro pyKOBOACTBA).

MNMopokniountecb Kk Beb-uHTepdericy Lentpa ceptudwmkaumm Aladdin eCA nops yyeTHOM 3anucbio
aAMUHUCTPATOPA UHULMANM3ALMU TEXHONOMMYECKOTO LLEHTPA CepTURUKALUM.

BeinonHute nepeBuuyHoe nuueHsupoBaHue LleHTpa ceptudukaumu Aladdin eCA (cm. paspen 2.2
LoKyMeHTa «LleHTp ceptudukatos goctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoactBo agmuHuctpatopa. Yactb 2. ®yHkumm ynpasneHus LleHtpa cepTudumkaumm Aladdin
Enterprise Certification Authority»).

Boinonuute wuHuMumanusaumio LeHnTpa ceptudukaumm (cM. noppaspen 3.1 pokymeHTa «LleHTp
ceptudukatoB poctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoacTeo
agMuHucTpaTopa. Yacte 2. ®yHkumu ynpaBneHus LeHntpa ceptudukauum Aladdin Enterprise
Certification Authority».

e Ha APM2 BeinonHute yctaHoBky LeHnTpa ceptudwmkaumm Aladdin eCA (cm. pasgensl 4 - 5 HacTosuwero

PYKOBOACTBA) C noaknoyeHneM BHewHeir CYB[ 3, yctaHoBneHHoi Ha APM3 (cM. MpunoxeHue 2 HacTosLLEro

pYyKOBOACTBA).

BHumaHue! B cnyvyae, ecnu Ha APM1 6Obin co3pgaH LleHTp ceptudumkauun, y KOTOpPOro
KpuntonpoBangepom Kakoro-nmbo anroputma sansetca CK3U «Kpuntolpo CSP», Ha APM2
HeoOxoAMMO BbINONHUTL aHanornyHyto APM1 ycraHoBky CK3U «Kpuntollpo CSP» n
noAKIoYeHne BHELWHeN raMMbl.

! 34auenne 2000 ykasaHO M3 Heob6xoaMMocTH Hanmums 1000 noaknueHni ans Kaxaoro sksemnnspa Llentpa ceptudukaummn Aladdin
eCA, B3aumogericteytowero ¢ CYB[.

2 MyTb K aiiny MOXeT OT/IM4YaTbCS B 3aBUCMMOCTH OT Bepcumn PostgreSQL wunu Jatoba.

* B koHdurypaumoHHoM daiine Aladdin eCA Ha APM2 HeobxoamMmo yKasbisaTb napametpbl CYB[l, aHanoruyHble ykasanHbiM CYB, APM1.
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B cny4ae, ecnu Ha APM1 6bin co3aaH LleHTp cepTudukaumm, MeCToM XpaHeHUA 3aKpbITOro Kr4a
kotoporo aBnsaetcsa NMNAKM «Kpuntollpo HSM», Heo6xoanmo BbinonHuTb Ha APM2 nopgknioveHue
CK3U «KpunTollpo CSP» k Tomy xe MAKM «KpunTtollpo HSM».

e Ecnu Ha APM1 6bin co3paH LleHTp cepTuduKaumm, 3aKkpbiTblid KU KOTOPOr0 XPaHWUTCS NOKanbHO,
ckonupymre c APM1 copepXxumoe KaTanora /opt/aecaCa/dist/cryptotoken B Katanor
/opt/aecaCa/dist/cryptotoken APM2.

e Ecnu Ha APM1 6bin co3paH LleHTp cepTudmKaLmMm, 3aKpbITblid K104 KOTOPOrO PacnofioXeH B XpaHUIMULLE
HDIMAGE CK3W «Kpuntollpo CSP», ckonupyiite ¢ APM1 koHTeidiHep LeHTpa cepTudukaumm (umsa daiina byapert
cooTBeTCTBOBaTb  nepBbiM 8  cumBonam  maeHtudumkatopa  LleHtpa  ceptudwmkaumm) u3  Kartanora
/var/opt/cprocsp/keys/aeca B KaTanor /var/opt/cprocsp/keys/aeca APM2. lNpu 3ToM Heobxoaumo
Ha3HauuTb BnagenbLeM AaHHoro ¢aina Ha APM2 nonb3oBatens «aeca», M nepesanyctutb Ha APM2 CK3U
«Kpuntollpo CSP».

e Ckonupynte ¢ APM1 copepxumoe katanora /opt/aecaCa/dist/certificates B KaTtanor
/opt/aecaCa/dist/certificates APM2.

e B cnyyae, ecim Ha APM2 ycraHosneHa PEL OC wnu SberLinux OS Server, BbinonHuTe C npaBamu
Cynepnonb30BaTens ciegyrlme KOMaHabl B TepMuHane Ha APM2:

- sudo restorecon -Rv /opt/aecaCa/dist/cryptotoken

- sudo restorecon -Rv /opt/aecaCa/dist/certificates

e BbinonHute Ha APM2 nepesanyck aeca-ca.service aNg obecnedyenuns pabotol LieHTpa cepTndukaumm
C NepeHeceHHbIMU KOHTEMHEPAMMU, BbINOSHMB C NpaBaMu Cyneprosib3oBaTens CeayoLLy0 KOMaHay:

sudo systemctl restart aeca-ca.service

e Bbinonuute cnepyowme nericteus Ha BM4.

- BbImonHuTe ycTaHoBKY CpeacTBa 6anaHCcMpoBKM Harpysku HAProxy, BbINoNHMB CleaytoLyto KoMaHay ¢
npaBaMu Cyrneprosib30BaTesns:

o sudo dnf install haproxy- ana PEL OC u SberLinux OS Server.
o sudo apt install haproxy- ang OC Astra Linux SE.
o sudo apt-get install haproxy- ang OC Anet CepBep.
- BbinonHuTe pepakTMpoBaHME  KOHOUrypaumoHHOro @ainna /etc/haproxy/haproxy.cfq,
npuBeAs ero K cneaytoLemy suay:

global
log /var/log/haproxy/log local(
log /var/log/haproxy/log locall notice
chroot /var/lib/haproxy
stats socket /run/haproxy/admin.sock mode 660 level admin
stats timeout 30s
user haproxy
group haproxy
daemon
defaults
log global
mode http
option httplog
option dontlognull

timeout connect 5000
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timeout client 50000
timeout server 50000
frontend ft app
bind *:443
mode tcp
default backend bk app
backend bk app
mode tcp
server main IP ARMI1:443 check
server clone IP ARM2:443 check backup
listen stats
bind *:8404
stats enable
stats uri /stats
stats auth admin:password
roe:
o IP_ARM1 - IP-agpec APM1.

o IP_ARM2 - IP-agpec APM2.
o admin:password — UMs M NAapo/ib YY4ETHOM 3aNUCK aAMUHUCTPATOPA AJ1S AOCTYNA K NaHenu
MOHuTOpMHra HAProxy.

- Ha APM4 nepesanyctute HAProxy, BbINONHWMB Cneayollyo KOMaHay € NpaBamMu Cynepnosib3oBaTens:
sudo systemctl restart haproxy.service

B knactep MOXHO nOAKNOYATb OOMNOMHWUTENbHblE pe3epBHble y3nbl APMP. [Ing noaknioveHus HOBOro
pe3sepBHOro ysna APMP Heo6x0AMMO BbIMOMHWUTL AENCTBUS, aHANOTMYHbIE AEMCTBUAM NO NOAKYEHUO y3na APM2,

BHumanue! B cnyvae, ecnu Ha APM1 6bin co3gaH LeHTp cepTtudumkaumm, y KoToporo
KpunTonpoBangepoM Kakoro-nub6o anroputma siBnserca CK3U «Kpuntolpo CSP», Ha APMP
Heo6xoAMMO BbINONHUTL aHanornyHyro APM1 ycraHoBky CK3U «Kpuntollpo CSP» n
noAKoYeHme BHELLHEN raMMbl.

B cny4ae, ecnu Ha APM1 6b1n co3aaH LleHTp cepTudukaumm, MectomMm XxpaHeHUs 3aKpbITOro Knroya
kotoporo siBnsietcA MNAKM «Kpuntollpo HSM», Heo6xoanmo BbinonHuTbL Ha APMP nogknroyeHue
CK3U «Kpuntollpo CSP» k Tomy xe NAKM «Kpuntollpo HSM».

BoinonHute Ha APM4 pepaktnpoBaHue kKoHGUrypaumoHHoro daina /etc/haproxy/haproxy.cfg, n06aBuB B
cekumio backend bk app uHdpopmaumio 06 IP-agpeca APMP B cOOTBETCTBUM C MPUMEPOM, MPEACTABIEHHOM HUXKeE:

backend bk app
mode tcp
server main IP ARM1:443 check
server clone IP ARM2:443 check backup
server clone IP ARMR:443 check backup

roe IP_ARMR - 310 IP-agpec APMP.

Ha APM4 nepesanyctute HAProxy, BbINONHMB CnefytoLlly0 KOMaH4y C npaBamMu Cynepnonb3oBaTtens: sudo
systemctl restart haproxy.service

B pe3ynbTaTte B Knactepe NoOSBUTCSA AONONHUTENbHbINM pe3epBHbIN y3en. B pesynbtaTe npMBeAeHHON HACTPOMKHK
KnacTepa BCe 3anpochl, HanpasnseMblie K LieHTpy ceptudukaunm Aladdin eCA yepes cpencTBo 6anaHCMPOBKM Harpysku
HAProxy, 6yoyT nepeHanpaBnaTbCs Ha OCHOBHOM y3en knactepa APM1. B cnyyae HepoCTynHOCTM OCHOBHOIO y3na
Knactepa BCe 3anpocbl, Hanpasnsemble K LleHTpy ceptudukaumm Aladdin eCA yepes cpenctBo 6anaHcMpoBaHuS

AO «AnadduH P..», 1995—-2025 2. Pykosodcmso adMuHucmpamopa. Yacme 1. Ycmaroeka u ob6cnymuganue Llenmpa cepmugukauuu Aladdin Enterprise Certification Authority

Cmp. 96 /113



Lentp ceptudmkaToB goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.AJ1OE.03.01.020 32 01-1

Harpy3ku HAProxy, 6ynyT nepeHanpaBnsaTbCs Ha pe3epBHbIi y3en knactepa APM2. [1ng MOHUTOpUHIa COCTOSIHUS Y3/10B
Knactepa Mcnonb3yiTte naHenb MoHuTopuHra HAProxy. [1ng nofknYeHWst K NaHenM MOHWTOPUHIa BBEAMTE B afpeCcHOM
cTpoke Beb-6paysepa http://IP _ARM4:8404/stats (rae IP_ARM4 - IP-agpec APM4) 1 npoitanTte MaeHTUDUKALMIO U
ayTeHTU MKALMIO C NOMOLLLI0 UMEHU W NAPONS YYETHOM 3aMUCK, YKa3aHHbIX NPW HACTpoMKa KOH@UrypaumoHHoro danna
HAProxy.

BHumaHue! B cny4yae ganbHeunwero cospgaHus LleHTpoB cepTudumkaumm B pasasepHyTOM Kractepe
HeobXxoAMMO COXPaHATb COOTBETCTBME MEPEeYHS 3aKpPbITbIX KMOYen, XPaHUMbIX JIOKarbHO U B
xpaHunuuwe Kpuntollpo HDIMAGE Ha APM1, APM2 n gononHuTtenbHbix y3nax. Hanpumep, ecnun
aKTMBHbIM Y3JIOM Kfnactepa B MOMEHT co3aaHua LeHTpa ceptudumkaumm asnsanca APM2,
Heo6X0AMMO CKOMMPOBaTb CO3AaHHble 3aKpbiTble Kntouu LleHTpoB cepTtudmkaumm ¢ APM2 Ha
APM1, 3aTem nepe3anycTuTb ClyX0y aeca-ca.service Ha APM1.

3akpbiTblie knouun LleHTpoB cepTudmkaumm, AnA KoTopbix Npu co3paHum LleHTpa ceptudmkaumm
6bino BblGpaHo MecTo XpaHeHus «JlokanbHOY, XpaHATcA B KaTtanore
/opt/aecaCa/dist/cryptotoken. [lpu konupoBaHuu panNoB Heob6XoAMMO Ha3HavaTb
BnagenbueM AaHHbIX pannoB Ha KOHeYHou APM nonb3oBaTesns aeca (N0 yMON4aHUIO).

3akpbITble Kntouu LleHTpoB cepTudmkaunmn, onsa KkoTopbix Npu cosnaHum LleHTpa ceptudmkaunm
6biNo BbIOpaHo MecTo xpaHeHusi «XKectkun auck (HDIMAGE)», no ymMon4yaHuio XpaHATCA B
KaTanore /var/opt/cprocsp/keys/aeca. MImeHa hannoB KOHTEMHEPOB 3aKPbITbIX KIHO4YEN B
OaHHOM Katanore COOTBeTCTBYWOT nepBbiM 8 cumBonam wuageHTudpukatopa LleHTpa
ceptudmkaummn. NMpu konupoBaHuM channoB Heob6xoAMMO Ha3Ha4vaTb BragenbLeM [AaHHbIX
c¢annoB Ha KoHeyHou APM nonb3oBaTens aeca (MO yMon4vaHuio), 3aTeM nepe3anyckaTb Ha
paHHou APM CK3U «KpunTtollpo CSP».

3akpbiTble Knouu LleHTpoB cepTudukaumm, ana Kotopbix npu co3gaHuu LleHTpa ceptudmkaumum
6bino BbiGpaHo MecTto xpaHeHusi [TAKM «Kpuntollpo HSM», He TpeGyrT konupoBaHuA. Ons
noaAepXkKn paboTbl C TaKMMM KNno4YaMyM Heo6XoAMMO COXPaHATb NOoAK/YeHue BceX Y3/0oB
knactepa k ogHomy NAKM «Kpuntollpo HSM».

4.3 Pa3BepTbiBaHUA KNacTepa B BUPTYaNibHOW cpefe C ropAYMM pe3epBUPOBaHUEM
«active-active»

Knactep Bk/loYaeT CieaytoLme y3bl:

e BupTyanbHag MallMHA C YCTAHOBEHHBIM U MHULMANU3UPOBAHHBLIM LleHTpom cepTudmkaumm Aladdin eCA
(nanee - BM1) - nepBbift y3en knacrepa.

e KnoHw BM1, co3paHHbIf Ccpa3sy nocne 3aBeplieHns uHuumanusaumm Ha BM1 LleHTpa ceptudumkauum
Aladdin eCA (panee - BM2) - BTopoW y3en knactepa.

e KnoH BM1, co3paHHbIM npu HeobXOAMMOCTM Mpu  3KCnAyaTaumm Kknactepa (manee - BMP) -
[LOMOJIHUTENbHBIN y3€en KnacTepa.

e  BupTyanbHag MaluMHa € ycTaHOBNEHHOM 1 HacTpoeHHoi CYB/L (manee - BM3).

e BupTtyanbHag MawwuHa ¢ yCTAaHOBNEHHBIM M HACTPOEHHbLIM CPeACTBOM HanaHCMpoBKKM Harpysku HAProxy
(nanee - BM4).

Ha Bcex yka3aHHbIX Bbille BUPTyaNnbHbIX MalUMHAX AOMYCKaeTcs ucnonb3oBaHune Tonbko OC, onpeaeneHHbIx
TpeboBaHuamu B noapasgene 2.1.1 Hactoswero pykoBoAacTBa. [JomyckaeTcs MCNONb30BaHWE OLHOM BUPTYanbHOM
MalUMHbI gNg peanusaunn BM3 n BM4,

Mopsipok pa3BepTbiBaHUS KacTepa:

e Bbinonnute cnepytowme nerictens Ha BM3:

- BbINOAHWUTL YCTAHOBKY 0AHOM M3 HMXenpueaéHHbIX CYB:

o PostgreSQL u3 coctaga OC
o Jatoba.
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- YBenuubTe MakcMManbHOe KoAMuecTBo  noakntouveHuit Kk CYB[, ykasaB B napamertpe
max_connections 3HayeHne 2000" B paiine %

o /var/lib/pgsgl/15/data/postgresqgl.conf ana CYB[ PostgreSQL.
o wvar/lib/jatoba/[Bepcusal /data/ostgresql.conf ana CYB[ Jatoba.
- [lepe3anycTtute ncnonbsyemyto CYB[, BbINONHMB KOMAHAY C NpaBaMu Cyneprnonb30BaTens:

o sudo systemctl restart postgresqgl ana CYB] PostgreSQL.
o sudo systemctl restart jatoba-[Bepcua] gna CYB[ Jatoba.

e BoimonHute cnepytowwe pericteus Ha BM1:

- BoinonHute ycrtaHoBky LleHTpa ceptudmkaummn Aladdin eCA (cm. pasgenbl 4 -5 HacToswero
pyKOBOACTBA) C nopkntoveHneMm BHewHer CYBM, yctaHoBneHHow Ha BM3 (cwm. MpunoxeHue 2
HacTosLWero pykoBoACTBa).

- [Nopkntountecb Kk Beb-uHTepdeiicy LleHTpa cepTudumkaumm Aladdin eCA nop y4veTHOM 3anucbio
aAMUHUCTPATOPA UHULMANN3ALLMU TEXHONOMMYECKOrO LLEHTPa CepTUDUKALUM.

- BbinonHute nepsuyHoe nuueHsnposaHue LeHTpa ceptudumkaumm Aladdin eCA (cm. nogpaspen 2.2
nokymeHTa «LleHTp ceptudmkatos pocryna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoacteBo aaMuHucTpatopa. Yactb 2. ®OyHkumu ynpasnenus LleHTpa cepTudukaumm Aladdin
Enterprise Certification Authority»).

- BblnonHute wHuumManusaumio LleHtpa cepTudukaumm (cM. noapasgen 3.1 pokymeHTta «LleHTp
ceptudpukatoB poctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoacTeo
agMuHucTpaTtopa. Yacte 2. ®yHkumu ynpaBneHus LeHwtpa ceptudukauum Aladdin Enterprise
Certification Authority».

e (CpepncTBaMM UCMONb3YEMOro rMNepBM3opa KNoHMpyiTe BM1, Tem cambiM co3pas BM2.

o 3anyctute BM2 n poxautech 3aBepLueHus 3anycka cnyxbol aeca—-ca.service.

BHumaHue! B cnyvyae, ecnu Ha BM1 O6bin co3paH LeHTp cepTtudmkauum, y KoToporo
KpunTonpoBangepoM Kakoro-numb6o anroputma siBnserca CK3U «Kpuntollpo CSP», Ha BM2
Heo6xogMMO BbINONMHUTL aHanornyHyito BM1 yctaHoBky CK3U «Kpuntollpo CSP» wm
noAKoYeHme BHELLHEN raMMbl.

B cnyuyae, ecnu Ha BM1 6b1n co3aaH LleHTp cepTucpmnkaumm, MecTtom xpaHeHUsi 3aKpbITOro Knroya
kotoporo sasnsetca NAKM «Kpuntollpo HSM», Heob6xoaumo BbinonHuTb Ha BM2 nogkntoyeHue
CK3U «Kpuntollpo CSP» k Tomy xe NAKM «Kpuntollpo HSM».

e BbinonHute cnepytowme nencTens Ha BM4:
- YcTaHoBuTe cpencTBo 6anaHcMpoBKKM Harpyskn HAProxy, BbINOMHMB CneaytoLlyto KOMaHay ¢ npaBamu
cynepnosb3oBaTtens:

o sudo dnf install haproxy- ans PEL OC u SberLinux OS Server.
o sudo apt install haproxy- ang OC Astra Linux SE.
o sudo apt-get install haproxy- ana OC Anbt Cepsep.
- BbinonHuWTe pepakTMpoBaHME  KOHMUrypaumoHHoro @aina /etc/haproxy/haproxy.cfq,
npuBeas ero K ciefyLleMy BUay:

global
log /var/log/haproxy/log local0
log /var/log/haproxy/log locall notice

! 34auenne 2000 ykasaHO M3 Heob6xoaMMocTH Hanmums 1000 noaknueHni ans Kaxaoro sksemnnspa Llentpa ceptudukaummn Aladdin
eCA, B3aumogericteytowero ¢ CYB[.
2 MyTb K aiiny MOXeT OT/IM4YaTbCS B 3aBUCMMOCTH OT Bepcumn PostgreSQL wunu Jatoba.
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chroot /var/lib/haproxy

stats socket /run/haproxy/admin.sock mode 660 level admin

stats timeout 30s

user haproxy

group haproxy

daemon
defaults

log global

mode http

option httplog

option dontlognull

timeout connect 5000

timeout client 50000

timeout server 50000
frontend ft app

bind *:443

mode tcp

default backend bk app
backend bk app

mode tcp

balance source

hash-type consistent

server main IP VM1:443 check

server clone IP VM2:443 check
listen stats

bind *:8404

stats enable

stats uri /stats

stats auth admin:password
roe:
o IP_ VM1 - IP-agpec BM1.

o IP_ VM2 - IP-agpec BM2.

o admin:password - UMS M Naponb y4ETHOM 3anucK AN J0CTyNa K NaHeNU MOHUTOPUHIa
HAProxy.

- Tepesanyctute HAProxy, BbINOMHWMB Crledylollyld KOMaHAy C MpaBaMu Cynepnonb3oBaTens:

sudo systemctl restart haproxy.service.

B knactep MOXHO MOAKMNOYATb AOMNOSHWUTENbHblE Y3/bl. [N MNOAKNHOYEHMS HOBOrMO pEe3epBHOrO y3na
Heobx0AMMO BbINOMHUTL AENCTBUS, aHANOMMYHbIE AENCTBMAM MO NOAKAYEHMIO y3na BM2:

e (CpepcTBaMu UCMONBb3YEMOrO rMnepem3opa KnoHmpyinte BM1, Tem cambiM co3pas BMP.

e 3anyctute BMP 1 poxanTech 3anycka cnyxbbl aeca-ca.service.
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BHumaHue! B cnyvyae, ecnm Ha BM1 O6bin co3gaH LeHTp ceptudmkaumm, y KOTOpPOro
KpuntonpoBangepom kKakoro-nm6o anroputma sBnsetcAa CK3U «Kpuntollpo CSP, Ha BMP
Heob6xoAMMO BbINONIHUTL aHanornyHyro BM1 ycraHoBky K3U «Kpuntollpo CSP» n nogknioveHune
BHELIHeN raMMbl.

B cnyuae, ecnu Ha BM1 6b1n co3aaH LleHTp cepTudmkaumm, MecTtom XpaHeHUsi 3aKpbITOro Knrova
kotoporo sensaetcAa NAKM «Kpuntollpo HSM», Heo6xoaumo BbinonHUTL Ha BMP nogkniouyeHue
CK3U «KpunTollpo CSP» k Tomy xe NAKM «Kpuntollpo HSM».

e BbinonHute Ha BM4 pepaktnpoBaHue KoHdurypaumoHHoro daina /etc/haproxy/haproxy.cfg,
nobasne B cekumio backend bk app wuHbopmaumio 06 IP-agppeca BMP B cooTBeTcTBMM C npuMepoM,
NpeacTaBieHHOM HUXE:

backend bk app
mode tcp
balance source
hash-type consistent
server main IP VM1:443 check
server clone IP VM2:443 check

server clone IP VMR:443 check

roe IP VMR - 3710 IP-agpec BMP.

o [lepesanyctutb HAProxy Ha BM4, BbiNONHMB Chnefylollyld KOMaHAy C MpaBaMu Cyneprnonb30BaTens:

sudo systemctl restart haproxy.service

B pesynbTtaTe B knactep 6ynet nob6aBneH AONONHUTENbHbIV pe3epBHbIl y3en.

B pesynbTaTe BbIMOMAHEHHOW HACTPOMKM CpeacTBo 6anaHcMpoBkKM Harpysku HAProxy 6ypet BbibupaTtb ysen
KnacTepa Ha OCHOBE X3LW-CYyMMbl UCTOYHMKA IP-aapeca n nepeHanpaBnsTb HA HEro 3anpochl. 3TO FApPaHTUPYET, YTO OA4HU
M Te e MoNb30BaTeNM UCMONb3YKT OAMH W TOT Xe y3en kKnactepa. [ng MOHWUTOPMHra COCTOSIHMA Y3710B KnacTepa
ncnonb3ymnTe naHenb MOHUTOpuHra HAProxy. [1ns noaknoYeHns K NaHenM MOHUTOPUHIa BBeAUTE B aApeCcHON CTpoke Beb-
6paysepa http://IP VM4:8404/stats (rae IP VM4 -IP-agpec BM4) u npongute wuaeHTMdMKaLMIO K
AYTEHTUDMKALMIO C NOMOLLbI0O UMEHWU U NAPONS YYETHOM 3aNMCH, YKa3aHHbIX NPU HACTporKa KOHdUrypaumoHHoro danna
HAProxy.

BHumaHue! B cny4vae panbHenwero co3paHusa LleHTpoB ceptudmkaumMm B pa3BepHyTOM B
BUPTyanbHOW MWHdpacTpyKType Kractepe Heo6XxoA4UMO COXpPaHSATb COOTBETCTBME MNepeyHs
3aKpbITbIX KMKOYEN, XpaHUMbIX NokanbHo 1 B xpaHunuwe HDIMAGE CK3U «Kpuntollpo CSP» Ha
BM1, BM2 n Bcex AononHuTenbHbIX pe3epBHbIX y3nax. Hanpumep, ecnu akTUBHbIM Yy3rnom
KInactepa B MOMeHT co3faHusa LieHTpa ceptudmkaumm asnanca BM2, ckonupynte co3gaHHbIn
3aKkpbITbin Kntov LleHTpa ceptucdbmkaumm c¢ BM2 Ha BM1, a 3atem nepesanyctute cepBuC
aeca-ca.service Ha BM1.

3akpbITbie Kntoum LleHTpoB cepTudmkaunm, onsa koTopbix Npu cosngaHum LleHtpa ceptudmkaunm
Obuo BbIOpaHo MecTo XpaHeHus «JlokanbHOY, XPaHATCA B KaTanore
/opt/aecaCa/dist/cryptotoken. [pu konupoBaHuu annoB Heob6XxoAMMO Ha3HavaTb
BnagenbLueM AaHHbIX hannoB Ha KOHeyHou BM nonb3oBaTtens aeca (Mo ymMon4yaHuio).

3akpbiTble knouu LleHTpoB cepTudmkaumnm, ons KkoTopbix npu co3paHum LleHTpa ceptudmkaumm
O6bIno BbIOpaHo MecTo xpaHeHusi «XKectkun auck (HDIMAGE)», no ymMon4yaHuio XpaHATCA B
KaTanore /var/opt/cprocsp/keys/aeca. UmeHa hannoB KOHTEMHEPOB 3aKPbITbIX KIHO4YEN B
DaHHOM KaTanore COOTBETCTBYHT nepBbiM 8 cumBonam wuaeHTudukatopa LleHTpa
ceptudmkaummn. lNMpu konuposBaHuu chpainnos Heob6xoAuMMO HasHauyaTb BragenbLeM [aHHbIX
crarinoB Ha KoHe4yHo BM nonb3oBaTtens aeca (Mo yMonyaHuio), 3aTeM nepesanyckatb Ha JaHHOMN
BM CK3U «KpunTtollpo CSP».
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3akpbIiTblie Knoum LleHTpoB cepTudmukaumm, Ana KoTopbix Npu co3pgaHum LleHTpa cepTudmkaumum
Obino BbIOpaHo mecTto xpaHeHua MNMAKM «Kpuntollpo HSM», He TpebyroT konupoBaHus. Onsa
noaAepXkn paboTbl C TaKMMM KNnovYamMyM Heob6XoOMMO COXPaHATbL NOAKIOYeHue BceX Y3NoB
knacrepa k ogHomy NMAKM «Kpuntollpo HSM».

4.4 Pa3sepTbiBaHue Knactepa C ropa4YMm pesepsBupoBaHueM «active-active» nyrtem
nepeHOCa KOHTelHepa 3aKpbITOro KAK4Ya NepBoro y3na

Knactep BKk/toYaeT cieaytoLme y3bl:

o (epBep C YCTaHOBMAEHHbIM U  WHULMANM3UPOBaHHbIM  LleHTpom  ceptudumkaumm  Aladdin eCA
(nanee - APM1) - nepBbliii y3en knacrepa.

o (epBep C YyCTaHOBNEHHBIM U MHULMANU3UPOBAHHbLIM LleHTpoM cepTudukaummn Aladdin eCA, pna koToporo
6yneT BbINOIHEH NepeHOC KOHTEMHEPOB 3aKPbLITOro Kakya (ganee - APM2) - BTopo#i y3en knacrepa.

o (CepBep C YCTAaHOB/IEHHbIM U UHULMANM3NMPOBAHHbLIM LleHTpoM cepTtudmkaumumn Aladdin eCA, ons koToporo
6yneT BbINOHEH NMepeHOC KOHTEMHEPOB 3aKPbITOro Kito4a (nanee - APMP) - nononHuTenbHbIN y3en knacrepa.

o Cepsep c yctaHoBNeHHON U HacTpoeHHon CYB/, (nanee - APM3).
o CepBep C yCTaHOB/IEHHbIM M HACTPOEHHbIM CPeACcTBOM HBanaHcMpoBkM Harpysku HAProxy (panee - APM4).

Ha Bcex ykaszaHHbIX Bbllle cepBepax LOMYCKaeTCs MCMofib30BaHMe ToNbko creayowmx OC, onpeneneHHbIX
TpeboBaHunamu B nogpasaene 2.1.1. [lonyckaeTca MCnonb3oBaHWE OQHOMO cepBepa ans peanusaumm APM3 u APM4,
Mopsfok pa3BepTbiBAHMSA KnacTepa:

e Bbinonuute cnepyowme agencteus Ha APM3:

- BbInonHuTb yCTaHOBKY 04HOM U3 HMXenpuseaéHHbix CYB/:
o PostgreSQL u3 cocrasa OC
o Jatoba.
- YBennubTe MaKCMManbHOe KonauyecTBO  nopkntoueHuin kK  CYBM, ykasaB B napametpe
max_ connections 3HauyeHue 2000 * B dhaiine
o /var/lib/pgsgl/15/data/postgresqgl.conf gna CYB[ PostgreSQL.
o wvar/lib/jatoba/[Bepcusa]/data/ostgresql.conf ana CYB[ Jatoba.
- [lepe3anycTtute ncnonbsyemyto CYB[, BbINONHMB KOMAHAY C NpaBaMu Cyrneprnoab3oBaTens:
o sudo systemctl restart postgresqgl ans CYB PostgreSQOL.
o sudo systemctl restart jatoba-[Bepcusa] gna CYB[ Jatoba.

e Bbinonuute cnepytowme nericteus Ha APM1:

- Bbinonuute ycraHoBky LUeHTpa ceptudumkaumm Aladdin eCA (cM. paspensl 4 -5 HacTosuwero
PYKOBOACTBA) C noakntouveHneM BHelwHen CYB[, yctaHoBneHHow Ha APM3 (cm. MpunoxeHue 2
HacTosLLero pykoBOACTBA).

- T[opkntountecb K Beb-umHTepdency LleHtpa ceptudukaumm Aladdin eCA nop y4yeTHOW 3anucbio
aAMUHUCTPATOPA MHULMANM3ALMU TEXHONOMMYECKOrO LLEHTPA CepPTUhUKALUM.

- BbinonHute nepeuyHoe nuueHsmpoBaHue LleHTpa ceptudmkaumm Aladdin eCA (cM. noppaspen 2.2
nokymeHTa «LleHTp ceptudmkatos poctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoactBo aaMuHucTpatopa. Yactb 2. ®OyHkumu ynpasnenus LeHTpa ceptudumkaumm Aladdin
Enterprise Certification Authority»).

! 3naueHne 2000 ykaszaHo M3 Heo6xoaMMOCTH HanMuna 1000 noaKKueHN  ans Kaxaoro sksemnasapa LleHtpa ceptudukaummn Aladdin
eCA, B3aumogevictytowwero ¢ CYB/.
2 MyTb K haitny MOXET OT/IMYATLCA B 3aBUCUMOCTM OT Bepcumn PostgreSQL mnm Jatoba.
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- BbinonHute uHuMuManuzauuio LeHnTpa ceptudukaumm (cM. noppasgen 3.1 pokymeHTa «lLleHTp
ceptudpumkatoB poctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoacTtBo
agMuHUCTpaTopa. Yacte 2. ®yHkumu ynpaBneHus LeHnTpa ceptudukaumm Aladdin Enterprise
Certification Authority».

e Ha APM2 BbinonHute ycraHoBky LleHTpa ceptudukaumm Aladdin eCA (cm. pasgensl 4 - 5 HacToswero
PYKOBOACTBA) C rnogkntoueHveMm BHewHer CYB[L !, yctaHoBneHHoi Ha APM3 (cm. MpunoxeHne 2 HacToAWero
pyKOBOACTBA).

BHumaHue! B cnyvyae, ecnu Ha APM1 Obin co3paH LleHTp ceptudukauum, y KoOToporo
KpuntonpoBangepom Kakoro-nubo anroputma sasnsietcsa CK3U «Kpuntollpo CSP», Ha APM2
HeoOxoAMMO BbINOMHUTL aHanormyHyro APM1 yctaHoBKy nporpammHoro cpeactBa CK3WU
«Kpuntollpo CSP» 1 nogknio4YyeHne BHELWHEN raMMbl.

B cnyu4ae, ecnu Ha APM1 6bin co3aaH LleHTp cepTudmrkaumm, MeCToM XpaHeHUA 3aKpbITOro Ki4a
kotoporo siBnsaetca MNAKM «Kpuntollpo HSM», Heo6xoanumo BbinonHuTb Ha APM2 nogknioveHue
CK3U «KpunTollpo CSP» k Tomy xe MAKM «KpunTtollpo HSM».

e Ecan Ha APM1 6bin co3pan LeHTp cepTudukaumm, 3aKkpbiTbliii KAKOY KOTOPOro XPaHUTCS NIOKabHO,
ckonupymre ¢ APM1 coaepxumoe Kartanora /opt/aecaCa/dist/cryptotoken B Katanor
/opt/aecaCa/dist/cryptotoken APM2

e Ecnn Ha APM1 6bin co3paH LleHTp cepTMdMKaLLMK, 3aKpbITbIA KNHOY KOTOPOro pacnofoXeH B XpaHUIuLe
HDIMAGE CK3U «Kpuntollpo CSP», ckonupyiite ¢ APM1 koHTteiHep UeHTpa ceptudwmkaumun (uma danna byner
COOTBETCTBOBaTb  MepBbiM 8  cumBonam  maeHTudwukatopa  LleHtpa  ceptudukauum) u3  Kkatanora
/var/opt/cprocsp/keys/aeca B Katanor /var/opt/cprocsp/keys/aeca APM2. lNpu 310M Heobxoaumo
Ha3HauuTb BnagenbueM pAaHHoro daina Ha APM2 nonb3oBatens «aeca», M nepesanyctutb Ha APM2 CK3U
«Kpuntollpo CSP».

e Ckonupynte ¢ APM1 copepxumoe kaTanora /opt/aecaCa/dist/certificates B KaTanor
/opt/aecaCa/dist/certificates APM2.
e B cnyyae, ecim Ha APM2 ycraHosneHa PEL OC wnu SberLinux OS Server, BbinonHuTe C npaBamu
Cynepnonb30BaTens ciegyrolme KOMaHabl B TepMuHane Ha APM2:
- sudo restorecon -Rv /opt/aecaCa/dist/cryptotoken
- sudo restorecon -Rv /opt/aecaCa/dist/certificates
e BeinonHute Ha APM2 nepe3anyck aeca-ca. service asig obecneyeHns pabotsl LleHTpa cepTudukanmm
C NepeHEeCeHHbIMU KOHTEMHEPAMMU, BbINOSHMB C NpaBaMu Cyneprosib3oBaTens CNeayoLLy0 KOMaHay:

sudo systemctl restart aeca-ca.service

e Bbinonnute cnepytowme nericteus Ha APM4.

- BbinonHuTe ycTaHoBKY cpenctea 6anaHcMpoBKM Harpysku HAProxy, BbimoMHUB cneayroLLyo KOMaHay ¢
npaBamMu cynepnonb3oBaTens:
o sudo dnf install haproxy- ana PEL OC u SberLinux OS Server.
o sudo apt install haproxy- ang OC Astra Linux SE.
o sudo apt-get install haproxy- anga OC Anbt CepBep.

- BbinonHuWTe pepakTMpoBaHME  KOHMUrypaumoHHOro @ainna /etc/haproxy/haproxy.cfq,
npuBeas ero K ciefyLleMy BUay:

global
log /var/log/haproxy/log local0
log /var/log/haproxy/log locall notice

1 B koHdurypaumoHHoM daiine Aladdin eCA Ha APM2 HeobxoamMmo yKasbisaTb napametpbl CYB[], aHanormyHble ykasanHbiM CYB, APM1.
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chroot /var/lib/haproxy

stats socket /run/haproxy/admin.sock mode 660 level admin

stats timeout 30s

user haproxy

group haproxy

daemon
defaults

log global

mode http

option httplog

option dontlognull

timeout connect 5000

timeout client 50000

timeout server 50000
frontend ft app

bind *:443

mode tcp

default backend bk app
backend bk app

mode tcp

balance source

hash-type consistent

server main IP VM1:443 check

server clone IP VM2:443 check
listen stats

bind *:8404

stats enable

stats uri /stats

stats auth admin:password
roe:
o IP_ARMI - IP-agpec APML.

o IP_ARM2 - |P-agpec APM2.

o admin:password - UMS M Naponb y4ETHOM 3aMucK AN J0CTyNa K NaHeNU MOHUTOPUHIa
HAProxy.

o Ha APM4 nepesanyctute HAProxy, BbiNONHMB Cnefyollyld KOMaH4y C npaBamMu Cynepnosib30BaTens:
sudo systemctl restart haproxy.service

B knactep MOXHO NOAKNHOYATb AOMNOMHWUTENbHble pe3epBHble y3nbl APMP. [Ina noakntovyeHus HOBOro
pe3epBHOro y3na APMP Heo6x0aMMO BbINONHUTL AEMCTBUS, aHANOMMYHblEe AeMCTBUAM MO NOAKNKOYEHMIO y3na APM2,
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BHumaHue! B cnyvyae, ecnu Ha APM1 Obin co3pgaH LleHTp ceptudumkauumn, y KOTOpOro
KpuntonpoBangepom kKakoro-nub6o anroputma siBnferca CK3U «Kpuntollpo CSP», Ha APMP
Heo6XoAMMO BbINONHUTL aHanornvyHyr APM1 yctaHoBky CK3WU «Kpuntollpo CSP» n
noAKnoYeHne BHELLHEN raMMblI.

B cny4ae, ecnu Ha APM1 6bin co3aaH LleHTp cepTudukaumm, MecToM XpaHeHUsA 3aKpbITOro Knroya
kotoporo siBnsaetcA NAKM «Kpuntollpo HSM», Heob6xoamnmo BeinonHutb Ha APMP nogknioyeHue
CK3U «KpunTollpo CSP» k Tomy xe NAKM «Kpuntollpo HSM».

BoinonHute Ha APM4 pepaktnpoBaHue koHdUrypaumoHHoro daina /etc/haproxy/haproxy.cfg, o6asus B
cekumio backend bk _app uHdpopmaumio 06 IP-agpeca APMP B COOTBETCTBMM C NPUMEPOM, NPEACTABIEHHOM HIKE:

backend bk app
mode tcp
balance source
hash-type consistent
server main IP_ ARMI1:443 check
server clone IP ARM2:443 check
server clone IP ARMR:443 check

roe IP_ARMR - 3710 IP-agpec APMP.

Ha APM4 nepesanyctute HAProxy, BbINOAHWMB Cleaylolwlyld KOMaHAy C npaBaMu Cynepnonb3oBaTtens:
sudo systemctl restart haproxy.service

B pesynbTaTe B KnacTepe nosBUTCS [OMNONHUTENbHbBIN pe3epBHbIN y3en.

B pesynbtate BbINOAHEHHOM HACTPOMKM CpencTBO GanaHcMpoBku Harpysku HAProxy 6ypet Bbibupath y3en
KNnactepa Ha OCHOBE X3LU-CyMMbl MCTOYHMKA IP-agpeca u nepeHanpasnsiTb Ha HEro 3anpocbl. 3TO rAPaHTUPYET, YTO OAHM U
Te e NoMb30BaTeNM UCNONb3YIOT OAMH W TOT Xe y3en knacrtepa. [1ns MOHUTOPMHIra COCTOSHMS Y3NM0B KNacTepa UCNONb3yiTe
naHenb MoHutopuHra HAProxy. [lns nogknioyeHns K naHenu MOHWUTOPWMHra BBEAUTE B afpecHOM CTpoke Beb-bpaysepa
http://IP ARM4:8404/stats (rne IP_ARM4 - IP-anpec APM4) 1 npoinaute noeHTMGUKaLMIO 1 ayTeHTUDMKALMIO C
MOMOLLbIO UMEHU U NAPOSIS YHETHOM 3aMMCH, YKa3aHHbIX NPW HACTPOMKa KOHpUrypauuoHHoro davina HAProxy.

BHumaHue! B cnyyae panbHeunwwero co3pgaHus LieHTpoB cepTudmkaumm B pasBepHYyTOM Kiactepe
HeoOX0AMMO COXPaHATbL COOTBETCTBME MEPEeYHs 3aKPbITbIX KMNOYEW, XpaHUMbIX JFIOKarbHO U B
xpanunuuie Kpuntollpo HDIMAGE Ha APM1, APM2 1 pononHutenbHbIX y3nax. Hanpumep, ecnun
aKTUBHbIM Y35IOM Kfnactepa B MOMEHT co3aaHus LleHTpa ceptudmkauum ssnsanca APM2,
HeoOXxoAMMO CKONMMpoBaTb CO3AaHHble 3aKpbiTbie Kntouun LleHTpoB ceptudmkaumm ¢ APM2 Ha
APM1, 3aTeM nepe3anycTuTb cnyx0y aeca-ca.service Ha APM1.

3akpbITbie Kntoum LleHTpoB cepTudmkaunm, onsa koTopbix Npu cosngaHum LleHtpa ceptudmkaunm
Obuo BbIOpaHo MecTo XpaHeHus «JlokanbHOY, XPaHATCA B KaTanore
/opt/aecaCa/dist/cryptotoken. [pu konupoBaHuu annoB Heob6XxoAMMO Ha3HavaTb
BnagenbueM AaHHbIX annoB Ha KoHeyHou APM nonb3oBaTensi aeca (M0 yMOM4YaHUIO).

3akpbiTble knouu LleHTpoB cepTudmkaumnm, ons KkoTopbix npu co3paHum LleHTpa ceptudmkaumm
O6bIno BbIOpaHo MecTo xpaHeHusi «XKectkun auck (HDIMAGE)», no ymMon4yaHuio XxpaHATCA B
KaTtanore /var/opt/cprocsp/keys/aeca. UMeHa hannoB KOHTEMHEPOB 3aKPbITbIX KNO4en B
OaHHOM KaTanore COOTBETCTBYIOT nepBbiM 8 cumBonam upeHTudukatopa LleHTpa
ceptudukaummn. lNMpn konupoBaHuu channoB HeobOxoAMMO Ha3Ha4vaTb BragenbLeM [OaHHbIX
cdarnoB Ha KoHeyHo APM nonb3oBaTensa aeca (Mo yMOn4yaHuio), 3aTeM nepesanyckaTb Ha
AaHHon APM CK3U «Kpuntollpo CSP».

3akpbITble Kntouun LleHTpoB cepTudmrkaumm, ona KoTopbix Npu co3gaHum LleHTpa cepTudukaunm
O6bino BbIOpaHo mecto xpaHeHua MNMAKM «Kpuntollpo HSM», He TpebyroT konupoBaHus. Onsa
noanepXku paboTbl C TaKMMM KNHOYaMM HeOGXOAMMO COXpPaHATb NOAKMKYEeHMe BceX Y3roB
knactepa k ogHomy NMAKM «Kpuntollpo HSM».
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4.3 O6HoBneHue NO y3noB Knactepa Aladdin eCA

Mpouecc obHoBneHus knactepa LleHTpa ceptudukaumum Aladdin eCA:
e  BbimonHuTte pesepBHOE KONMPOBAHME AAHHbIX HA BCEX Y3M1axX KnacTepa (CM. pasfen 9 HacToswero pykoBoACTBa).

e [lna knactepa no cxeme «active-passive» Ha BCEX pe3epBHbIX Yy3/1aX BbIMOJIHUTE OCTAHOBKY C/YXObl
LleHtpa ceptudukaumm Aladdin eCA, BbINOAHMB CledywoWy KOMaHAy C MpaBaMu  Cynepnosib30BaTens:

sudo systemctl stop aeca-ca.service.

e [lna knactepa no cxeme «active-active» Ha BCex y3nax, Ha KOTOpble Obin NepeHeceH 3aKpbITbi KM,
BbINONHWUTE OCTAHOBKY Cnyxbbl LleHTpa ceptudukaumm Aladdin eCA, BbINONHWMB Cnefylowyd KOMaHLy C npaBamu
cyneprnosib3oBatens: sudo systemctl stop aeca-ca.service.

e [lng knactepa no cxeMme «active-passive» BbinonHUTb o6HosneHue N0 LleHTpa ceptndmkaumm Aladdin eCA
Ha OCHOBHOM Yy3ne (cM. pasgen 11 HacTosuero pykoBoACTBa).

e [lng knactepa no cxeme «active-active» BbinonHMTb 06HoBNeHKe M0 LleHTpa ceptudmkaumm Aladdin eCA
Ha y3/e, Ha KOTOPOM 6bl1 CO3AaH 3aKPbIThIN KoY (CM. pa3gen 11 HacToawero pykoBOACTBa).

e BHe 3aBucMMoOCTM OT cxeMbl knactepa BbinonHuTe obHosneHue MO LleHtpa ceptudumkaumm Aladdin eCA
Ha BCex OCTasbHbIX y3nax Knacrepa (cM. pasgen 11 HacTodwero pykoBoAcTsa).

KpuTepreM npaBunbHOCTM yCTaHOBKM o6HOBneHus 1O knactepa sBnsieTcs oTobpaxkeHue MHboOpMauum o
HoBOM Bepcun B OkHe «O nporpamme» Beb-uHTepdeirca M paboToCnoOCOBHOCTL BCEX Y3N0B KiacTepa.
PaboTtocnocobHOCTb y3710B MOXHO MOCMOTPeTb B MNaHenu MoHuTopuHra HAproxy. [ns noakaoyeHus K naHenu
MOHMTOpMHra BBEAMTE B  aApecHoM cTpoke Beb-6paysepa http://IP Haproxy:8404/stats (roe
IP Haproxy - IP-agppec BM4 unu APM4) 1 npoiamnte naeHTMOUKaLMIO M ayTEHTUOMKALMIO C NMOMOLLbIO UMEHM M Napons
YYETHOM 3aNnCH, YKa3aHHbIX NPU HACTPOMKa KOHGUrypaunoHHoro daiina HAProxy.
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MPUNTOMEHUNE 5. HACTPOMKA B3AMMOAENCTBUA C
KPUMTOMNPOBANOEPOM CK3U «KPUMTOMPO CSP»

Ona uvcnonbsoBanusa anroputmoB [OCT P 34.10-2012 n RSA LeHtp ceptudmkaummn Aladdin eCA moxer
B3aMMOAENCTBOBAaTb CO CpeacTBoM Kpuntorpaduyeckor 3awmtbl MHbopmaumm (CK3U) - kpuntonposaipepom
CK3WM «Kpuntollpo CSP» 13 coctaBa NnporpaMMHOro CpeacTBa C LeSiblo peanusaumm Cneaytowmx BO3MOXHOCTEN:

e CO34aHMe KN4veBOM napbl (OTKPbITbIM M 3aKpbiTbi KAoum) LleHTpa cepTudwmkaumm (KOpHEBOro uam
NOAYMHEHHOrO);

e noanucaHue ceptudukara LleHTpa ceptudumkaummn (CamonoanmcaHHbii ceptudukar);

e  CO34aHME KOHTEMHEPOB 3aKpbLITOro Kitoda LleHTpa cepTuduKaumm C BO3MOXKHOCTbIO yKasaHWs MecTa
XpaHeHus;

e MoANMCaHMe 3anpoca Ha cepTuduKaT LleHTpa cepTudmMKaumm B BbILUECTOSLEM LEHTPE cepTUdUKaLNK;

e (CO3JaHMe K/HYEeBOW napbl (OTKPbITbIA M 3aKPbITbIA KNHOUM) AN CyObekTOB (NOSb3oBaTeNen Uau
TEXHUYECKNX CPeacTs);

e roanucaHue  cepTMOMKATOB  AOCTyna AN CyObekToB  (Mofb3oBaTened  MaM  TEXHUYECKMX
CpeAcTB - BNafenbLeB cepTUHUKATOB [OCTyNa);

e  CO3JaHME KOHTEMHEPOB 3aKPbITOro KMtoYa CyGbeKTOB (M0/b30BaTENEN UM TEXHUYECKMX CPEACTB);
e MOAMMCAHWE CMUCKA OTO3BaHHbIX CEPTUDMKATOB.

B3anmopericteue LleHTpa ceptudmkaumn c kpuntonposangepoM CK3M «Kpuntollpo CSP» w3 cocTaBa
MporpaMMHOro CpefcTBa OCyLlecTBnAeTca yepes moaynb «Kpunrtollpo Java CSP»'. Mpu kaxmom 3anycke LleHTtp
cepTuduMKauMM  aBTOMATMYECKM OMpeaensieTcs HaauuMe Ha ero XocTe aKTMBHOro  KpunTonpoBainepa
CK3M «KpunTtollpo CSP».

Takxke LleHTp cepTUdMKaLMM MOXET MHTErPUPOBATLCS C NMPOrpaMMHO-annapaTHbIM KpUNTOrpapuyeckum
moaynem (MAKM) «Kpuntollpo HSM»? ana o6ecneyeHns BO3MOXKHOCTU reHepaLIMm U XpaHEHMSA B MOCIEAHEM 3aKPbITbIX
kntoyeit LleHtpo CepTudukaumu. Bsaumopeictene nporpammHoro cpeactea ¢ [MAKM  «Kpwuntollpo HSM»
ocywecTtengetca nocpeactsom  kpuntonposaiaepa CK3UM «Kpuntollpo CSP». Tpu  kaxpgom 3anycke LleHTp
cepTMdUKaLMM aBTOMATUUECKM OMpeaenseTcs Hanuume nogkntoveHuns kpuntonposaigepa CK3M «Kpuntollpo CSP» k
MAKM «Kpuntollpo HSM», npu Hanuumu noakntoueHuns 6yaet noctyneH Boibop NMAKM «Kpuntollpo HSM» B kauecTse
MeCTa XpaHeHus 3aKpbITbIX KNtouel co3naBaembix LleHTpos CepTtudukaumu.

YctaHoBka M HacTtporika MAKM «Kpuntollpo HSM» BbinonHseTcs B COOTBETCTBUM C AOKYyMeHTOM «[MAKM
«Kpuntollpo HSM». MHcTpykums no ucnonb3osaHuiox» XXTAM.00096-01 90 01.

Hactpoiika CK3W «Kpuntollpo CSP» B KayectBe knneHTckoro npunoxeHuns [MAKM  «Kpuntollpo HSM»
BbIMNOMHSAETCS B COOTBETCTBMM C fokyMeHTOM «CK3U «Kpuntollpo CSP». PykoBoACTBO afAMMHUCTpaTOopa 6e3onacHoCTy.
Mcnonb3oBanne CK3U nog ynpaenennem OC Linux» XTAKM.00101-03 91 03.

! Moaynb «Kpuntollpo Java CSP» Bxoaut B coctas CK3M «Kpuntolpo CSP».

2 CeTeBoe YCTPOMCTBO, MOAK/IIOYaEMOe B0 HEMOCPeACTBEHHO K CepBepy (XOCTY), MCMOMb3yOWeMy KpUNTorpaguyeckue cepeuch
MAKM «Kpuntollpo HSM», nubo B cerMeHT NOKasbHOM CETM uepe3 CTaHAAPTHble CeTeBble YCTPOMCTBA (KOMMYTAaTOpbl, MapLupyTU3aTophl,
KOHLIEHTPATOpbl) 411 06CNYXKMBAHUS FPyMn CEPBEPOB U KOMMbIOTEPOB NO/b30BaTENEN CETU.
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5.1 HacTtpoiika Bzaumogenctema c CK3U «Kpuntolpo CSP»

Lo BbinonHeHuss HacTtpoku B3aumopgenctena CK3UM «Kpuntollpo CSP» ¢ LleHTpoM cepTudmKauum
Aladdin eCA Heob6xoaMMO NOATOTOBUTL BHELWHIOW rammy’. [ogknoyeHne BHeWHeH ramMMbl HeoBXoauMo AN
reHepaLuu K4eBbIX Nap LEHTPOB cepTUdMKaLLMU, CyObEKTOB M NMONb30BATENEN N0 aNropuTMaMm, KpUNToNpoBaiaepom
koTopbix aensietcs CK3U «Kpuntollpo CSP». Mpu 3TOM, BHELWHAS raMMa He UCMOb3yeTca Afg reHepaLmm Ki4yeBoi
napbl LEeHTpa cepTudUKaLMKn, ecim Npu ero Co3aaHuM B KayecTBe MeCTa XpaHeHMUsl 3aKpbITOro kntoya BoibpaH MAKM
«Kpuntolpo HSM»2.

BHumaHue! MNMpu paszBepTbiBaHUe HeCKONbKUX 3Kk3emnnAapoB LleHTpa ceptudmkaumm Aladdin eCA
noa OAHMM CpPeAcTBOM OGanaHCMpPOBaHUA Harpy3ku Heo6XogMMO ANA KaX[oro aksemnnsApa
NporpamMMHOro cpencrtBa NOAroTOBUTb YHUKANbHYH BHELWHKOK FaMMy, 4Y4TOObl MCKNOYUTbL
coBnageHus Knr4eBbIX nap.

Mopsanok HacTporikn B3aumopencteus CK3U «Kpuntollpo CSP» ¢ LleHTpoM ceptudmkaumm Aladdin eCA:

e Ha cepsepe LUeHTpa ceptudukaumm Aladdin eCA BbINONHWUTL YCTAHOBKY KpunNTOnpoBanaepa
CK3WU «Kpuntollpo CSP» B  COOTBETCTBMM  C  MHCTPYKUMEW, ONUCaHHOM B  pasgene 2 OOKyMeHTa
«CK3UM «Kpuntollpo CSP». PykoBoacTBo agMuHUcTpaTopa 6e3onacHoctu. Mcnonb3osaHune CK3U nog ynpaenernmnem OC
Linux» XXT$11.00101-03 91 03.

BHumaHue! MNepen yctaHoBkon CK3U «Kpuntollpo CSP» B OC Anbt 8 CINl CepBep ycTtaHOBUTE
nakeT newt52 komaHAon sudo apt-get install newt52.

e [lpu oTCyTCTBMM CO3paMNTe KaTanor /opt/aecaCa/services/cryptoproviders KOMaHAOM:
sudo mkdir -p /opt/aecaCa/services/cryptoproviders

e [lepemectute B Katanor /opt/aecaCa/services/cryptoproviders @annsl ASN1P.jar,
asnlrt.jar,JCP.jar,JCSP.jar,cpSSL.jar M sspiSSL.jar u3 coctaBa auctpubytuea M0 «Kpuntollpo Java
CSP» n «Kpuntollpo Java TLS» komaHzoMm:

sudo cp {ASNl1lP.jar,asnlrt.jar,JCP.jar,JCSP.Jjar,cpSSL.jar,sspiSSL.jar}
/opt/aecaCa/services/cryptoproviders

e HasHaybTe npaBa AOCTyNa Ha CKONMPOBaHHble dakbl:

- Ecnu BbinonHsgeTcs nepBoHauvanbHas yctaHoska LleHTpa ceptudwmkaummn Aladdin eCA, To HasHaubTe
daiinam npaea goctyna (chmod 777) koMaHAoM:

sudo chmod 777
/opt/aecaCa/services/cryptoproviders/{ASN1P.jar,asnlrt.jar,JCP.Jjar,JCSP.jar,cpSSL.
jar,sspiSSL.jar} -R

- Ecnu Uentp ceptudmkaummn Aladdin eCA 6bin paHee yCTaHOB/IEH, TO HA3HAYbTe BAALENbLEM OaHHbIX
$annoB Nonb3oBaTeNa «aeca» M NpefoCcTaBbTe eMy Npaea goctyna K dannam (chmod 700) komaHaamu:

sudo chown aeca:aeca -R
/opt/aecaCa/services/cryptoproviders/{ASN1P.jar,asnlrt.jar,JCP.jar,JCSP.jar, cpSSL.
jar,sspiSSL.jar}

! 3apaHee CcHOPMMPOBAHHBIN HABOp CNyYaiHbIX AaHHbIX, HEOBXOAMMbBIX [NS FEHEepUPOBAHMA 3aKPbIThIX Kntouel. Mpu cosmaHum
ceptudmkatoB Ha KH u ¢ 3akpbitbimM kntouoM (PKCS#12) ans cy6bekToB € MCNONb30BaHMEM aNropuTMOB KKOYEN, 41 KOTOPbIX B aKTUBHOM LIEHTpe
ceptudukaumum BoibpaH kpuntonposaiaep CK3U «Kpuntollpo CSP», LleHTp cepTudmKaLMmM UCNONb3YeT BHELIHIOW raMMy, 3apaHee NoAroToBNEHHYH
Ha 6uonormyeckom gatumke cnyyarHelx ymcne (6ACY) kpuntonposaiipgepa «Kpuntollpo CSP».

2 BbiGop MecTa XpaHeHus ocyllectenseTcs B nogpasaene 3.1.3 nokyMmenta «LleHTp ceptudmkatos noctyna Aladdin Enterprise Certificate
Authority Certified Edition. PykoBoacteo agMuHucTpatopa. Yactb 2. @yHkumu ynpaeneHus LleHTpa ceptudmkaumm Aladdin Enterprise Certification
Authority».
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sudo chmod 700 -R
/opt/aecaCa/services/cryptoproviders/{ASN1P.jar,asnlrt.jar,JCP.Jjar,JCSP.jar, cpSSL.
jar,sspiSSL.jar}

e Ecnam ucnonb3yetca yxe 3apaHee MOATOTOB/AEHHAS BHELWHSS raMMa, TO MPOMNyCTUTE 3TOT MyHKT. MHave
MOArOTOBbTE BHELLHIOK FaMMy C MOMOLLbI YTUAKUTBI /opt/cprocsp/bin/amd64/genkpim (yTuamMta genkpim
BX0AMT B cocTaB auctpmbytuea CK3M «Kpuntollpo CSP») koMaHpaamu:

mkdir -p ~/gamma /opt/cprocsp/bin/amd64/genkpim <kommuecTBO Kiouerr> 0x12345678
~/gamma

e Ha xocte UeHTtpa ceptudukaumm Aaddin eCA nomecTuTe KaTanor ¢ 3apaHee NoArOTOB/IEHHOM BHELIHEN
raMmomn B katanor /opt/aecaCa/dist/ KOMaHOOMN:

sudo cp -a ~/gamma/. /opt/aecaCa/dist/gamma
e B pesynbTate B Katanore /opt/aecaCa/dist/gamma nossarca nogkatanorn dbl, db2, kpim.

- Ecnv BbinonHsgeTca nepBoHayvanbHas ycTaHoBka LeHTpa ceptudukaumm Aladdin eCA, To HasHauybTe
npasa pgocryna dainam (chmod 777) komaHgon:

sudo chmod 777 /opt/aecaCa/dist/gamma -R

- Ecnu Uentp ceptudmkaummn Aladdin eCA 6bin paHee yCTaHOB/EH, TO HA3HAYbTE BAALENbLEM OaHHbIX
($annoB Nonb3oBaTens «aeca» U NpegocTaBbTe eMy npasa goctyna (chmod 700) koMaHzamu:

sudo chown aeca:aeca /opt/aecaCa/dist/gamma -R
sudo chmod 700 /opt/aecaCa/dist/gamma -R

e [loaknounTb AaHHYH BHeLHIoW rammy K CK3U «Kpuntolpo CSP» nocpeactsom cieayowmnx KomaHat:
sudo ./cpconfig -hardware rndm -add cpsd -name ‘cpsd rng’ -level 3

sudo ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/opt/aecaCa/dist/gamma/dbl/kis 1

sudo ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/opt/aecaCa/dist/gamma/db2/kis 1

o npaBVU'IbHOCTb HaCTpOﬁKM raMMbl MOXXHO, BbIMOJIHMB KOMaHAy C NpaBaMu cynepnosib3oBaTtend:
sudo /opt/cprocsp/bin/amd64/csptest -keyset -newkeyset —-cont '\\.\HDIMAGE\1'

Ecnu nocne BbINONHEHWUS KOMaHAbI NPOM30LLEN 3anpoc Naposs, rAMMa HacTpoeHa NpaBUbHO.
o Ecmm Uentp ceptudmkaumm Aladdin eCA 6bin paHee ycCTaHOB/EH, nepe3anycTuTe CepBUC aeca-
ca.service KOMaHOOM:

sudo systemctl restart aeca-ca.service

Echu B panbHerweM Kk CK3M «Kpuntollpo CSP» 6ynet noakntoyeH [TAKM  «Kpuntollpo HSM», ans
obHapyxeHus LleHTpoMm cepTudmkaumm Aladdin eCA Hannums Takoro MOAKNHOYEHMS HEOBGXOAMMO nepesanyCTuTb

CepBUC aeca—-ca.service
5.2 UHauKauua 06 otcytcTeum cBasmn ¢ CK3U «Kpuntolpo CSP»

MNpu otcytctBum Ha xocte LeHtpa ceptudukaumm Aladdin eCA  aktmuBHOro KpuntonpoBanaepa
«Kpuntollpo CSP» pns  ueHTpoB cepTudmMKauMK, 3aKpbITbIA KIOY  KOTOPbIX CO34aH C €ero MOMOLLbI, B
Nonb30BaTeNbCKOM MHTepdeice byaeT oTobpaxaTbCa cnenyowas MHANKaLMS:

! MopaknioueHne OCYLECTBASETCA C NOMOWbI Gaiina cpconfig (HaxoauTca B /opt/cprocsp/sbin/amdé64). Mytb k dainy B
KOMaHAax npuBeaeH C y4ETOM HaxOXAEeHWUS B KaTanore /opt/cprocsp/sbin/amd64.
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e B paspene «leHTp ceptudukaumm» B CnMckax Ang LEeHTpoB cepTUdMKaLMmM B COOTBETCTBYIOLLMUX CTPOKAX
CneBa OT UMEHM O0TOOpaKaeMoro uUeHTpa cepTudukauuu OyneT NMpUCYTCTBOBATb MHAMKALMA BMAA «TPEYrONIbHUK C
BOCKNULLATENbHBIM 3HAKOMY», NMPU HaBEAEHUWM Ha KOTOPYH Kypcopa OyaeT oTobpaxaTtbCs BCM/bIBAOLEE CO0bLWeHne
«3aKpbITbli K/IHOY LLEeHTpa cepTUdUKALLMMU HEeOOCTYMNEH.

e [lpu nepexofe Ha KapTO4Ky LEHTpa CepTUOMKALMM CnpaBa OT WMHAMKALMKM COCTOSHMUS LLeHTpa
ceptudukaummn ByaeT nNpuCyTCTBOBATb MHAMKALMS «TPEYrofbHUK C BOCKAMLATENbHBIM 3HAaKOM», NMpU HaBeAEeHWU Ha
KOTOpyl Kypcopa OyneT oTobpaxaTbCs BCnbiBalowee coobueHne «3aKpbiTbi KUY LEHTpa cepTudukauum
HeLOCTyneH».

e B kaptouke LeHTpa ceptudukauun B noppaspene «KpuntonpoBanpepbl» crnpaBa OT Ha3BaHMS
kpuntonpoBanaepa CK3WU «Kpuntollpo CSP» B nongx anroputMmoB, AN KOTOpPbIX OH Obin BbiOpaH B KayecTBe
KpUNTONpOBaiaepa Npu CO3[4aHUM LeHTpa cepTudukaumu, OyaeT MNpUCYTCTBOBATb WMHAMKALMA «TPEYrofibHUK C
BOCK/NULLATENbHBIM 3HAKOMY», NMPU HaBELEHUM Kypcopa Ha KOTopyk bymeT oTobpaxkaTbcs BCNbiBakoLlee coobLieHMe
«KpuntonpoBariaep HefocTyneH».
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NMeEPEYHEHb OORYMEHTALUMW 1A O3HAKOMJIEHUA

Mepen HauyanoM paboTbl CleayeT 03HAKOMUTLCS CO CIeLyHOWeN LOKYMEHTALMEN, OTHOCSALLENCS K MpOrpaMMHOMY
obecneyeHuio:

- oduumanbHag gokyMeHtaumsa PEN OC 7.1;

- oduumanbHas nokyMeHTaums Astra Linux Special Edition 1.7;

- oduumanbHaga nokymeHTaumnsa Anbt Cepeep 8, penus 10;

- oduumanbHags nokyMeHTaums Postgres;

- oduumManbHag fokyMeHTauus Jatoba 4;

- oduumanbHaga gokymeHtaumsa JC-Web Client 4.3.5 PykoBoACTBO Nonb30BaTens.
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TEPMWHDbI N ONPEAEJIEHNA

AAMMHUCTpATOP MHULMANU3ALUM - COTPYOHMK (CMELMANUCT), OTBETCTBEHHbIM 33 NPUEMKY U BBOZ, B 3KCMAYyaTaLMIO
u3aenus, KOTOpoMy AOCTYMHbI BCe DYHKLUUM POnu «AGMUHUCTPATOP» B LEHTPE CepTUDUKALMUU.

ApTedakT - 06beKT, NpUMEHSEMBIN UM CO34aBaEMbI B NpoLiecce pa3paboTku NporpaMMHOro obecneyeHus.

AyTeHTHdUKaLMA - AEiCTBMSA NO NpOBEpKe NOAAMHHOCTU MaeHTUdGUKaTopa nonb3osartens. [llog ayteHTudukaumen
noHuMaeTcs Beog napons unu PIN-koaa Ha cpeacTse BblUMCAUTENbHOM TEXHUKM B OTKPbITOM KOHTYpPE, a TakXe npoLeccsl,
peanusyoLne NnpoBepKy 3TUX AAHHbIX.

KnioueBo# HocuTenb - 370 CYWHOCTb B LEHTpe cepTuduKkaummn, COOTBETCTBYOWAN GU3MYECKOMY TOKEHY,
NporpaMMHOMY MK annapaTHOMy Moaynto 6esonacHocTn Hardware Security Module (HSM). C nomolublo KpUNTO-TOKEHa
LC ocyLiecTBnseT xpaHeHue KUel U BbINOSHEHWE KpUNTorpaduyeckmux onepawmi.

KopHesoit LIC - 3k3emnnap ueHTpa ceptudumkaumm B UHOOPMALMOHHOW CUCTEMe, MMetoLLIMIM abCoNtoTHOe AoBepUue
CO CTOPOHbI BCEX YYACTHMKOB Mpouecca CTporoi ayteHTudukaumu. C Touku 3peHns cnyx6bbl 6esonacHocTv npeanpusaTma
[omkeH ObiTb obecneyeH MaKCMManbHbIM YpPOBHEM 3awuTbl (oTAenbHbiM [1K, OTKAOUYEHHLIM OT CeTu, C AOCTYNnoMm
orpaHuyeHHoro kpyra nuu). KopHesoin LC BnageeTr caMonoAnuCaHHbIM — CEPTUPMKATOM, KOTOPbIA  OOMKEH
pacnpoCTpaHATbCA JOBEPEHHBIM CNOCOBOM B MHDOPMALMOHHON CUCTEME.

Onepatop - COTPYAHMK (CNeumnanncT) unm cnuctema (MpUNoXKeHne, CepBMC) U COOTBETCTBYIOLWAS PO/b B LEHTPE
cepTudmKaLmmn, OTBEYAOLWAS 3@ YNPABNEHUE XKU3HEHHBIM LIMKIOM CePTUDUKATOB CyOBbEKTOB.

MoauuHeHHbiin LC - 3k3emMnnsp ueHTpa ceptudumkaLmm B UHGOPMALMOHHOW CUCTEME, KOTOPbIM NoNyYaeT AoBepue
oT kopHeBoro LIC v BbinonHaeT dyHKLMM NO BblAave CepTUOUKATOB KOHEUYHBIM NOMb30BATENSIM, KOMMbIOTEPAM U CEPBUCAM
B paMKax onpeneneHHon MHbPaCTPyKTypbl OTKPbITbIX Kntoyen. MoaunHeHHbin LIC - 3To cnepytowas cTyneHb nepapxum
ueHTpoB ceptudumkaumun. [Hosepue k nopgumHénHoMy LIC onpepenserca uenoukon ceptudumkatoB. KopHeBOM LUeEHTp
cepTudurKaLmmn, NOJUYMHEHHbIE LLEHTPbI CepTUOUKALMK, MONYYMBLIME CEPTUDUKATLI OT KOPHEBOTO LLEHTPa, M MOAYMHEHHbIE
LEeHTpbl cepTUduKaLmmM, NONyuMBlLUME CepTUDUKATbI OT APYrUX MOAYMHEHHBbIX LLEHTPOB BMecTe 06pasyloT Mepapxuio
cepTudmKaumn.

CepTuduKar - BbINYLLEHHbIN LEHTPOM cepTUduKaumum umdposBoin AokyMeHT B dopmatax x509v3 unu apyrom
nopaepxusaemom dopmare (Hanpumep, PGP (OpenPGP) unu S/MIME), noateepxaatowuin NpuHaaNexXHoCTb BnafenbLy
3aKPpbITOro K43 UK KakMx-1nbo aTpubyToB M NpefHa3HaYeHHbIM Ang ayTeHTuduKauum B MHGOPMaLMOHHOM cucTeMe.

Cob6biTe 6Ge30omacHOCTH - MAEHTUOULMPOBAHHOE BO3HUKHOBEHME COCTOSHMS CUCTEMbI, CEPBMCA WK CETH,
YKa3blBAOLLEr0 Ha BO3MOXHOE HapylleHne NoAUTUKKU MHDOPMaLMOHHOW 6e30nacHOCTH, Man cO0M CpeacTB KOHTPONS, Un
paHee HeM3BECTHYH CUTYaLMIo, KOTOPasi MOXeT BbITb 3HaUMMON Ang 6e30NacHOCTU.

Cnucok oto3BaHHbIX ceptudukatoB (CRL) - cnMcoK aHHYNMPOBAHHbIX (OTO3BaHHbLIX) CepTUHMKATOB, M3LAETCS
LLeHTpOM cepTuduKaLmMm No 3anpocy MAu C 3a4aHHOM NEepUOAMYHOCTbIO, MO0 NpY U3MEHEHMM CTaTyca cepTudmKaTa Ha
OTO3BaHHbIW, MNPUOCTAHOBMEHHbLIM WAUM aKTUBUPOBAHHLIA (M3 CTaTyca MNpPMOCTaHOBNEHHOro). CNUMCOK OTO3BaHHbIX
cepTudurKaToB NpuMMeHseTcs Ang MaeHTUbUKALMM U NPU3HAHUS HEeAEelCTBUTENbHbIMU CepTUOUKATOB A0 UCTEYEHUS UX
CpOKa AencTBuS

Cy6beKT - nosib3oBaTenb MHPOPMALMOHHOM CUCTEMbI UM YCTPOMCTBO (CepBep, W3, MapwpyTtnsatop). CybbekTty
onsa  cTporon ayteHTuduKaumm B MHGOOPMALMOHHOM CUCTEME B LeHTpe cepTudukaumm BblgaeTcs cepTtudumkar.
CMHOHMM - KOHeYHas cywHoCTb (end entity).

TexHonornueckuit LUC - sk3emnnap ueHTpa ceptudukaumn, obnaparowmii GyHKUMEN NepBUYHOM HACTPOWKM
NporpaMMHOro KoMnoHeHTta «LeHTp ceptudumkaumm Aladdin Enterprise Certification Authority».

LlenTp ceptudmkaummn - KOMNNekc CpencTs, 3aaya KOTOPbIX 3aK/KOYaeTcs B 0BecrneyeHnn XKU3HEHHOMO LMKAa
CepTUPUKATOB MONb30BaTeNen U YCTPOUCTB MHOOPMALMOHHOM CUCTEMBI, @ TAaKXKe B CO34aHWW MHAOPACTPYKTYpbl 4SS
obecneyeHns NpoLEeCCOB UAEHTUDUKALMUM U CTPOroM ayTeHTUDMKALMU B MHDOPMALMOHHOW CUCTEME.
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